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Abstract

This paper presentsa recovery protocol for block 1/0
opeiationsin Slice a storage systemarchitectue for high-
speed_ANsincorporating network-attabedblock storage.
The goal of the Slice architecture is to provide a network
file servicewith scalable bandwidthand capacity while
preservingcompatibility with off-the-shelfclients and file
serverappliances. The Slice prototype“virtualizes” the
NetworkFile SystemNFS) protocol by interposinga re-
guestswitching filter at theclient’'sinterfaceto the network
storage systemnie.g., in a networkadapteror switch).

The distributed Slice architectue sepaates functions
typically combinedn cental file serves, introducingnew
challengesfor failure atomicity This paperpresentsa pro-
tocolfor atomicfile operationsandrecoveryin the Slicear-
chitectuie, andrelatedsupportfor reliablefile storage using
mirrored striping. Experimentatesultsfromthe Slice pro-
totypeshowthat the protocol haslow costin the common
case allowing the systento deliver clientfile accesdand-
widthsapproaching gigabit-perseconchetworkspeeds.

1 Intr oduction

Fasterl/O interconnecstandardsndthe arrival of Gi-
gabit Ethernetgreatly expandthe capacityof inexpensve
commoditycomputergo handlelarge amountsof datafor
scalablecomputing,network servicesmultimediaandvi-
sualization. Theseadvancesand the growing demandfor
storageincreasehe needfor network storagesystemghat
areincrementallyscalablereliable,andeasyto administey
while servingthe needsof diverseworkloadsrunningon a
varietyof client platforms.

Commercial systems increasingly provide scalable
shared storage by interconnectingstorage devices and
seners with dedicatedStorageArea Networks (SANS),
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e.g.,FibreChannelYetrecentorderof-magnitudémprove-
mentsin LAN performancehave narroved the bandwidth
gap betweenSANs and LANs. This createsan opportu-
nity to deliver competitive storagesolutionsby aggreyating
low-coststoragenodesandseners,usingageneral-purpose
LAN asthe storagebackplane.Iln sucha systemit is pos-
sibleto incrementallyscaleeithercapacityor bandwidthof
the sharedstorageresourceby attachingadditionalstorage
to the network.

A varietyof commerciaproductsandresearclproposals
pursuethis vision by layeringdevice protocols(e.g.,SCSI)
over IP networks, building clusterfile systemghatmanage
distributed block storageas a shareddisk volume, or in-
stallinglarge sener appliancego export SAN storageto a
LAN usingnetwork file systemprotocols.Section2.1 sur
veys someof thesesystems.

This paperdealswith a network storagearchitecture—
called Slice — that takes an alternatve approach. Slice
placesa requestswitchingfilter at the client’s interfaceto
thenetwork storagesystemtherole of thefilter isto “wrap”
a standardP-basedclient/serer file systemprotocol, ex-
tendingit to incorporateanincrementallyexpandablearray
of network-attachedlock storagenodes. The Slice pro-
totypeimplementghe architectureby virtualizing the Net-
work File Systemversion3 protocol(NFSV3). Therequest
switchingfilter interceptsandrewrites a subsef the NFS
V3 paclet stream,directing I/O requeststo the network
storagearray and associatedenersthat make up a Slice
ensembleppearingo the client asa unified NFS volume.
Thesystenis compatiblewith off-the-shelNFSclientsand
seners,in orderto leveragethe largeinstalledbaseof NFS
clientsandthe high-qualityNFS sener applianceshow on
themarlet.

The Slice architectureassumes block storagemodel
loosely basedon a proposalin the National Storageln-
dustryConsortium(NSIC) for object-basedtoragedevices
(OBSD) [2]. Key elementsof the OBSD proposalwere
in turn inspiredby researclon Network AttachedSecure
Disks (NASD) [8, 9]. Storagenodesare “object-based”
ratherthan sectorbased,meaningthat requestersaddress
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Figure 1. The Slice distrib uted stora ge archi-
tecture .

dataon eachstoragenodeaslogical offsetswithin storage
objects A storageobjectis an orderedsequencef bytes
with a uniqueidentifier The NASD work andthe OBSD
proposalkllow for cryptographigrotectionof objectiden-
tifiersif thenetwork is insecurg8].

The Slice architectureseparatefunctionsthatare com-
binedin centralfile seners. The contrikbution of this paper
is to presentasimplesolutionto thecoordinatiorandrecov-
eryissuegaisedby this structure Our approachintroduces
a coorinator responsibldor preservingatomicity of key
NFS operationsjncluding file truncate/remee, extending
writes,andwrite commitment.The coordinatorsisea sim-
ple intentionlogging protocol,with variantsfor eachoper
ation type that minimize the common-caseosts. We also
shav how the protocolsupportsfailure-atomicwrite com-
mitmentfor mirroredfilesin the Slice prototype.Mirroring
consumesnore storageandnetwork bandwidththanstrip-
ing with RAID redundang, but it is simple and reliable,
avoidsthe overheadof computingandupdatingparity, and
allowsload-balancedeadd4, 12].

This paperis structuredasfollows. Section2 summa-
rizes the Slice architecture. Section3 describesmecha-
nismsfor operationatomicity and failure handling. Sec-
tion 4 presentgxperimentatesultsfrom theSliceprototype
on a Myrinet network, shaving that the Slice architecture
andrecovery protocolsachieve file accesperformancep-
proachinggigabit-persecondnetwork speeds|imited pri-
marily by the client NFS implementation.Section5 con-
cludes.

2 Overview

Figure 1 depictsthe Slice architecturewvith NFS clients
and seners. The architectureinterposesa “microproxy”
(uproxy) betweertheclient|P stackandthe Sliceseneren-

semble.The uproxy examinesNFSrequestandresponses,
redirectingrequestsand transformingresponsess neces-
sary to representhe distributed storageserviceas a uni-
fied NFS serviceto its client. For someoperations,the
pproxy mustgenerateew request@ndpair responsewith
requests. The uproxy may residewithin the client itself,
or in anetwork elementalongthe communicatiorpathbe-
tweenthe client andthe seners. In our currentprototype
the uproxyis implementedsapacletfilter installedonthe
clientbelon the NFS/UDP/IPstack.

The pproxy is a simple state machinewith minimal
buffering requirementslt usesonly soft state;the uproxy
may fail without compromisingcorrectness.The uproxy
may resideoutsideof the trust boundary althoughit may
damagethe contentsof specificfiles by misusingthe au-
thority of userswhoserequestareroutedthroughit. In this
paperwe limit our focusto aspect®f the uproxy internals
andpoliciesthataredirectly relatedto operationatomicity
andtherecoveryprotocol.

The coominator plays an importantrole in managing
global recovery of operationgnvolving multiple sites. A
Slice configurationmay containary numberof coordina-
tors, with eachcoordinatormanagingoperationgor some
subsetof files. The functionsof the coordinatormay be
combinedwith the file sener, but we considerthemsepa-
ratelyto emphasizehatthe architecturés compatiblewith
standardile seners.

Our implementationcombinesthe coordinatorwith a
mapserviceresponsibldor trackingfile blocklocation. The
coordinatorseners maintaina global block map for each
file giving the storagesite for eachblock. The uproxies
read,cache modify, andwrite backfragmentof the global
mapsasthey executereadandwrite operation®nfiles. The
globalmapsallow flexible perfile policiesfor block place-
mentandstripingin thenetwork storagearray;althoughthe
systemmay usedeterministicblock placementunctionsas
analternatve to the globalmaps,this paperincludesa dis-
cussionof the mapsto showv how therecovery protocolin-
corporateshem.

The pproxyinterceptgeadandwrite operationgargeted
atfile regionsbeyonda configurablethresholdoffset Log-
ical file offsetsbeyond the thresholdare referredto asthe
striping zone the uproxy redirectsall readsandwritescov-
eringoffsetsin thestripingzoneto anarrayof block storage
nodesaccordingto systemstriping policiesandthe block
mapsmaintainedy the coordinatorsThepoliciesandpro-
tocolsinclude supportfor mirrored striping (“RAID-10")
for redundang to protectagainststoragenodefailures,as
describedn Section3.2. The Slice storagenodesexport
object-basedlock storageto the network; our prototype
storagenodesacceptNFS read and write operationson a
flat spaceof storageobjectsuniquelyidentifiedby NFSfile
handles. Although NFS file handlesprovide only a weak



form of protectionin our prototype thearchitectures com-
patiblewith proposaldor cryptographigorotectionof stor
ageobjectidentifiersfor insecurenetworks|[8].

The pproxy identifiesread and write operationsn the
striping zone by examining the requestoffset and length.
Smallfilesarenot striped;thesearefiles whoselogical size
is belaw the thresholdoffset, i.e., thathave never received
a write in the striping zone. Note that even large files are
not stripedin their entirety; datawritten below the thresh-
old offsetof alargefile is storedalongwith the smallfiles.
File regions outsidethe striping zonedo not benefitfrom
striping, but the performancecost becomesprogressiely
lesssignificantasfile sizesgrow.

In additionto the interactionsrequiredfor I/O requests,
the uproxiescooperatavith the network storagenodesand
thefile’s coordinatorto allocateglobal mapsfor extending
write operationsandto releasestorageon rema/eandtrun-
cateoperationsThesamultisiteoperationsntroducerecov-
eryissuesdescribedn the next section.All otherfile oper
ationspassthroughthe pproxy to the NFS sener asthey
did before,andincur no additionaloverheador managing
distributedstorage.

This architecturescalego higherbandwidthandcapac-
ity by addingstoragenodessincethe NFSseneris outside
the critical path of readsand writes handledby the block
storagenodes.lt is alsopossibleto scaleor replicateother
file servicefunctionswithin the context of the Slicerequest
switching architecture. For simplicity this paperassumes
that a single standard\FS file sener manageghe entire
volumenamespace.

Thegoalof the mechanismslescribedn this paperis to
deliverconsisteng andfailure propertieghatarenowealer
thancommerciaNFSimplementationsWhile the basicap-
proachis quite similar to write-aheadogging that might
betakenon ajournalingcentralfile sener with distributed
disks,we extendit to supportmultisite operationswithout
the awarenes®f the client, NFSfile sener, or the storage
nodes.Our approachto committingwrites assumesiseof
the NFS V3 asynchronousvrites and write commitment
protocol,asdescribecbelon. This paperdoesnot address
the issueof concurrentwrite sharingof files, and Slice as
definedmay provide wealer concurrentvrite sharingguar
anteeghansomeNFS implementations However, the ar-
chitectureis compatiblewith NFS file leasingextensions
for consistentoncurrentwrite sharing,asdefinedin NQ-
NFS[13] andearly IETF draft proposaldor the NFS V4
protocol.

2.1 RelatedWork

TheCambridgdJniversalFile Sener[5] proposedstruc-
turing a distributedfile systemasa separatsmameservice
and file block storageservice. One systemto take this

approachwas Swift [6]. Slice is similar to Swift in that
eachclient readsor writes datadirectly to block storage
siteson thenetwork, choreographedy a clientdistribution

agentusingmapsprovided by a third-partystoragemedia-
tor. Anothersystemderived from the Swift architectures

Cheopsa stripingfile systemfor CMU NASD storagesys-
tems|[9, 8]. The Swift and Cheopswork did not directly

addresstomicityor recoveryissues.

Amiri et. al. [1] shav how to presere readand write
atomicityin asharedstoragerrayusingRAID stripingwith
parity. This work focusegprimarily on safeconcurrentac-
cessego a fixed spaceof blocks. It doesnot addresdile
systemconsisteng in the presencef hostfailures.

A numberof scalablefile systemsseparatesomestrip-
ing functionsfrom otherfile systemcodeby building the
file systemabove a stripednetwork storagevolume using
a shareddisk model. This approachhasbeenusedwith
both log-structured11, 3] and corventional[15, 14] file
systemstructuresin thesesystemsimultisite operationsn-
cludingtruncateandremaoe aremadefailure-atomicusing
write-aheadnetadatdogging on the file sener. Thelog-
structuredapproactalsoreliesin parton a separateleaner
procesgo reclaimspace.

Relative to thesesystemsthis papershowvs how to fac-
tor out recovery functionsso that multisite recovery may
be interposedn the contet of a standarctlient/serer file
systemprotocol,without modifying the clientor sener.

3 Atomic Operationson Network Storage

A multisite operatiorbeginswhenthe pproxy intercepts
an NFS V3 write, remaove, truncate(setatt) or commitre-
guestfrom a client. To handletherequestthe pproxy may
redirecttherequesbr generat@additionalrequesimessages
to nodesn the Sliceensembleincludingstoragenodesthe
coordinatorfor thetargetfile, andthe NFSsener. Figure2
illustratesthe messagexchangedor the multisite opera-
tionsdiscussedhn this section.

Whenthe operationis completeat all sites,the uproxy
passeghroughan NFS V3 responsdo the client. If ary
participantfails duringthis sequence— the uproxy, a stor
agenode,the coordinatoy or the file sener— a recovery
protocolis initiated. Therecovery protocolis specificto the
particularoperationin progressandit may eithercomplete
theoperatior(roll forward)or abortit (roll back).If thesys-
temabortsthe operationor delaysthe responsea standard
NFSclientmayreinitiatetheoperatiorby retransmittinghe
requeskfteratimeout,unlesgheclientitself hasfailed.

The basicprotocolis asfollows. At the startof the op-
eration,the uproxy sendgo the coordinatoranintentionto
performthe operation(e.g., Figure 2, messages and!).
Thecoordinatologstheintentionto stabledisk storageand
respondsauthorizingthe pproxyto carryouttheoperation.
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Figure 2. Message exchanges for multisite Slice/NFS operations.
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Whentheoperationis completethe pproxy notifiesthe co-

ordinatorwith acompletiormessageasynchronouslglear

ing theintention(e.g.,messages ando). If thecoordinator
doesnotreceve thecompletionwithin aspecifiedoeriod, it

probesoneor more participantsto determineif the opera-
tion completedandinitiatesrecoveryif necessaryA failed

coordinatorrecovers by scanningits intentionslog, com-
pletingor abortingoperationsn progressat thetime of the
failure.

This is a variantof the standardwo-phasecommit pro-
tocol [10] adaptedo afile systemcontet with idempotent
operationsThedetailsfor eachoperationvarysignificantly
In particular eachoperationallows optimizationsto avoid
most messagingand logging delaysin commoncasesas
describedbelon. Slice further improves performanceby
avoiding multisite operationgor smallfiles storedentirely
on thefile sener, i.e., files thathave never recevedwrites
beyond the configurablethresholdoffset. In this way, the
systemamortizesthe costsof the protocolacrossa larger
numberof bytesandoperationssinceit incursthesecosts
only to createandtruncate/remee largefiles, andto com-
mit groupsof writesto largefiles.

Thefollowing subsectionslescribehe protocolasit ap-
plies to eachtype of multisite operation. We then setthe
protocolin context with corventionaltwo-phasecommit.

3.1 Write Commitment

An NFS V3 commitoperationstabilizespendingor un-
stablewriteson a givenfile. TheNFSV3 protocolallows a
senerfailureto legally discardany subsebf theuncommit-
tedwritesandassociatednetadataprovidedthatthe client
candetectary loss by comparingverifier valuesreturned
by thefile servicein its responseo write andcommitop-
erations NFS V3 clientsbuffer uncommittedwriteslocally
sothatthey may re-executethesewrites after a sener fail-
ure. Clientsmay safelydiscardtheir bufferedwrites aftera
successfutommit Notethatthe verifier valuereturnedoy
write andcommitis not itself significant;the serviceguar
anteeonly thatthe verifier changesfterafailure.

To handlea commiton a file thathasunstablewritesin
thestriping zone,the uproxy executesa messagexchange
with eachstoragenodethat owns uncommittedwrites on
thefile (Figure2, messagg). The uproxy alsocompletes
the writes, which may involve an exchangewith the coor
dinator (map service)and/orthe NFS sener. The uproxy
pushesary updatego thefile’s mapbackto the coordinator
(message). If thewrite enlagedthefile, it pusheghenew
file sizeto the NFS sener via a setattr(messagé). When
all operationshave completedsuccessfullythe pproxy re-
spondgo theclientwith avalid verifier.

The pproxy detectsary failuresby comparingresponse
verifiers againsta storedcopy of the previous verifier re-
turned by each participant. If ary participantfails, the
pproxy reportsthe failure by changingthe responsereri-



fier to theclient. If the uproxy itself losesits state,it may
reportfailure for a committhat hassuccessfullycompleted
atall sites. This forcesthe client to reinitiatewritesunnec-
essarilybut is otherwiseharmless.

Intentionlogging is unnecessarjor write and commit
onunmirroredfiles. Thisis becausehefile serviceremains
in alegal statethroughoutthe write sequenceandcommit
The exact orderingof operationds not strictly important;
the commitis completeonly whenthe client discardedts
bufferedwrites afterreceving a valid responself afailure
occurstheclientitselfis responsibldor restartinghewrite
sequencafterreceving aneggative respons®r noresponse
to its commitrequest.

3.2 Mirr ored Writes

Writesto amirroredfile arereplicatedusingaread-ay-
write-all model. Without lossof generalitywe assumehat
thereplicationdegreeis two. A replicationdegreeof two
guaranteeshat a file is available unlesstwo or more stor
agenodedail concurrentlyor thefile’s coordinatoifails to-
gethermwith onestoragenodeanda clientwho wasactively
writing thefile.

Block mapsfor amirroredfile have dualentriesfor each
logical block, with one entry for eachblock replica. The
pproxywriteseachblockto apair of storagenodesselected
accordingo someplacemenpolicy, whichis notimportant
for the purposef this paper A mirroredwrite is consid-
eredcompleteonly afterit hascommitted;.e., bothstorage
nodesconfirmthattheblockis stable and(if applicable}he
file's coordinator(map service)confirmsthatthe covering
mapfragmentis stable.

Mirrored writes usethe intention protocol to reconcile
replicasin the eventof afailure. If a participantfails while
thereareincompletemirroredwrites, thenit is possiblethat
the write executedat onereplicabut not the other In prac-
tice, this doesnot occurunlessa client fails concurrently
with one or more sener failures,sincean NFS V3 client
retransmitsall uncommittednrites aftera senerfailure,as
describedn Section3.1.

The mirrored write protocol piggybacksintentionmes-
sagedor mirrored writes on the uproxy’s requestfor the
mapfragmentcovering the write. Beforereturningthere-
guestedmap fragment,the coordinatorlogs the intention
recordandupdatesa conserative in-memoryactiveregion
list of offsetrangesor mapfragmentghatmightbe heldby
eachuproxy, andthat may have incompletewrites. These
intentionsare clearedimplicitly by a commitrequestcov-
ering the region; commitcauseghe pproxy to discardall
coveredmapfragmentdor amirroredfile.

If aclient (or its pproxy) fails, ary uncommittedmir-
roredwrites areguaranteedo be coveredby the coordina-
tor's active region list. The coordinatorcan reconcilethe

replicasfor theseregionshby traversingthe region list; ary

conflictwithin theactive regionsmayberesohedby select-
ing onereplicato dominate. In principle, the systemcan
sene onecopy of thefile concurrentlywith reconciliation,
evenif a storagenodefails. If the coordinatorfails, it re-

coversa conserative approximatiorof its active region list

fromits intentionslog.

In practice,mostintentionlogging activity for mirrored
writes may be optimizedaway. Slice logstheseintentions
only whena mirroredfile first comesinto active write use,
e.g.,whena uproxy first requestsnap fragmentswith in-
tentto write. If afile falls out of write use(no mapfrag-
mentrequestgeceved sincethe last commitcompletion),
thecoordinatomarksthefile asinactive by loggingawrite-
completeentry This protocoladdsa synchronousog write
to the write-openpath for mirrored files, but this costis
amortizedover all writes on the file. It allows a recover-
ing coordinatorto identify a supersebf the mirroredfiles
thatmay needreconciliationaftera multiple failure.

Onedrawbackof the protocolis that a buggy or mali-
ciousclient might causethe active region list to grow with-
out boundby issuing large numbersof writes and never
committingthem. This is not a problemwith clientsthat
correctly buffer their uncommittedwrites, sincethe num-
ber of writesis limited by availablememory;in ary case,
standaratlientscommitwritesatregularintervalsunderthe
control of a systemupdatedaemon.For maliciousclients,
the systemmay avoid this problemby wealeningreplica
consisteng guaranteefor mirroredfileswith writesleft un-
committedfor unreasonabljong periods.

3.3 Truncate and Remove

The protocolfor truncateandremaoverelieson the NFS
sener to maintainan authoritatie recordof thefile length
andlink count. The uproxy first consultsa setof attributes
for thetargetfile (Figure2, messagé); the attributesmust
becurrentupto the“threesecondvindow” definedby NFS
implementationgseeSection3.4. If the targetfile's log-
ical size shows that it hasdatain the striping zone, the
pproxy issuesan intentionto the coordinator(message)
beforeissuingthe NFS operationto the file sener (mes-
sagem). Oncethe operationhascommittedat the NFS
sener, the protocolcontactghe storagenodesand coordi-
nator(mapservice}o releasetoraggmessage), thenreg-
istersacompletiorwith the coordinatoi(message). In our
currentprototypethe uproxy executesthe entire protocol,
but it couldbe donedirectly by the coordinatoysimplifying
the uproxy andsaving onemessagexchangetheintention
responseandthecompletion).

If the intentionexpires,the coordinatorprobesthe NFS
sener (using a getattr) to determinethe statusof the op-
eration. If the operationcompletedon the NFS sener, the



coordinatorrolls the operationforward by contactingthe
storagenodesto releaseary orphanedstorage.

3.4 Enlarging Writes

The truncate/remee protocolin Section3.3 mustavoid
aracewith anenlamging write, a specialcaseof extending
write thatextendsa “small” file beyondthethresholdoffset
andinto thestripingzone makingit a“large”file. Thedan-
geris that anotherclient will completean enlaging write
afterthe uproxy consultshefile’slogical size,recognizing
it asa small file, and beforethe uproxy issuesthe trun-
cate/emaweoperationto the NFS sener. If thisoccursthe
pproxy could fail to notify the coordinatorof the needto
releasenetwork storageallocatedo thenewly enlagedfile,
leaving it orphanedy thetruncate/emore

Oneway to preventthe raceis to conseratively notify
the coordinatorof all truncate/emawe operationsgvenfor
smallfiles. However, thisimposesanextramessagéateny
andperhapsa disk fault on truncatesandremovesof small
files. We preferinsteadto shift the coststo the enlaging
write operation,increasingthe creationcostof large files.
Theenlagingwrite costis incurredoncefor eachlargefile,
andis amortizedoverall I/0O operation®n thefile.

Our approachusesa variantof the basicintention pro-
tocol to detectthe racewhenit occurs,andto releaseary
orphanedstorage. The trick is for the coordinatorto de-
tect that a uproxy hasexecuteda truncate/emawe opera-
tion basedon attributesthat were fetchedbeforethe com-
pletion of anenlaging write. After anenlaging write has
completed,the file's coordinatorcontactsthe NFS sener
to validatethe file's existenceandlogical size. The coor
dinator delaysthis validation until a fixed waiting period
haselapsed. The waiting periodis chosento exceedthe
time boundon the stalenesf cachedattributesin NFS
(the three secondrule) with ample slacktime to account
for clock skew andoperationlatencies.

3.5 Comparisonto Two-PhaseCommit

Thebasicintentionloggingprotocolusedin Sliceis sim-
ilar to corventionaltwo-phasecommit[10], but thereare
several key differences. Theseare broughtaboutby the
simplenatureof thefile systemoperationswhich tendsto
malke the protocolmore efficient thana generaltwo-phase
commitin thecommoncases.

e For simplicity, the uproxy assumesnostof the func-
tions of the traditional commit coordinator: it trans-
mitsrequestso participantaandgathercommitvotes.
However, it never actuallyperformsa commitsinceit
hasno stablestorage.

e Participantsexecutetheir portionof the operationin a
fixed partial order, with one participantactingasthe
primarycommitsite. Thepurposeof theintentionpro-
tocol is to detectandrecover from failuresthatinter-
ruptthe sequencéeforethe primary commitsite exe-
cutesits part of the operation. For example,the NFS
sener itself unwittingly actsas the primary commit
site for removes, truncatesand extendingwrites (or
extendingwrite commits). For truncateandremae,
a failure after the NFS sener commitscauseghe re-
covery protocolto roll forward by releasingorphaned
storage similar to a corventionaljournalingfile sys-
temor afile systemscarenger(fsk).

e Thereis no needto notify participantsotherthanthe
coordinatorthat the operationcommitted. The pre-
commitis sufficient to stabilizethe data,andthe par
ticipantsdo notholdlocksonthecommittedstate.File
operationsareserializedwhennecessaryatthe NFS
sener (for namespaceoperationspr atthe coordina-
tor (for readsandwritesof sharediles).

4 Prototype and Experimental Results

We have implementedthe Slice prototypeas a set of
loadablekernel modulesfor the FreeBSD4.0 operating
system. The network storagenodesin our prototype
are FreeBSDPCs serving blocks from local disks using
UFS/FFSas a storagemanagerwith an external hashto
map opaqueNFS file handlesto local files. The coordi-
natoris implementedas an extensionto the storagenode
module,consistingof a total of about1400lines of code.
In our prototype,the pproxy is an IP filter betweenthe IP
stackandthe network driver. The uproxy may rewrite or
consumepaclets,andit mayalsogeneratenew IP paclets.
The pproxy is a non-blockingstatemachineconsistingof
about2500lines of code. An overarchinggoal is to keep
the uproxy simple,small,andfast.

This section presentsexperimentalresultsfrom inter
posedfile striping asimplementedn the Slice prototype.
The intentis to shav the costsof the interposeduproxy
architectureandthe effect of thesecostson deliveredfile
accesbandwidthsThe prototypeuproxy, coordinatorand
storageserviceimplementmechanismseededfor recov-
ery during normaloperation,including the coordinatorin-
tentionslog. Thusthey reflectthe costsof recorery asde-
scribedin Section3. However, reconciliationof active re-
gionsfor mirroredreplicasis notimplemented.

In theseexperimentsclientsare 450 MHz Pentium-Ii|
PCsusingthe AsusP2Bmotherboaravith a 32-bit, 33MHz
PClbusanintel 440BX chipset.The NFS senerandSlice
storagenodesare Dell 4400 systemseachwith one 733
MHz Pentium-IIl Xeonusinga SenerWorks chipset. The
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sener network adaptemanddisk controllersareonindepen-
dentpeer64-bit, 66 MHz PCl bussesEachhasfour 18 GB
SeagataJltra-2 Cheetaldisks. All machinesareequipped
with Myricom LANai 4 or 7 adapterswith kernelsbuilt
from thesameFreeBSD4.0 sourcepool.

All network communicationin theseexperimentsuses
Trapeze,a Myrinet messagingystemoptimizedfor net-
work 1/O traffic [7]. In this configuration,Trapeze/Myrinet
provides 130 MB/s of point-to-pointbandwidthwith a 32
KB transfersize. NFS traffic usesUDP/IP with a 32 KB
MTU, routedthrougha Trapezedevice driver.

Figure3 shavsthetotaltimetoread write, andremwea
file, varyingfile sizefrom 8 KB to 232KB, with thestriping
zonethresholdsetto 64 KB. All testsstartwith cold client
andstoragenodecachesThewrite timingsincludethe cost
of commit Eachdatapointis theaverageof 50trials. Slice
usedfour storagenodedor this experiment.

Latenciesremain almost constantbelow the striping
zonethresholdall interactionsareexclusively with theNFS
sener. Thefiles aresmallenoughto write in their entirety
beforeissuingthecommit andsenerblock clusteringoads
thewholefile with thefirst read. Thesefiles usenoindirect

blocksontheNFSsener, boundingdeletiontime.

Whenfile size exceedsthe striping zonethreshold la-
tenciesjump as operationsbegin to involve multiple sites
andincur costsof the intentionlogging protocol. For ex-
ample,readandwrite costsincreaseasthe uproxy faults
block mapsfrom the coordinatobeforeissuingl/O beyond
the threshold. Writes and remavesregisteran intent with
the coordinatorbeforeperformingthefirst extendingwrite
into the striping zoneor beforeissuingthe remove to the
NFS sener, respectiely. Theresultingdiscontinuitiesare
clearlyshown in thegraph;however, the costbecomesgpro-
gressiely lesssignificantasfile sizesgrow.

Bothreadandwrite timesincreasdinearly with file size,
andremaoetime remainsconstant.Theprototypeserializes
somesub-operationsf commitfor simplicity, compromis-
ing write lateng slightly. At thesesizes,mirroring hasa
negligible effect on bothreadandwrite times.

The architectureallows very high bandwidthfor large
files. Figure4 shaws I/0O bandwidthdeliveredto a single
clientandagroupof clients,varyingthe numberof storage
nodes Bandwidthsaaremeasuredisingddto reador write a
1.25GB file in 32 KB chunkswith a Slice stripinggrainof
32 KB. Eachgraphgivesbothnon-redundanandmirrored
storageresults.

The left-handgraphshows the measured/O bandwidth
deliveredto asingleclientwith aLanai-7adapterWe modi-
fiedtheFreeBSDNFSclientfor zero-cofy readshowevera
copy remainsn thewrite path. Singleclientreadbandwidth
scaleswith thenumberof storagenodeauntil theclientCPU
saturatest 110MB/s. Thecopy in thewrite pathsaturates
aclientwriting at 53 MB/s.

Mirrored read bandwidthis roughly half that of non-
mirrored, dueto an artifact of the striping policy and our
useof UFS/FFSastheblock storagemanagein the proto-
type. UFS/FFSaggressiely prefetchedrom local disk into
local memorywhenit detectssequentiabr nearsequential
accessesiln this case this policy consumestorageband-
width to load datathatthe client choosedo readfrom an-
othernode. With a replicationdegreeof two, clientsread



half of the blocksstoredandfetchedon eachnode,circum-
ventingary block clusteringandrequiringmoredisk seeks.

Mirroring writes pushestwice as mary bytes out a
client’'s network interface. As with the non-mirroredcase,
the client saturatesn copying datafrom userto kernel
space.This copy happen®ncefor eachblock eventhough
two replicasaretransmittedrom the client, yielding better
thanhalf non-mirroredwrite bandwidth.

The right-handgraphin figure 4 shavs aggreyate sat-
uration /O bandwidth. Four clients are usedfor reading,
however eight clients are requiredto saturatethe storage
nodeswriting dueto the lower perclient write bandwidth.
Six storagenodesdeliver a sumtotal of about320 MB/s
to readers,and 240 MB/s to writers. Mirroring degrades
readsaturatiorbandwidthfor the samereasorasthesingle-
clientcaseandwritesconsumedditionaltransfertime and
spaceoverheadsvithin the storagenodes.

5 Conclusion

This paperpresentgprotocolsfor reliable mirroredfiles
andfailure-atomicfile operationsn Slice, a scalablenet-
work storagesystemfor high-speed_ANs with network-
attachedlock storage Sliceinterposes requesswitching
filter attheclient'sinterfaceto the network storagesystem,
to provide scalablebandwidthand capacityby distributing
file dataacrosghe network storagenodes.

The Slice architecturds designedo leverageemeging
modelsof object-basedetwork storagewhile allowing in-
crementaldeploymentof scalablenetwork 1/0 asan add-
on to existing network file systeminstallations. The re-
guestswitchingarchitecturgpresentghallengedor failure-
atomicitybecausé separatefunctionstypically combined
in centralfile seners.

This papershovs how to addressthe reliability and
failure-atomicityfor file systemoperationsn the Slice ar-
chitectureandrelateddistributed network storagesystems.
We showv how to provide reliablefile storagewith support
for mirrored striping. Experimentakesultsfrom the Slice
prototypequantify the costsof the recovery protocol and
shav that they are acceptablén the commoncase. Our
resultsshav thatthe Sliceapproacthaslow costanddeliv-
ersclient file accessandwidthsapproachingyigabit-per
secondMyrinet network speedsWe alsoshow the needfor
streamliningNFSclientstackgo respondo fastemetworks
andhigh-performanc&/O servicedor I/O-intensve work-
loadsincludingscalablecomputing data-intensie network
servicesmultimedia,andvisualization.
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