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Abstract

This paper presentsa recovery protocol for block I/O
operationsin Slice, a storage systemarchitecture for high-
speedLANsincorporatingnetwork-attachedblock storage.
Thegoal of the Slicearchitecture is to provide a network
file servicewith scalablebandwidthand capacity while
preservingcompatibilitywith off-the-shelfclients and file
serverappliances. The Slice prototype“virtualizes” the
NetworkFile System(NFS) protocol by interposinga re-
questswitchingfilter at theclient’s interfaceto thenetwork
storagesystem(e.g., in a networkadapteror switch).

The distributed Slice architecture separates functions
typically combinedin central file servers, introducingnew
challengesfor failure atomicity. Thispaperpresentsa pro-
tocolfor atomicfile operationsandrecoveryin theSlicear-
chitecture, andrelatedsupportfor reliablefilestorageusing
mirroredstriping. ExperimentalresultsfromtheSlicepro-
totypeshowthat the protocol haslow cost in the common
case, allowing thesystemto deliverclient file accessband-
widthsapproachinggigabit-per-secondnetworkspeeds.

1 Intr oduction

FasterI/O interconnectstandardsandthe arrival of Gi-
gabit Ethernetgreatlyexpandthe capacityof inexpensive
commoditycomputersto handlelargeamountsof datafor
scalablecomputing,network services,multimediaandvi-
sualization. Theseadvancesand the growing demandfor
storageincreasetheneedfor network storagesystemsthat
areincrementallyscalable,reliable,andeasyto administer,
while servingtheneedsof diverseworkloadsrunningon a
varietyof clientplatforms.

Commercial systems increasingly provide scalable
shared storage by interconnectingstorage devices and
servers with dedicatedStorageArea Networks (SANs),
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e.g.,FibreChannel.Yetrecentorder-of-magnitudeimprove-
mentsin LAN performancehave narrowed the bandwidth
gap betweenSANs and LANs. This createsan opportu-
nity to delivercompetitivestoragesolutionsby aggregating
low-coststoragenodesandservers,usingageneral-purpose
LAN asthestoragebackplane.In sucha systemit is pos-
sibleto incrementallyscaleeithercapacityor bandwidthof
thesharedstorageresourceby attachingadditionalstorage
to thenetwork.

A varietyof commercialproductsandresearchproposals
pursuethis visionby layeringdevice protocols(e.g.,SCSI)
over IP networks,building clusterfile systemsthatmanage
distributed block storageas a shareddisk volume, or in-
stalling largeserver appliancesto export SAN storageto a
LAN usingnetwork file systemprotocols.Section2.1sur-
veyssomeof thesesystems.

This paperdealswith a network storagearchitecture—
called Slice — that takes an alternative approach. Slice
placesa requestswitchingfilter at the client’s interfaceto
thenetworkstoragesystem;theroleof thefilter is to “wrap”
a standardIP-basedclient/server file systemprotocol,ex-
tendingit to incorporateanincrementallyexpandablearray
of network-attachedblock storagenodes. The Slice pro-
totypeimplementsthearchitectureby virtualizing theNet-
work File Systemversion3 protocol(NFSV3). Therequest
switchingfilter interceptsandrewritesa subsetof theNFS
V3 packet stream,directing I/O requeststo the network
storagearrayandassociatedservers that make up a Slice
ensembleappearingto theclient asa unifiedNFSvolume.
Thesystemis compatiblewith off-the-shelfNFSclientsand
servers,in orderto leveragethelargeinstalledbaseof NFS
clientsandthehigh-qualityNFSserver appliancesnow on
themarket.

The Slice architectureassumesa block storagemodel
loosely basedon a proposalin the National StorageIn-
dustryConsortium(NSIC) for object-basedstoragedevices
(OBSD) [2]. Key elementsof the OBSD proposalwere
in turn inspiredby researchon Network AttachedSecure
Disks (NASD) [8, 9]. Storagenodesare “object-based”
rather than sector-based,meaningthat requestersaddress



Figure 1. The Slice distrib uted stora ge archi-
tecture .

dataon eachstoragenodeaslogical offsetswithin storage
objects. A storageobject is an orderedsequenceof bytes
with a uniqueidentifier. The NASD work andthe OBSD
proposalallow for cryptographicprotectionof objectiden-
tifiers if thenetwork is insecure[8].

TheSlicearchitectureseparatesfunctionsthatarecom-
binedin centralfile servers. Thecontribution of this paper
is topresentasimplesolutionto thecoordinationandrecov-
ery issuesraisedby thisstructure.Ourapproachintroduces
a coordinator responsiblefor preservingatomicity of key
NFS operations,including file truncate/remove, extending
writes,andwrite commitment.Thecoordinatorsusea sim-
ple intentionloggingprotocol,with variantsfor eachoper-
ation type that minimize the common-casecosts. We also
show how the protocolsupportsfailure-atomicwrite com-
mitmentfor mirroredfiles in theSliceprototype.Mirroring
consumesmorestorageandnetwork bandwidththanstrip-
ing with RAID redundancy, but it is simple and reliable,
avoidstheoverheadof computingandupdatingparity, and
allows load-balancedreads[4, 12].

This paperis structuredas follows. Section2 summa-
rizes the Slice architecture. Section3 describesmecha-
nismsfor operationatomicity and failure handling. Sec-
tion4 presentsexperimentalresultsfromtheSliceprototype
on a Myrinet network, showing that the Slice architecture
andrecoveryprotocolsachieve file accessperformanceap-
proachinggigabit-per-secondnetwork speeds,limited pri-
marily by the client NFS implementation.Section5 con-
cludes.

2 Overview

Figure1 depictstheSlicearchitecturewith NFSclients
and servers. The architectureinterposesa “microproxy”
( � proxy) betweentheclientIP stackandtheSliceserveren-

semble.The � proxyexaminesNFSrequestsandresponses,
redirectingrequestsand transformingresponsesas neces-
sary to representthe distributed storageserviceas a uni-
fied NFS serviceto its client. For someoperations,the
� proxymustgeneratenew requestsandpair responseswith
requests.The � proxy may residewithin the client itself,
or in a network elementalongthecommunicationpathbe-
tweenthe client andthe servers. In our currentprototype
the � proxy is implementedasapacketfilter installedonthe
clientbelow theNFS/UDP/IPstack.

The � proxy is a simple state machinewith minimal
buffering requirements.It usesonly soft state;the � proxy
may fail without compromisingcorrectness.The � proxy
may resideoutsideof the trust boundary, althoughit may
damagethe contentsof specificfiles by misusingthe au-
thority of userswhoserequestsareroutedthroughit. In this
paperwe limit our focusto aspectsof the � proxy internals
andpoliciesthataredirectly relatedto operationatomicity
andtherecoveryprotocol.

The coordinator plays an important role in managing
global recovery of operationsinvolving multiple sites. A
Slice configurationmay containany numberof coordina-
tors, with eachcoordinatormanagingoperationsfor some
subsetof files. The functionsof the coordinatormay be
combinedwith the file server, but we considerthemsepa-
ratelyto emphasizethatthearchitectureis compatiblewith
standardfile servers.

Our implementationcombinesthe coordinatorwith a
mapserviceresponsiblefor trackingfile blocklocation.The
coordinatorserversmaintaina global block map for each
file giving the storagesite for eachblock. The � proxies
read,cache,modify, andwrite backfragmentsof theglobal
mapsasthey executereadandwrite operationsonfiles. The
globalmapsallow flexible per-file policiesfor block place-
mentandstripingin thenetwork storagearray;althoughthe
systemmayusedeterministicblockplacementfunctionsas
analternative to theglobalmaps,this paperincludesa dis-
cussionof themapsto show how therecovery protocolin-
corporatesthem.

The � proxyinterceptsreadandwrite operationstargeted
at file regionsbeyonda configurablethresholdoffset. Log-
ical file offsetsbeyond the thresholdarereferredto asthe
stripingzone; the � proxyredirectsall readsandwritescov-
eringoffsetsin thestripingzoneto anarrayof blockstorage
nodesaccordingto systemstriping policiesandthe block
mapsmaintainedby thecoordinators.Thepoliciesandpro-
tocols include supportfor mirrored striping (“RAID-10”)
for redundancy to protectagainststoragenodefailures,as
describedin Section3.2. The Slice storagenodesexport
object-basedblock storageto the network; our prototype
storagenodesacceptNFS readandwrite operationson a
flat spaceof storageobjectsuniquelyidentifiedby NFSfile
handles.Although NFS file handlesprovide only a weak



form of protectionin ourprototype,thearchitectureis com-
patiblewith proposalsfor cryptographicprotectionof stor-
ageobjectidentifiersfor insecurenetworks[8].

The � proxy identifiesreadandwrite operationsin the
striping zoneby examining the requestoffset and length.
Smallfilesarenotstriped;thesearefileswhoselogicalsize
is below the thresholdoffset, i.e., thathave never received
a write in the striping zone. Note that even large files are
not stripedin their entirety;datawritten below the thresh-
old offsetof a largefile is storedalongwith thesmallfiles.
File regionsoutsidethe striping zonedo not benefitfrom
striping, but the performancecost becomesprogressively
lesssignificantasfile sizesgrow.

In additionto the interactionsrequiredfor I/O requests,
the � proxiescooperatewith thenetwork storagenodesand
thefile’s coordinatorto allocateglobalmapsfor extending
write operations,andto releasestorageon removeandtrun-
cateoperations.Thesemultisiteoperationsintroducerecov-
ery issuesdescribedin thenext section.All otherfile oper-
ationspassthroughthe � proxy to the NFS server as they
did before,andincur no additionaloverheadfor managing
distributedstorage.

This architecturescalesto higherbandwidthandcapac-
ity by addingstoragenodes,sincetheNFSserver is outside
the critical pathof readsandwrites handledby the block
storagenodes.It is alsopossibleto scaleor replicateother
file servicefunctionswithin thecontext of theSlicerequest
switchingarchitecture.For simplicity this paperassumes
that a single standardNFS file server managesthe entire
volumenamespace.

Thegoalof themechanismsdescribedin thispaperis to
deliverconsistency andfailurepropertiesthatarenoweaker
thancommercialNFSimplementations.While thebasicap-
proachis quite similar to write-aheadlogging that might
betakenon a journalingcentralfile server with distributed
disks,we extendit to supportmultisiteoperationswithout
theawarenessof theclient, NFS file server, or the storage
nodes.Our approachto committingwritesassumesuseof
the NFS V3 asynchronouswrites and write commitment
protocol,asdescribedbelow. This paperdoesnot address
the issueof concurrentwrite sharingof files, andSlice as
definedmayprovideweakerconcurrentwrite sharingguar-
anteesthansomeNFS implementations.However, the ar-
chitectureis compatiblewith NFS file leasingextensions
for consistentconcurrentwrite sharing,asdefinedin NQ-
NFS [13] andearly IETF draft proposalsfor the NFS V4
protocol.

2.1 RelatedWork

TheCambridgeUniversalFile Server[5] proposedstruc-
turing a distributedfile systemasa separatenameservice
and file block storageservice. One systemto take this

approachwas Swift [6]. Slice is similar to Swift in that
eachclient readsor writes datadirectly to block storage
siteson thenetwork, choreographedby aclientdistribution
agentusingmapsprovidedby a third-partystoragemedia-
tor. Anothersystemderivedfrom the Swift architectureis
Cheops,a stripingfile systemfor CMU NASD storagesys-
tems[9, 8]. The Swift andCheopswork did not directly
addressatomicityor recovery issues.

Amiri et. al. [1] show how to preserve readandwrite
atomicityin asharedstoragearrayusingRAID stripingwith
parity. This work focusesprimarily on safeconcurrentac-
cessesto a fixed spaceof blocks. It doesnot addressfile
systemconsistency in thepresenceof hostfailures.

A numberof scalablefile systemsseparatesomestrip-
ing functionsfrom otherfile systemcodeby building the
file systemabove a stripednetwork storagevolumeusing
a shareddisk model. This approachhasbeenusedwith
both log-structured[11, 3] and conventional[15, 14] file
systemstructures.In thesesystems,multisiteoperationsin-
cludingtruncateandremovearemadefailure-atomicusing
write-aheadmetadatalogging on the file server. The log-
structuredapproachalsoreliesin partonaseparatecleaner
processto reclaimspace.

Relative to thesesystems,this papershows how to fac-
tor out recovery functionsso that multisite recovery may
be interposedin the context of a standardclient/server file
systemprotocol,withoutmodifying theclientor server.

3 Atomic Operationson Network Storage

A multisiteoperationbeginswhenthe � proxy intercepts
anNFSV3 write, remove, truncate(setattr) or commitre-
questfrom a client. To handletherequest,the � proxy may
redirecttherequestor generateadditionalrequestmessages
to nodesin theSliceensemble,includingstoragenodes,the
coordinatorfor thetargetfile, andtheNFSserver. Figure2
illustratesthe messageexchangesfor the multisite opera-
tionsdiscussedin thissection.

Whenthe operationis completeat all sites,the � proxy
passesthroughan NFS V3 responseto the client. If any
participantfails duringthis sequence— the � proxy, a stor-
agenode,the coordinator, or the file server — a recovery
protocolis initiated.Therecoveryprotocolis specificto the
particularoperationin progress,andit mayeithercomplete
theoperation(roll forward)or abortit (roll back).If thesys-
temabortstheoperationor delaystheresponse,a standard
NFSclientmayreinitiatetheoperationby retransmittingthe
requestaftera timeout,unlesstheclient itself hasfailed.

Thebasicprotocolis asfollows. At thestartof theop-
eration,the � proxy sendsto thecoordinatoran intentionto
perform the operation(e.g., Figure 2, messages� and � ).
Thecoordinatorlogstheintentionto stablediskstorageand
responds,authorizingthe � proxyto carryout theoperation.



Figure 2. Message exchang es for multisite Slice/NFS operations. Dotted line message exchang es
are avoided in common cases. Square endpoints represent sync hronous stora ge writes.

Whentheoperationis complete,the � proxynotifiestheco-
ordinatorwith acompletionmessage,asynchronouslyclear-
ing theintention(e.g.,messages� and � ). If thecoordinator
doesnot receivethecompletionwithin aspecifiedperiod,it
probesoneor moreparticipantsto determineif the opera-
tion completed,andinitiatesrecoveryif necessary. A failed
coordinatorrecoversby scanningits intentionslog, com-
pletingor abortingoperationsin progressat thetime of the
failure.

This is a variantof thestandardtwo-phasecommitpro-
tocol [10] adaptedto a file systemcontext with idempotent
operations.Thedetailsfor eachoperationvarysignificantly.
In particular, eachoperationallows optimizationsto avoid
mostmessagingand logging delaysin commoncases,as
describedbelow. Slice further improves performanceby
avoiding multisiteoperationsfor small files storedentirely
on thefile server, i.e., files thathave never receivedwrites
beyond the configurablethresholdoffset. In this way, the
systemamortizesthe costsof the protocolacrossa larger
numberof bytesandoperations,sinceit incursthesecosts
only to createandtruncate/remove largefiles, andto com-
mit groupsof writesto largefiles.

Thefollowing subsectionsdescribetheprotocolasit ap-
plies to eachtype of multisite operation. We thenset the
protocolin context with conventionaltwo-phasecommit.

3.1 Write Commitment

An NFSV3 commitoperationstabilizespendingor un-
stablewritesonagivenfile. TheNFSV3 protocolallowsa
serverfailureto legally discardany subsetof theuncommit-
tedwritesandassociatedmetadata,providedthattheclient
can detectany lossby comparingverifier valuesreturned
by thefile servicein its responsesto write andcommitop-
erations.NFSV3 clientsbuffer uncommittedwriteslocally
so that they mayre-executethesewritesaftera server fail-
ure. Clientsmaysafelydiscardtheir bufferedwritesaftera
successfulcommit. Notethat theverifier valuereturnedby
write andcommitis not itself significant;theserviceguar-
anteesonly thattheverifierchangesaftera failure.

To handlea commiton a file thathasunstablewrites in
thestripingzone,the � proxy executesa messageexchange
with eachstoragenodethat owns uncommittedwrites on
thefile (Figure2, message	 ). The � proxy alsocompletes
the writes,which may involve an exchangewith the coor-
dinator(mapservice)and/orthe NFS server. The � proxy
pushesany updatesto thefile’smapbackto thecoordinator
(message
 ). If thewrite enlargedthefile, it pushesthenew
file sizeto theNFSserver via a setattr(message
 ). When
all operationshave completedsuccessfully, the � proxy re-
spondsto theclientwith a valid verifier.

The � proxy detectsany failuresby comparingresponse
verifiersagainsta storedcopy of the previous verifier re-
turned by eachparticipant. If any participant fails, the
� proxy reportsthe failure by changingthe responseveri-



fier to theclient. If the � proxy itself losesits state,it may
reportfailurefor a committhathassuccessfullycompleted
at all sites.This forcestheclient to reinitiatewritesunnec-
essarily, but is otherwiseharmless.

Intention logging is unnecessaryfor write and commit
onunmirroredfiles. This is becausethefile serviceremains
in a legal statethroughoutthewrite sequenceandcommit.
The exact orderingof operationsis not strictly important;
the commitis completeonly whenthe client discardedits
bufferedwritesafterreceiving a valid response.If a failure
occurs,theclient itself is responsiblefor restartingthewrite
sequenceafterreceiving anegativeresponseor noresponse
to its commitrequest.

3.2 Mirr oredWrites

Writesto amirroredfile arereplicatedusinga read-any-
write-all model.Without lossof generalitywe assumethat
the replicationdegreeis two. A replicationdegreeof two
guaranteesthat a file is availableunlesstwo or morestor-
agenodesfail concurrently, or thefile’scoordinatorfailsto-
getherwith onestoragenodeanda clientwho wasactively
writing thefile.

Block mapsfor amirroredfile havedualentriesfor each
logical block, with oneentry for eachblock replica. The
� proxywriteseachblockto apairof storagenodesselected
accordingto someplacementpolicy, whichis not important
for thepurposesof this paper. A mirroredwrite is consid-
eredcompleteonly afterit hascommitted;i.e.,bothstorage
nodesconfirmthattheblockis stable,and(if applicable)the
file’s coordinator(mapservice)confirmsthat the covering
mapfragmentis stable.

Mirrored writes usethe intentionprotocol to reconcile
replicasin theeventof a failure. If a participantfails while
thereareincompletemirroredwrites,thenit is possiblethat
thewrite executedat onereplicabut not theother. In prac-
tice, this doesnot occurunlessa client fails concurrently
with oneor moreserver failures,sincean NFS V3 client
retransmitsall uncommittedwritesaftera server failure,as
describedin Section3.1.

The mirroredwrite protocolpiggybacksintentionmes-
sagesfor mirroredwrites on the � proxy’s requestfor the
mapfragmentcoveringthewrite. Beforereturningthe re-
questedmap fragment,the coordinatorlogs the intention
recordandupdatesa conservative in-memoryactiveregion
list of offsetrangesor mapfragmentsthatmightbeheldby
each� proxy, andthat mayhave incompletewrites. These
intentionsareclearedimplicitly by a commitrequestcov-
ering the region; commitcausesthe � proxy to discardall
coveredmapfragmentsfor amirroredfile.

If a client (or its � proxy) fails, any uncommittedmir-
roredwritesareguaranteedto becoveredby thecoordina-
tor’s active region list. The coordinatorcanreconcilethe

replicasfor theseregionsby traversingthe region list; any
conflictwithin theactiveregionsmayberesolvedby select-
ing onereplica to dominate. In principle, the systemcan
serve onecopy of thefile concurrentlywith reconciliation,
even if a storagenodefails. If the coordinatorfails, it re-
coversaconservativeapproximationof its active region list
from its intentionslog.

In practice,mostintentionloggingactivity for mirrored
writesmaybeoptimizedaway. Slice logs theseintentions
only whena mirroredfile first comesinto active write use,
e.g.,whena � proxy first requestsmapfragmentswith in-
tent to write. If a file falls out of write use(no mapfrag-
mentrequestsreceived sincethe last commitcompletion),
thecoordinatormarksthefile asinactiveby loggingawrite-
completeentry. Thisprotocoladdsa synchronouslog write
to the write-openpath for mirrored files, but this cost is
amortizedover all writes on the file. It allows a recover-
ing coordinatorto identify a supersetof the mirroredfiles
thatmayneedreconciliationaftera multiple failure.

Onedrawbackof the protocol is that a buggy or mali-
ciousclientmightcausetheactive region list to grow with-
out boundby issuing large numbersof writes and never
committingthem. This is not a problemwith clients that
correctlybuffer their uncommittedwrites, sincethe num-
ber of writes is limited by availablememory;in any case,
standardclientscommitwritesat regularintervalsunderthe
controlof a systemupdatedaemon.For maliciousclients,
the systemmay avoid this problemby weakening replica
consistency guaranteesfor mirroredfileswith writesleft un-
committedfor unreasonablylongperiods.

3.3 Truncate and Remove

Theprotocolfor truncateandremove relieson theNFS
server to maintainanauthoritative recordof thefile length
andlink count.The � proxy first consultsa setof attributes
for thetargetfile (Figure2, message� ); theattributesmust
becurrentupto the“threesecondwindow” definedby NFS
implementations(seeSection3.4. If the target file’s log-
ical size shows that it has data in the striping zone, the
� proxy issuesan intention to the coordinator(message� )
beforeissuingthe NFS operationto the file server (mes-
sage � ). Oncethe operationhascommittedat the NFS
server, theprotocolcontactsthestoragenodesandcoordi-
nator(mapservice)to releasestorage(message
 ), thenreg-
istersacompletionwith thecoordinator(message� ). In our
currentprototypethe � proxy executesthe entireprotocol,
but it couldbedonedirectlyby thecoordinator, simplifying
the � proxyandsaving onemessageexchange(theintention
responseandthecompletion).

If the intentionexpires,thecoordinatorprobestheNFS
server (usinga getattr) to determinethe statusof the op-
eration. If theoperationcompletedon theNFSserver, the



coordinatorrolls the operationforward by contactingthe
storagenodesto releaseany orphanedstorage.

3.4 Enlarging Writes

Thetruncate/removeprotocolin Section3.3 mustavoid
a racewith anenlarging write, a specialcaseof extending
write thatextendsa “small” file beyondthethresholdoffset
andinto thestripingzone,makingit a“large” file. Thedan-
ger is that anotherclient will completean enlarging write
afterthe � proxyconsultsthefile’s logical size,recognizing
it as a small file, and beforethe � proxy issuesthe trun-
cate/removeoperationto theNFSserver. If thisoccurs,the
� proxy could fail to notify the coordinatorof the needto
releasenetwork storageallocatedto thenewly enlargedfile,
leaving it orphanedby the truncate/remove.

Oneway to prevent the raceis to conservatively notify
thecoordinatorof all truncate/removeoperations,even for
smallfiles. However, this imposesanextramessagelatency
andperhapsa disk fault on truncatesandremovesof small
files. We prefer insteadto shift the coststo the enlarging
write operation,increasingthe creationcostof large files.
Theenlargingwrite costis incurredoncefor eachlargefile,
andis amortizedoverall I/O operationson thefile.

Our approachusesa variantof the basicintentionpro-
tocol to detectthe racewhenit occurs,andto releaseany
orphanedstorage. The trick is for the coordinatorto de-
tect that a � proxy hasexecuteda truncate/remove opera-
tion basedon attributesthat werefetchedbeforethe com-
pletionof anenlarging write. After anenlarging write has
completed,the file’s coordinatorcontactsthe NFS server
to validatethe file’s existenceandlogical size. The coor-
dinatordelaysthis validationuntil a fixed waiting period
haselapsed. The waiting period is chosento exceedthe
time boundon the stalenessof cachedattributes in NFS
(the threesecondrule) with ampleslack time to account
for clockskew andoperationlatencies.

3.5 Comparisonto Two-PhaseCommit

Thebasicintentionloggingprotocolusedin Sliceis sim-
ilar to conventionaltwo-phasecommit [10], but thereare
several key differences. Theseare broughtaboutby the
simplenatureof thefile systemoperations,which tendsto
make the protocolmoreefficient thana generaltwo-phase
commitin thecommoncases.

� For simplicity, the � proxy assumesmostof the func-
tions of the traditionalcommit coordinator: it trans-
mitsrequeststo participantsandgatherscommitvotes.
However, it never actuallyperformsa commitsinceit
hasnostablestorage.

� Participantsexecutetheir portionof theoperationin a
fixed partial order, with oneparticipantactingas the
primarycommitsite.Thepurposeof theintentionpro-
tocol is to detectandrecover from failuresthat inter-
rupt thesequencebeforetheprimarycommitsiteexe-
cutesits part of the operation.For example,theNFS
server itself unwittingly actsas the primary commit
site for removes, truncates,and extendingwrites (or
extendingwrite commits). For truncateand remove,
a failure after the NFS server commitscausesthe re-
covery protocolto roll forwardby releasingorphaned
storage,similar to a conventionaljournalingfile sys-
temor a file systemscavenger(fsck).

� Thereis no needto notify participantsother thanthe
coordinatorthat the operationcommitted. The pre-
commit is sufficient to stabilizethedata,andthepar-
ticipantsdonotholdlocksonthecommittedstate.File
operationsareserialized(whennecessary)at theNFS
server (for namespaceoperations)or at thecoordina-
tor (for readsandwritesof sharedfiles).

4 Prototypeand Experimental Results

We have implementedthe Slice prototypeas a set of
loadablekernel modulesfor the FreeBSD4.0 operating
system. The network storagenodes in our prototype
are FreeBSDPCs servingblocks from local disks using
UFS/FFSas a storagemanager, with an external hashto
map opaqueNFS file handlesto local files. The coordi-
nator is implementedas an extensionto the storagenode
module,consistingof a total of about1400lines of code.
In our prototype,the � proxy is an IP filter betweenthe IP
stackandthe network driver. The � proxy may rewrite or
consumepackets,andit mayalsogeneratenew IP packets.
The � proxy is a non-blockingstatemachineconsistingof
about2500lines of code. An overarchinggoal is to keep
the � proxysimple,small,andfast.

This sectionpresentsexperimentalresultsfrom inter-
posedfile striping as implementedin the Slice prototype.
The intent is to show the costsof the interposed� proxy
architecture,andthe effect of thesecostson deliveredfile
accessbandwidths.Theprototype� proxy, coordinator, and
storageserviceimplementmechanismsneededfor recov-
ery duringnormaloperation,including the coordinatorin-
tentionslog. Thusthey reflectthecostsof recovery asde-
scribedin Section3. However, reconciliationof active re-
gionsfor mirroredreplicasis not implemented.

In theseexperiments,clientsare450 MHz Pentium-III
PCsusingtheAsusP2Bmotherboardwith a32-bit,33MHz
PCI busanIntel 440BX chipset.TheNFSserverandSlice
storagenodesare Dell 4400 systemseachwith one 733
MHz Pentium-IIIXeonusinga ServerWorkschipset.The
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Figure 3. File read, write , and remove timings
using a 64 KB threshold offset.

servernetwork adapteranddiskcontrollersareon indepen-
dentpeer64-bit,66MHz PCIbusses.Eachhasfour 18GB
SeagateUltra-2 Cheetahdisks. All machinesareequipped
with Myricom LANai 4 or 7 adapters,with kernelsbuilt
from thesameFreeBSD4.0sourcepool.

All network communicationin theseexperimentsuses
Trapeze,a Myrinet messagingsystemoptimizedfor net-
work I/O traffic [7]. In this configuration,Trapeze/Myrinet
provides130 MB/s of point-to-pointbandwidthwith a 32
KB transfersize. NFS traffic usesUDP/IP with a 32 KB
MTU, routedthrougha Trapezedevicedriver.

Figure3 showsthetotaltimeto read, write, andremovea
file, varyingfile sizefrom 8 KB to 232KB, with thestriping
zonethresholdsetto 64 KB. All testsstartwith cold client
andstoragenodecaches.Thewrite timingsincludethecost
of commit. Eachdatapoint is theaverageof 50 trials. Slice
usesfour storagenodesfor thisexperiment.

Latenciesremain almost constantbelow the striping
zonethreshold;all interactionsareexclusivelywith theNFS
server. Thefiles aresmallenoughto write in their entirety
beforeissuingthecommit, andserverblockclusteringloads
thewholefile with thefirst read.Thesefilesuseno indirect

blockson theNFSserver, boundingdeletiontime.
Whenfile size exceedsthe striping zonethreshold,la-

tenciesjump asoperationsbegin to involve multiple sites
andincur costsof the intentionlogging protocol. For ex-
ample,readandwrite costsincreaseas the � proxy faults
blockmapsfrom thecoordinatorbeforeissuingI/O beyond
the threshold. Writes and removesregisteran intent with
thecoordinatorbeforeperformingthefirst extendingwrite
into the striping zoneor beforeissuingthe remove to the
NFS server, respectively. The resultingdiscontinuitiesare
clearlyshown in thegraph;however, thecostbecomespro-
gressively lesssignificantasfile sizesgrow.

Bothreadandwrite timesincreaselinearlywith file size,
andremovetimeremainsconstant.Theprototypeserializes
somesub-operationsof commitfor simplicity, compromis-
ing write latency slightly. At thesesizes,mirroring hasa
negligible effectonbothreadandwrite times.

The architectureallows very high bandwidthfor large
files. Figure4 shows I/O bandwidthdeliveredto a single
clientanda groupof clients,varyingthenumberof storage
nodes.Bandwidthsaremeasuredusingdd to reador write a
1.25GB file in 32KB chunks,with aSlicestripinggrainof
32 KB. Eachgraphgivesbothnon-redundantandmirrored
storageresults.

Theleft-handgraphshows themeasuredI/O bandwidth
deliveredtoasingleclientwith aLanai-7adapter. Wemodi-
fiedtheFreeBSDNFSclientfor zero-copy reads,howevera
copy remainsin thewritepath.Singleclientreadbandwidth
scaleswith thenumberof storagenodesuntil theclientCPU
saturatesat 110MB/s. Thecopy in thewrite pathsaturates
aclientwriting at53MB/s.

Mirrored read bandwidthis roughly half that of non-
mirrored,due to an artifact of the striping policy andour
useof UFS/FFSastheblock storagemanagerin theproto-
type.UFS/FFSaggressively prefetchesfrom localdisk into
local memorywhenit detectssequentialor near-sequential
accesses.In this case,this policy consumesstorageband-
width to loaddatathat the client choosesto readfrom an-
othernode. With a replicationdegreeof two, clientsread



half of theblocksstoredandfetchedoneachnode,circum-
ventingany blockclusteringandrequiringmorediskseeks.

Mirroring writes pushestwice as many bytes out a
client’s network interface. As with the non-mirroredcase,
the client saturatesin copying data from user to kernel
space.This copy happensoncefor eachblock eventhough
two replicasaretransmittedfrom theclient,yielding better
thanhalf non-mirroredwrite bandwidth.

The right-handgraphin figure 4 shows aggregatesat-
urationI/O bandwidth. Four clientsareusedfor reading,
however eight clients are requiredto saturatethe storage
nodeswriting dueto the lower per-client write bandwidth.
Six storagenodesdeliver a sumtotal of about320 MB/s
to readers,and 240 MB/s to writers. Mirroring degrades
readsaturationbandwidthfor thesamereasonasthesingle-
clientcase,andwritesconsumeadditionaltransfertimeand
spaceoverheadswithin thestoragenodes.

5 Conclusion

This paperpresentsprotocolsfor reliablemirroredfiles
and failure-atomicfile operationsin Slice, a scalablenet-
work storagesystemfor high-speedLANs with network-
attachedblockstorage.Sliceinterposesarequestswitching
filter at theclient’s interfaceto thenetwork storagesystem,
to provide scalablebandwidthandcapacityby distributing
file dataacrossthenetwork storagenodes.

TheSlicearchitectureis designedto leverageemerging
modelsof object-basednetwork storage,while allowing in-
crementaldeploymentof scalablenetwork I/O asan add-
on to existing network file systeminstallations. The re-
questswitchingarchitecturepresentschallengesfor failure-
atomicitybecauseit separatesfunctionstypically combined
in centralfile servers.

This paper shows how to addressthe reliability and
failure-atomicityfor file systemoperationsin the Slicear-
chitectureandrelateddistributednetwork storagesystems.
We show how to provide reliablefile storagewith support
for mirroredstriping. Experimentalresultsfrom the Slice
prototypequantify the costsof the recovery protocoland
show that they are acceptablein the commoncase. Our
resultsshow thattheSliceapproachhaslow costanddeliv-
ersclient file accessbandwidthsapproachinggigabit-per-
secondMyrinet network speeds.We alsoshow theneedfor
streamliningNFSclientstacksto respondto fasternetworks
andhigh-performanceI/O servicesfor I/O-intensive work-
loadsincludingscalablecomputing,data-intensivenetwork
services,multimedia,andvisualization.
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