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Internet (and other) Censorship 
  What is censorship? Where and why does it occur? 

  Cigarette commercials on TV, profanity, military 
and national-security documents, Google Earth 
images, Super Bowl commercials… 

  What about Internet censorship? 
  Nationwide: where and why 
  School-wide: where and why 
  Family-wide: where and why 

  What tools are available, how do they work? 
CPS 82, Fall 2008 20.2 

Issues in the United States 
  Communications Decency Act: ACLU v Reno 

   “patently offensive” material off-limits to minors 
  Struck down unanimously as unconstitutional by 

Supreme Court in 1997 
  Section 230 survives: blogger immunity 

  Children’s Internet Protection Act: CIPA 
  Schools and libraries must install and use 

filtering software (Duke? Durham?...) 
  Affirmed by SCOTUS in 2003, filters must be 

“disableable”, though not by minors 
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Software filters, what do they do? 
  (2002) Peacefire, youth group opposed to Internet 

censorship http://www.religioustolerance.org/cyberpat3.htm 
  verified that none of the conservative Christian 

web sites blocked by censorship programs. 
  copied anti-gay material from the conservative 

Christian sites to new, personal web sites. 
  submitted new sites for review to Bess, Cyber 

Patrol, Net Nanny,  SmartFilter, SurfWatch, and 
WebSENSE via anonymous Email accounts. 

  companies declared the new web sites to be hate 
speech; the sites were blocked. 

  Filter companies would not remove original sites 
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http://opennet.net  
Straightforward state regulation of speech without 
technological components can, of course, result in 
censorship; our work here is designed to focus on 
regulation that, when implemented through code, seems 
more a force of nature than an exercise of political or 
physical power. 
Thus it is entirely possible that a state 
that does not require or inspire technical 
filtering can possess a set of regulations or 
social norms or market factors that render 
its information environment less free than 
a state with fairly extensive technical 
filtering. 
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Censorship and Filtering 
  Chapter 1, Access Denied http://opennet.net/accessdenied 

  Depth and Breadth of Filtering 
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Internet Filtering Techniques 
  DNS tamper, alter, Access Denied 

  Look for URL? TCP/IP packet header checked 
  Can provide some granularity (see blocking) 

  IP Blocking, literally block an address 
  Easy to deploy, cuts off everything 

  Block page, show alternative page (e.g., for bypass) 

  Key words in URL (rather than specific URL) 
  Blocklists show “bad words” 
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Cyber-dissidents and Bloggers 
Unlike some hosting companies which become 
accomplices to governments in repressive countries by 
surrendering their bloggers’ personal data, we 
undertake never to provide any 
information about your identity as 
long as all you are doing is 
exercise your right to free 
expression. 

Reporters sans Frontières
http://www.rsf.org/ 
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Yahoo!, France, Nazi Memorabilia 
  Ligue contre le racisme et l'antisémitisme et Union 

des étudiants juifs de France c. Yahoo! Inc. et 
Société Yahoo! France (LICRA v. Yahoo!)  

http://en.wikipedia.org/wiki/LICRA_v._Yahoo! 
http://www.lapres.net/yahweb.html 

  French student groups sue Yahoo! 
  Sue in US, take down material 
  Violation of French law, but what about US First 

Amendment rights? 
  Court case complicated by “ripeness” 
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International Civil Rights 
http://en.wikipedia.org/wiki/International_Covenant_on_Civil_and_Political_Rights 

  How are rights in US reflected in International 
treaties? 
  What does it mean to sign a treaty? Ratify a 

treaty? Issue exceptions on signing? 
  What states aren’t signatories? 

  How do these civil rights affect speech and 
censorship on the Internet? 
  What laws bind users? Servers? Countries? 
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Skype, TOM-Skype, China 
  http://skype.com 
  http://skype.tom.com 
  http://www.nartv.org/2008/10/01/breaching-trust-tom-skype/ 

  Our investigation reveals troubling security and 
privacy breaches affecting TOM-Skype—the 
Chinese version of the popular voice and text chat 
software Skype. It also raises troubling questions 
regarding how these practices are related to the 
Government of China’s censorship and surveillance 
policies. 
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Josh Silverman, Skype President 
“What we have discovered in our conversations with 
TOM is that they in fact were required to do this by 
the Chinese government. It is common knowledge 
that censorship does exist in China and that the 
Chinese government has been monitoring 

communications in and out of the 
country for many years. …. TOM, like 
every other communications service 
provider operating in China, has an 
obligation to be compliant with local 
laws if they are to be able to operate 
in China at all.” 

http://tinyurl.com/6pokw 
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Turkey, YouTube, Ataturk 
  YouTube hosts videos deemed “insulting”, so 

Turkey orders their removal 
  Remove in Turkey 
  Remove worldwide 
  Ban YouTube in Turkey 

http://arama.hurriyet.com.tr/arsivnews.aspx?id=10441126 

  Other countries and YouTube 
  Why? How? 



CPS 82, Fall 2008 20.13 

Adnan Oktar 
  Adnan Oktar is a prominent Turkish intellectual. 

Completely devoted to moral values and dedicated 
to communicating the sacred values he cherishes to 
other people,  http://www.harunyahya.com/theauthor.php 

  A Muslim creationist has 
succeeded in having Richard 
Dawkins’s website banned in 
Turkey, after complaining that its 
atheist content was blasphemous. 
http://tinyurl.com/5d6bv5 
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What’s wrong with this picture? 
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Does Google Have Too Much Power? 
  http://www.nytimes.com/imagepages/2008/11/30/magazine/30google.1.ready.html 

  Nicole Wong, Andrew Walker, Kent Walker 
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www.globalnetworkinitiative.org 

  EFF, Berkman Center, CDT, Human Rights Watch 
  Google, Microsoft, Yahoo 
  kld.com, domini.com, bostoncommonasset.com,… 
  Who are these stakeholders? What are their goals? 

…a multi-stakeholder group of companies, civil 
society organizations (including human rights and 
press freedom groups), investors and academics spent 
two years negotiating and creating a collaborative 
approach to protect and advance freedom of 
expression and privacy in the ICT sector, and have 
formed an Initiative to take this work forward. 


