Outline for Today

» Objective:
— Continue with “classic” concurrency problems

— Introduce message-passing style interprocess
communication

* Administrative details:

—Handing back problem sets from last week’s
discussion sessions...

Starvation

The difference between deadlock and
starvation is subtle:

— Once a set of processes are deadlocked, there is
no future execution sequence that can get them
out of it.

— In starvation, there does exist some execution
sequence that is favorable to the starving process
although there is no guarantee it will ever occur.

— Rollback and Retry solutions are prone to
starvation.

— Continuous arrival of higher priority processes is
another common starvation situation.
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Template for Philosopher
Threads

while_(food availahle)

PickupForks (me);

&

at;

PutdownForks (me);

think awhile;

5DP - Monitor Style

Boolean eating [5];
Lock forkMutex;
Condition forksAvail;

void PickupForks (inti) {
forkMutex.Acquire();
while ( eating[(i-1)%5]
|| eating[(i+1)%5] )

void PutdownForks (inti){
forkMutex.Acquire();
eating[i] = false;
forksAvail .Broadcast(&forkMutex);
forksAvail .Wait(&forkMutex); forkMutex.Release();
eating[i] =true;
forkMutex.Release();




Hold and ondition

while (food available)
{ P(mutex);
hile (forks[me] !=2)

{blocking[me] = true; V(mutex); P(sleepy[me]); P(mutex);}
orks[leftneighbor (me)] --; forks[rightneighbor(me)]--;
(mutex):

eat;

P(mutex); forks[leftneighbor (me)] ++; forks[rightneighbor(me)]++;
f (blocking[leftneighbor (me)]) {blocking [leftneighbor (me)] = false;
(sleepy[leftneighbor (me)]); }

L} V(mutex):

f (blocking[rightneighbor (me)]) {blocking[rightneighbor (me)] = false;
[ri X ]

think awhile;

What about this?

while (food available)

{ fprkMutex.Acquire();

hile (forks[me] != 2) {blocking[me]=true;
forkMutex.Release( ); sleep(); forkMutex.Acquire( );}

fprks[leftneighbor (me)]--; forks[rightneighbor(me)]--;

orkMutex Release( ):

eat.

orkMutex.Acquire( );

fprkd leftneighbor (me)] ++; forks[rightneighbor(me)]++;

if (blocking[leftneighbor (me)] || blocking[rightneighbor (me)])
wakeup (); forkMutex.Release();

think awhile;

Readers/Writers Problem

Synchronizing access to a file or data record
in a database such that any number of
threads requesting read-only access are
allowed but only one thread requesting
write access is allowed, excluding all
readers.

Template for Readers/Writers

Reader() Writer()
{while (true) {while (true)
{ {

*request r access*/ *request w access*/

reqd e

*release r access*/ *release w access*/




Template for Readers/Writers

Reader() Writer()
{while (true) {while (true)
{ {

fd = open(foo, 0); fd = open(foo, 1);

read vrite

close(f d); close(f d);

Template for Readers/Writers

Reader() Writer()
{while (true) {while (true)
{ {
ptartRead(); Startwrite();
read write
endRead); endWrite();
} }
} } 10

lean busy = false; .
s RIW - Monitor Style
Lock filesMutex;

Condition OKtoWrite, OKtoRead;
void startWrite() {

filesMutex.Acquire( );

void startRead () {
while (busy || numReaders !=0)

filesMutex.Acquire( );

while ( busy )
OKtoRead.Wait(&filesMutex);

numReaders ++,

filesMutex.Release( );}

busy = true;
filesMutex.Release( );}

void endWrite() {
filesMutex.Acquire( );

void endRead () { busy = false;

filesMutex.Acquire( );

numReaders -

if (numReaders == 0)
OKtoWrite.Signal(&filesMutex);

filesMutex.Release( );}

OKtoWrite.Signal(&filesMutex );
filesMutex.Release( );}
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OKtoWrite.Wait(&filesMutex);

OKtoRead.Broadcast(& filesMutex);

Guidelines for Choosing Lock
Granularity

1. Keep critical sections short. Push “noncritical’
statements outside of critical sections to reduce
contention.

2. Limit lock overhead. Keep to a minimum the
number of times mutexes are acquired and

released.
Note tradeoff between contention and lock overhead.

3. Use as few mutexes as possible, but no fewer.
Choose lock scope carefully: if the operations on two different
data structures can be separated, it may be more efficient to
synchronize those structures with separate locks.
Add new locks only as needed to reduce contention.

“Correctness first, performance second!” 12




Semaphore Solution with
Writer Priority

int readCount = 0, writeCount = 0;
semaphore mutex1 = 1, mutex2 = 1;
semaphore readBlock = 1;
semaphore writePending = 1;
semaphore writeBlock = 1;

Reader(){
while (TRUE) {
other stuff;
P(writePending);
P(readBlocK ;
P(mutex1);

if(readCount == 1)
P(writeBlocK ;
V(mutex1); V(readBlock;
V(writePending);
access resource;
P(mutex1);

iftreadCount==0)

readCount = readCount+1;

readCount = readCount - 1;

Writer(){
while(TRUE){
other stuff;
P(mutex2);
writeCount= writeCount +1;
if (writeCount == 1)
P(readBlock ;
V(mutex2);
P(writeBlocK;
access resource;
V(writeBlocK;
P(mutex2);
writeCount - writeCount - 1;
if (writeCount == 0)
V(readBlock;

IAssume the writePending semaphore was omitted. What would$appen?]

V(writeBlocK; V(mutex2);
V(mutex1); }} B
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——— ————
Reader(){ Writer(){ Reader(){ Writer(){
while (TRUE) { while(TRUE){ while (TRUE) { while(TRUE){
other stuff; other stuff; other stuff; other stuff;
P(writePending); P(mutex2); P(writePendin P(mutex2);
P(readBlock ; writeCount= writeCopnt +1; P(readBlocK ; writeCount= writeCoupt +1;
P(mutex1); if (writeCount == H P(mutex1); if (writeCount == 1 H

readCount = readCount+1;
if(readCount == 1)
P(writeBlockK ;
V(mutexl); V(readBlocK;
V(writePending);
access resource;
P(mutex1);
readCount = readCount - 1;
if(readCount==0)
V(writeBlocK;
V(mutex1); }} 1

P(readBIock);‘
V(mutex2);
P(writeBlock;
access resource;
V(writeBlocK;
P(mutex2);
writeCount - writeCount - 1;
if (writeCount == 0)
V(readBlock;
V(mutex2);

V(mutex1); V(readBlocK; «
V(writePending);
access resource;
P(mutex1);
readCount = readCount - 1;
if(readCount==0)
V(writeBlocK;
V(mutex1); }}

readCount = readCount+ P(readBlocK ; B
if(readCount == 1) (mutex2);
P(writeBlocK ; P(writeBlocK;

IAssume the writePending semaphore was omitted. What wouldthappen?

access resource;
V(writeBlocK;
P(mutex2);
writeCount - writeCount - 1;
if (writeCount == 0)
V(readBlocK);
V(mutex2);

1




Reader(){ Writer(){

while (TRUE) { while(TRUE){

other stuff; other stuff;
P(writePending); P(mutex2);

P(readBlock ; writeCount= writeCo, ;
P(mutex1); if (writeCount == Writerl

readCount = readCount+1. P(readBIock);‘
if(readCount == 1) V(mutex2);
P(writeBlocK ; P(writeBlocR;
V(mutex1); V(readBlocK; <

access resource,;

V(writePending); V(writeBlocK;

access resource; P(mutex2);

P(mutex1); writeCount - writeCount - 1;
readCount = readCount - 1; if (writeCount == 0)
if(readCount==0) V(readBlocK;

V(writeBlock; V(mutex2);

V(mutex1); }} 1

IAssume the writePending semaphore was omitted. What would happen?]

Assume the writePending semaphore was
omitted in the solution just given. What would
happen?

Thisis supposed to give writers priority. However,
consider the following sequence:

Reader 1 arrives, executes thro’ P(readBlock);
Reader 1 executes P(mutex1);

Writer 1 arrives, waits at P(readBlock);

Reader 2 arrives, waits at P(readBlock);

Reader 1 executes V(mutex1); then V(readBlocK);

Reader 2 may now proceed...wrong
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Interprocess Communication -

Messages

« Assume no explicit sharing of data
elements in the address spaces of
processes wishing to
cooperate/communicate.

* Essence of message-passing is copying
(although implementations may avoid
actual copies whenever possible).

« Problem-solving with messages - has a feel
of more active involvement by participants.
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Issues

System calls for sending and receiving messages
with the OS(s) acting as courier.

— Variations on exact semantics of primitives and in the
definition of what comprises a message.

Naming - direct (to/from pids), indirect (to distinct
objects - e.g., mailboxes, ports, sockets)

— How do unrelated processes “find” each other?
Buffering - capacity and blocking semantics.
Guarantees - in-order delivery? no lost messages?

21




5 DP - Direct Send/Receive Message
Send and Receive Passing Between Philosophers

ork
% osisitio g sl IPC absrmction: Cienermlized e e nomd ml e prifalive nlesse? Philosopher 0

ﬁ u Philosopher 4

wm 102 aldows a p n ur_': |
W5 itk k
Sentination, ke, Philosopher 1
Philosopher 3

Shrmsl-menddatag Mewsages lof o given desinetos are soved in 4 (eating)

sument Thrsad - crvel data wjueie: pemlang delivery

ike pipes, messapmeg combine S andd receive e typically sysem calls, with
symchronizaiion and dais mnsfer mespge queues mammined by fe bamel Philosopher 2

cc 23

Philosopher 4

Philosopher 1

Philosopher 3
(eating)

Philosopher 2
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Philosopher 4

Philosopher 1

Philosopher 3
(eating)

Philosopher 2
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Fork
please?/  phjjosopher 0

Philosopher 1

Philosopher 0

Philosopher 4

Philosophers Philosopher 3
(eating) (eating)
Philosopher 2 Philosopher 2
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Client / Server Example: Time Service

Threal® cliem;

elienl-send neguia )
resparmre = currend Threnl->receivel |

wwhaled syt mActave| |
cairenl Theevad-= e i toguiesl ;

LB FUTjibET

reqeser-—s el e s o se

application




Example: Time Service via
Messages

kerme

The sama srvice may be packaped as 3 sorvor; clionis powss or requost ime by
sialiig b Eesaage 1o thet server and waksig fon @ ves podss. The clasins s e
e s o provide the service corectly, jusd as they insi e borael

Client / Server with Threads
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Hiding Message-Passing:
RPC

The requestresponse comemanication is a basks for the rerote
_.'J.rfln:'ﬁ.l'rf.l'r' et {RPC ) mwsdel.

& Thirk of o cerver 24 8 mostile [dara = methndl

+ Think of a recpuest message ag a colf 10 2 server methos
Each requesi camies

sdentificr for the desired methad; the rest
of the message contnins the wrgements

= Think of the reply messape 2 3 refem from a server method.

Eaeh reply camis

crafler for the mancling call; the e of
the mzsal

thw R ALY sk

wrapspiom g b B hididiy

i ek e cfiewt amed e
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Remote Procedure Call - RPC
» Looks like a nice familiar procedure call

Py P.}
! \

Y .
result = foo(param); Receive

33




Remote Procedure Call - RPC

« Looks like a nice familiar procedure call

Po
|

result = foo(param); —>

blocked ®

please do
foofor P,

with param

Py
|
\l

——s Receive
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Remote Procedure Call - RPC

» Looks like a nice familiar procedure call

i
|
result = foo(param);

blocked ®

Py
|

lease do
oo for P,
ith param

"
———Receive

r = foo(param);

/I actual call
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Remote Procedure Call - RPC

« Looks like a nice familiar procedure call

o
|
\]

rez;l&: foo(param);
block

here

returning
r{o P

<

el
Y
Receive

r = foo(param);

/I actual call

Reply
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Remote Procedure Call - RPC

» Looks like a nice familiar procedure call

P
|

Y
result =foo(param);
~ ~

~
\\
~

~

i
\i
Receive
r = foo(param);
Il actual call
~
returning Reply
1o P
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Remote Procedure Call - RPC

* Looks like a nice familiar procedure call

Py P

| | —~~
v
result = foo(param); Receive \
r = foo(param); /
1 /I actual call /
Al Reply 7
L7
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5DP via RPC with Fork

Manager
» Looks like a nice familiar procedure call

Philosriphero Fork Server
I ~<
y! v N
result = PickupForks (0); Receive \

r = proc(param); I

° | /I explicit queuing /
| when necessary V
A Reply
L_—7
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Example: Time Service via
RPC

RPC Issues

LRI b5 @ seymbsctically fnd y commanicahon infarsction mady | anl s
basic messrzag or odher IPC primatives.
BIMC g a misa madal; b 11 s emawained and nad fully parsparens e
ey B ks i, il | soresordess maumnes tiresik
2 Commplun systums may be stinetuned in ghe usml way as intescling modsbos,
with processes imposing proeetion fowlires croased using RPC.
hnieracting peoconss e miosdol oz may Dol ndopsarcandy
3 The RPC |
optimizl

pm e easily 1 disidbuned sydems, Bt a varery of
s may b mpdoyid i the lacal cass

2. reearch sysierns snd N

 L°C pase srgemaets i chared TR
4. The EPC mode| akso exnends saiurally 1o obsect-hased systoms and obyect-
based deanibuled sysios

e feeich spEaih, CORBA, Liva Rt Method Fiocalk
ervirn anbenlbere oui thens

licre is i




Naming Destinations for
Messages: Ports

st ek sl

Poet® wees b sy samhiet v b

e e I FTE
seeand mes i - }
replyport->receive(r esponse); replyport-> s respaise];

Advantages of Ports

1. Poets devouple 1PC endpoants from processes o theeads.
AT

proceaa/thread that pecsivis on that

Drirerent thneads mey Daien’serviee the same @, possiily o
different e

2. A thread may listen to multiple ports, sepamting the
message sireams designated for di ferens pors
E . amsipm diffierem pords o different objcts or virual senices,
3. Pomis are a convenient gramulamty to control message flow,

E.z.. Sebectivdy erable/disable poris indepesdemily, or assign
different pricities or access conml 1o different poms,
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Port Issues

1. Asymchrony ard sonificgiion, How does o thread know whenn
MEESNES Nmives on 1 por!
Herw o necenve from multiphe ports, withom blooking on an idle pon
while incoming sessages ane gqueied o6 anher?
1. Naming and bindivg. How do threads mame the ponts (o send
oo receive from (listeny?

How dho throds fiml the nemes, e, Tor sorvices they wand louse?

1, Protection ard access comirol

Hurw dows the gystors know iT a2 thr crees Ba o “right™ o sl
to o listen on & particular port? o we pinevent

UNTIEHG Programs from masquerading as s leginmme service”
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Examples of Ports in Real
Systems

1. Unix sockets and TCP/IP communication

* Common primitivesprotocols for looal messaging and neiwork
commnmiciEion,

= TCWIP defines o fived spoce of port rumibers per node.

System calls 1o send/listen 10 a particulsr po
* Somp ports are reserved (o processes runming with supenser
ireat] privilege.
Stndard servers i fekesenvie lsten ai well-keovws peotecied ot
2 Mach supplies a rich el of portimessaging primatives.
* (Ipen poats (pord mighes ) are kernel object hondles.
* Post righes may be passed in iessmges Smong poocesaes

The only way 1o gota send reogive right is for some other process (o
will? This is o swstem-wide hise for prodecci




Notification of Pending
Messages

Communication-oriented systems face an important probdem:
rvr vt ot el o S e R ol e i e
& Servers in merworks of sereer-aruciunsd sysienss Hight seavice
many cisenls, presably on differant pore:
= The server wwed hamdly massges as they mmive, wishout blocking
o recsve on an anpty port whide others kive peeding messages.,
Option |; Use blocking primitives with lots of threads
L the scheduling to the dread scheduler.
Optiog 2: Entroduce nonblocking primitives or provide
noili fications or combised qlul.'l.n.'ing ol INCEENE PSS e,

al i

Lnix sefery, Mach port grooups, svent queses, vic

A wide
pallin

i Taitve Bren ol ol oolisg
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Polling: Select

A thread process with multiple network connections o open
files can mitate sonblocking 10 on all of ibam,
The: Unix sy system call suppons such o pallimg mode]:
» pass a hismask for which descriptors bo query for readiness
» rirlurns & hitmask of desomplons ey for reading writing
+ reacds anddar writes an these deseripion will nit hlock

e 1 i R
- al i L
-:n-“ 'I _‘ II aral inrvers g ik
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Immediate Notification:
Upcalls

Problem: what if an event requires o more “immediate’™
natificatiom?
» What if a high-prioty ovent oocurs while we are exeosting
tiee handler for & low.prority evers?
+ What aboart excepons selaning te the hendling of an event?
We need some wiy 1o preemptively “break in” to the
execution of o thread and notify it of events.
P
erawple: N Asymcheonos Procedare Calls (APCs)

eavpte: Lnix sig

Proompive cvent hand ing mises smchroniznion issees similo

10 imernupt handling

Advantages of Server
“Isolation” Afforded by
Message Passing

Like the kernel, the server 15 protectad Mrom its clients.

+ Adddress space isalotion is preserved, soothe cliens canmm
w||u|x1l||..- merver s data,

= The only waw & chient Gan cause code &0 run m the server s
o send o messagy.

The server decsdes how o validnie and iniorprei coch message.

= The client & also protected fom tee server, although i must

rely on it fo comrectly perform the service.

(Umlike the kernel, the server ool aooess chem menwry.)




Reconsidering the Kernel
Interface and OS Structure

Ihe kemnel can be thought of as nothing moese tham a server; it
I5 special only m ihat it nans in a prodected hardware mode.

v Many of the services ormdaicmplly offered by the kemel can

b wpponied owtaide of the kemcl, o servers or m hibrancs,

*

Wil Feamres svusd be limplemented s the kerwel? Coshd we
mmploment {sayh the cntare Unis interfses as an applicaban®
Why wouhl wie want to do such a thing?

Wt sre the advanizges of supporting s 06 fegture in g

aiver rathar than directdy s e Kemel! Whie a .'

+

How wioudd we desiign o kernel imterfice that is powerful
cidigh ta imnplement mikiple 08 “personalitics” 5 perves?

Tiie dewmed (nrerfiace (F no

Tt
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Servers and Microkernels

A& number of systems have been structured as oollectons of
servers unnmg obove a minimal kemel {Mmicrokerne™),
= Macrobeorned provades, e, besic hecads and schedubing. 1P,
wirbual sdilress spoces, and divies 1O primatrves
Berzel is hoped o ke smaller, miore reliable, and more sevwe
Palicies (2.g., seounity) may be implemenred ousade of the kernel
= Oipersting system “persosalites” (e Unix or Windows)
may be implemensed ms servers.
U5 may have multiphe personalitics ond policies, with sew 05
Feamires sl AP sdded ou-the-ily.
* The pertormance of server-snichared systems 5 delermuned
|:||'|;|’,‘:|:.- .!'l:,' e L'ﬂ'-ll.'il.'l'l.'_- afthe ||H:mt;il|1 |'||'i||'|i|:l..:-.
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Microkernel with “User-Level”
OS Server Processes

/) g :

open

kr_:m:‘l

o4

End-to-End Argument

« Application-level correctness requires checking at
the endpoints to ensure that the message
exchange accomplished its purpose
— Application semantics involved
— Notification of successful delivery (UPS tracking) is not as good as

a direct response (thank you note) from the other end.

« Reliability guarantees in the message-passing
subsystem provide performance benefits (short-
circuiting corrective measures).

— Re-transmitting packet may save retransferring whole file.

56




« Scheduling

Next Time

* Unix API for Processes
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