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Abstract

In this paper we will survey popular forms of wireless data protec-

tion through an analysis of di�erent forms of wireless network proto-

cols and wireless security protocols. We will examine the advantages

and disadvantages of both past and future implementations of certain

protocols and analyze their e�ectiveness in di�erent forms of attack

on wireless networks. After an analysis of such di�erent security pro-

tocols, we will show how that the best use of wireless security today

is a medley of di�erent patches to �x several vulnerabilities.

1 Introduction

In today's environment, it is very attractive for many systems administra-

tors and home users to set up wireless networks, whether to save on costs of

laying physical wire or to setup an access point for mobile devices. However,

no matter how small you believe your wireless network to be, a determined

hacker with the right set of tools will be able to detect and perhaps, forcefully

gain access to it.

With such viable threats towards critical information on private networks,

an assortment of questions arise about wireless security concerns. This paper

will attempt to answer some of these questions by examining the development

of wireless technology and wireless standards in the past, present, and future.

We will begin with subsections on each of the di�erent wireless protocols

that have and are being used in maintaining wireless networks. After a brief

description of how certain protocols work (802.11, 802.11a, 802.11b, and

802.11g), we will discuss the advantages and disadvantages of each protocol
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mentioned, including a description proscribing which situations are best for

their deployment.

Following these wireless network protocols, we will examine the di�erent

forms of wireless network securities that frame these evaluated protocols. We

will �nd and examine profound weaknesses in the forms of current security

provisions (WEP), as well as, demonstrate the inability of such protocols to

e�ectively protect data over a wireless network. Following the criticism of

the current wireless security standard, we will look at several responses to

the agrant shortcomings of WEP. The advanatages and disadvantages to

these patches will be examined, as will their immediate impact on future

wireless networks. The future also holds new standards yet to be imple-

mented publicly, in both commercial and private domains. We will conclude

by examining what new features the 802.11i standard will issue as long term

responses to highly volatile vulnerabilities.

2 Wireless Protocols

The �rst step to understanding wireless security is to understand the

protocols with which the network is implemented. In this section, we will

help decipher the \alphabet soup" of 802.11 protocols, and describe their

respective pros and cons.
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2.1 802.11: The First Wireless Standard

802.11 was the �rst wireless standard to be approved by IEEE in 1997.

It de�ned 3 physical layers for deployment, Frequency Hopping Spread Spec-

trum (FHSS), Direct Sequence Spread Spectrum (DSSS), or Infrared.

Frequency Hopping Spread Spectrum is actually an idea invented by mil-

itary to prevent enemies from monitoring their communications. The sender

changes frequencies at a regular interval, faster than the enemy can retune.

The receiver also knows the pattern, and therefore is able to receive the

signal. Spread-spectrum radio is good at avoiding interference from conven-

tional sources, but not when there are other spread-spectrum sources in the

area. As the newer protocols were developed FHSS gave way to the faster

transfer rates of DSSS, however because of their smaller bandwiths and lack

of interference, many hobbyists still use them in their homes today.

As digital logic became more popular, a new type of spread spectrum

transmission emerged. This standard, Direct Sequence Spread Spectrum,

does not hop from one frequency to another; rather it passes the data through

a spreading function and transmits the data over the entire bandwith at once.

This provides both higher data rates and shorter delays that FHSS, but can

be more prone to interference [4].

802.11 had data transfer rates of up to 1 or 2 Mbps, and DSSS radios

are still compatible with 802.11b and 802.11g cards more commonly used

today. While the Infrared capabilities of some 802.11 products can provide

interference free connections in noisy environments, 802.11 products are no
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longer manufactured and have given way to their faster and longer ranged

brothers in the 802.11 family.

2.2 802.11a: More Channels, Higher Speeds, Less In-

terference...Rarely Used

According to IEEE, both 802.11a and 802.11b were rati�ed on September

16, 1999. Early on, 802.11a was touted as the "802.11b killer" because of its

faster data rates (up to 5 times faster than 802.11b), and almost interference

free connections. In fact, 802.11a operates on a completely di�erent band that

802.11b. Using the 5GHz UNII band, 802.11a separates itself from other 2.4

GHz devices, as well as providing superior quality for streaming and large �le

traÆc [4]. It does this by implementing a new encoding method, Orthogonal

Frequency Division Multiplexing (OFDM). OFDM allows the band to be

divided into channels that can be transmitted over without interference from

other channels.

The advantages of 802.11a did not come without a price. First of all,

802.11a products have approximately half the range of the 802.11b coun-

terparts. While this could be overcome, the more damaging problem to

802.11a was its incompatibility with 802.11b. While rati�ed on the same

date, 802.11a products hit the market about 6 months after 802.11b and

thus had already lost most of the market share due to the rapid adoption

of the inexpensive and long-ranged 802.11b products. As a result, 802.11a
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products are not nearly as ubiquitous or inexpensive as 802.11b, but are still

used in some places.

2.3 802.11b: Wireless-Fidelity

The de facto wireless standard of the US, 802.11b earned its spot by pro-

viding excellent range and respectable data rates of about 5 or 6 Mbps. It

utilizes DSSS on the 2.4 GHz band, and automatically selects the optimum

data rate based on signal strength. 802.11b's greatest strengths are its ubiq-

uity and low price. These two factors have combined to spread its growth to

the point that it is now imbedded in almost all laptops and PDA's shipped

today [4].

While it is impossible to forecast the consumer marketplace, it is very

likely 802.11b has a few years left in it. Although the architecture limits

its transfer speeds to a maximum of 11 Mbps, the sheer number of devices

out there demands that any replacement at least be backward-compatible to

have a chance of success.

2.4 802.11g: The Best of A and B

The most recent of the wireless standards to be rati�ed, 802.11g combines

the high data transfer rates of 802.11a, while providing the range and com-

patibility of 802.11b. Utilizing the same OFDM encoding of 802.11a, 802.11g

achieves data rates of up to 54 Mbps on the 2.4GHz band, so promising that
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many manufactures began implementing it before it was actually rati�ed [4].

While still more expensive than 802.11b, this technology is almost sure to

replace it in the not too distant future.

3 Securing Wireless Networks

3.1 WEP

The greatest di�erence between wired and wireless security is controlling

who actually has the ability to listen to network traÆc. While tapping into a

wired network requires having physical access to the wires that make up the

LAN, tapping into a wireless network (WLAN) can be as simple as sitting

outside the building with your laptop. In order to combat this problem,

the IEEE 802.11 task group created a security protocol that it hoped would

give network administrators security equal to that of a wired network. They

called this protocol the Wired Equivalent Protocol (WEP) [5]. When making

WEP, the IEEE task group set out to achieve 3 main goals, con�dentiality,

access control, and data integrity.

3.1.1 How WEP Works

WEP security is built around three main pieces, a pre-established secret

key called the base key, the RC4 encryption algorithm, and the CRC-32

checksum algorithm [12]. WEP supports up to 4 di�erent base keys, identi�ed

by KeyIDs 0 through 3. Each one of these keys is called a default key, meaning
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that they are shared by all valid members of the WLAN.

WEP attempts to achieve its goal of data integrity in a very simple way by

operating on the basic 802.11 data packet, also known as a MAC Protocol

Data Unit (MPDU). The �rst step is to compute an integrity check value

(ICV) in order to protect the data. This is the CRC-32 of the data. Once

calculated, the ICV is appended to the end of the MPDU data segment. By

checking the ICV, the receiver is able to detect if the data has been corrupted

in transit or if it is an outright forgery.

Figure 1: WEP Encoded MPDU

[12]

In order to actually encrypt the data and enforce con�dentiality, WEP

now utilizes a 24-bit Initialization Vector (IV), as well as one of the base

keys associated with the current WLAN. First, the IV is concatenated with

the shared base key, and ran through the RC4 PRNG encryption algorithm,

yielding a 64-bit or 128-bit stream sequence, depending on whether the WEP

base key is set to 40-bits or 104-bits. Next, a bitwise XOR operation is

performed with the data segment of the MPDU/ICV combination to create
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a new stream sequence. In order for the receiver to be able to decrypt the

cipher, a 4 byte segment is added (unencrypted) to the MPDU containing

both the IV and the ID of the base key being used [12].

Figure 2: Illustration of WEP Encryption Process

[2]

3.1.2 Problems With WEP

Several WEP aws have been widely documented and disseminated. Each

of these aws can be exploited through both passive (monitoring of data

across the network) and active (injecting known data, i.e. spam, into the

network and monitoring its traÆc) attacks, further compounding the vulner-

abilities of the WEP protection scheme. The three main aws arise from IV
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collisions, weak key scheduling, and linearity of the check value algorithm

that produces the CRC data.

3.1.3 IV Collisions

One key aw of WEP is based on the idea of an IV collision. An IV

collision simply means that an IV is reused at some point during a wireless

transmission. As proven by researchers in the computer science department

at the University of California in Berkeley, two packets encrypted with the

same IV can easily be decrypted [6]. While a fundamental aw of stream

ciphers, the equations below describe how the attack functions.

[2]

The �rst and second equations show how the two cipher texts (C1 and C2)

are created by performing a bitwise XOR with the plaintext data segments

(P1 and P2) and the same key stream generated by the RC4(IV, k), where

k is the shared WEP key. Simple algebraic manipulation shows that two

cipher texts generated by the same RC4 keystream e�ectively cancel the

keystream, resulting in the XOR of the two plain text data segments, P1 and

P2. These equations demonstrate a fundamental aw inWEPs design. While

stream ciphers are powerful and e�ective encryption tools, to be e�ective in
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an environment like that found in a wireless network they require a strong

key replacement scheme to ensure that the base keys are not often reused, a

scheme not provided for in the WEP standard [2].

Using this theory, attackers have several avenues for partitioning the two

XORed plaintexts. One of the most commonly used methods is if the attacker

can get the user to send a known plain text message, i.e. spam, then it is

fairly trivial to recover the unknown part of the XORed plain text message.

If the attacker would rather use a passive attack, then he/she can usually

infer plain text in a message due to the fact that IP traÆc is structured

in a well-known manner, with consistent information in the TCP and UDP

headers that appear across multiple packets.

One reason for the popularity of these attacks is the sheer number of IV

collisions that occur on a typical 802.11b network. First, the 24-bit IV space

provides only 16,777,216(224) possible permutations of IV. While this may

seem like a large number, an access point transmitting 1500 byte packets at

11 Mbps will exhaust its IV keyspace in approximately 5.5 hours. Increasing

the frequency of these collisions is an IV seed of 0 each time the network card

is initialized and incremented by 1 after each additional packet. This means

that transmissions begin with a known and repeating IV, resulting in even

more collisions and allowing attackers to easily guess the IV. Since no IV

choosing algorithm was speci�ed in the WEP protocol, some vendors have

even chosen to use a �xed IV, which would necessitate a shared key change

with every packet sent to be e�ective.
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3.1.4 FMS Attacks

In a paper presented in August 2001, Scott Fluhrer, Itsik Mantin, and

Adi Shamir investigate the RC4 key schedule when a portion of the RC4 key

is known. They used this information to show that this kind of scheduling

leads to a class of RC4 weak keys. The key schedule shows patterns in the

keys themselves by producing patterns at the beginning of the generated key

stream. The result of this analysis is that if the �rst two bytes of enough key

streams can be observed, then the RC4 key can be recovered. Attackers have

used this type of analysis to produce an extremely quick and e�ective attack

now named after the algorithms creators, the FMS attack [9]. This aw would

be troublesome in any system where per-packet keys are generated using RC4,

but an unrelated aw in WEP makes it even more deadly. The SNAP-SAP

header encapsulating some higher-level protocol is always the �rst 8 bits of

encrypted data in every packet, so the �rst two bits of the generated key

stream can be recovered by simply performing the XOR of this known plain

text against the �rst two bytes of the encrypted packet. Conveniently, this is

the exact number of bytes needed to perform an e�ective FHS attack. This

method has been utilized in several hacker tools including WEPCrack and

AirSnort. In fact, as of January 2002, AirSnort had been improved to require

only about 20,000 packets to recover the RC4 key; which requires access to

less than 11 seconds of 802.11b traÆc under normal conditions.
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3.1.5 Ine�ective Forgery Protection

Another commonly exploited failure in the WEP protocol is its inability

to detect all package forgeries. While most of the attacks discussed above

have been passive data collection attacks, an active attacker can do much

more damage. As discussed earlier, the ICV portion of the encrypted packet

is used to help detect whether or not a packet has been altered during tran-

sit. However, this algorithm fails to prevent undetected data modi�cation.

This failure is due to the fact that the XOR operation and the CRC-32

construction used to create the ICV produce the same result regardless of

the order of operations. An attacker can simply obtain a valid data packet,

create a zero pad the same length as the encrypted data, ip one or more

bits, and compute the ICV of this bit-ipped zero pad. The attacker can

then create a valid forgery by simply performing an XOR with both the bit

ipped zero pad and the encrypted data, as well as the bit ipped ICV and

the encrypted ICV. Adding to the problems, the CRC-32 construct is linear,

over combinations of data [2].

Other less sophisticated forgery techniques also exist in the WEP archi-

tecture. For example, the ICV does not protect the destination or source of

the packet, thus access points can be tricked into sending the data anywhere

an attacker desires, or impersonating any valid member of the network.

3.1.6 Evaluating WEP

After careful analysis, it is obvious that WEP fails to meet any of its 3
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main goals. While it still possesses some value as a deterrent, WEP is by

no measure secure enough to protect a business network over which sensitive

data may be passed. The key failures in WEP arise from the fact that for

it to be e�ective, it needs an e�ective means of rotating the base key on a

regular basis. However, IEEE provided no means for this, almost requiring

customers to use static, manually con�gured keys. While it is impossible to

manually change the key often enough for even a moderately sized network,

some research suggests that WEP require a re-keying every 256 packets to

derive any bene�t from the key switching, well beyond the capabilities of

most hardware. By not seeking enough peer review while developing WEP,

the IEEE task group misused e�ective security measures to create a patchy

ine�ective system that will require massive redesigning before it provides

enough security to be equivalent to a wired network.

3.2 802.1x: Port Based Network Access Control

As a result of the obvious failure of WEP, the original IEEE 802.11 work-

ing group decided to adopt a new form of network security called 802.1x,

a per-port based network authentication scheme. The original intent of the

protocol was to provide strong user authentication, robust access control, and

easy key management. The foundation of authorization protocols, however,

lies in the assumption that implementation of a user-authentication scheme

would be built on a wired network, not a wireless one. In wireless networks,

the physical topology of the information is not restricted to tangible wires
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and plugs, making authentication forgery much easier. With IEEEs adop-

tion of 802.1x, several changes had to be made to accommodate the switch

from wired to wireless, including a new way of centralizing authentication

of wireless users and stations [12]. Nevertheless, 802.1x accomplishes what

WEP could not-the beginnings of a practical and usable user-authentication

scheme.

3.2.1 How 802.1x Works

802.1x is built on an already existing authentication scheme known as

EAP, or Extensible Authentication Protocol, which in itself is also an exten-

sion of PPP or point-to-point protocol. The highly advantageous thing about

802.1x is that the architecture of the authentication scheme is not associated

in any way to any already existing network architecture. The scheme used to

authenticate users or machines can be implemented using any multitude of

authentication methods, including passwords, token cards, certi�cates, and

even public keys [5].

Figure 3: Illustration of 802.1x User Authentication Scheme

[2]
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In any 802.1x authentication scheme, there are three parts: the client,

the authenticator (AP) and the authentication server. The authentication

process begins by the client sending a request to the AP for authentication.

The AP then responds by blocking all network traÆc to the client, including

HTTP, DHCP, and POP3 packets, until the client responds with a preset

authentication scheme. The client then responds with the proper identi�ca-

tion, whereby the AP will then forward the identi�cation information to the

authentication server. If the server responds with an accept message to the

AP, then the AP can then transfer the state of the clients port to that of an

authorized user and thus, forward additional traÆc [13].

Figure 4: Illustration of 802.1x Adaptation to Dynamic Key Management

[2]

802.1x is also highly versatile in its ability to use any form of authentica-

tion. For example, 802.1x can properly handle Dynamic Key Management.

Because the original intent of 802.1x is not to create a speci�c architecture,

but rather a design scheme, adapting this protocol to key management is

relatively simple. To implement key management, 802.1x simply requires

16



the AP to return not only authentication results to the client, but also a

session key upon approval by the authentication server. These transmitted

session keys are always encrypted and are dynamic on a per session basis.

Thus, this mechanism provides a more secure method of managing client

keys by changing the keys as often as necessary to deter and prevent passive

attack [11].

3.2.2 Session Hijacking and 802.1x

Though 802.1x does successfully create a user authentication scheme,

it is not unbreakable. Because of the way clients are authenticated upon

beginning a connection, the 802.1x protocol is vulnerable to a type of attack

called session hijacking.

Figure 5: Illustration of Session Hijacking Attack

[2]
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Session hijacking is an attack whereby an attacker waits till the server

completely authorizes a connection with a client. Then as soon as autho-

rization occurs, the attacker can then send a disassociate or quit command,

disguised to be a valid command from the actual AP. The client disconnects,

thinking the server has kicked it o�, and the server maintains an active, au-

thorized connection, thinking the valid client is still connected. At this point

the session hijacker can then mask its IP address and mimic the original

client. As long as messages between the client and the server remain un-

encrypted, the session hijacker can maintain this connection until the next

time cycle.

In a normal, wired network, session hijacking is not necessarily a looming

threat. Because of the physical limitations of connectivity, it is signi�cantly

more diÆcult for a potential attacker to identify and issue disassociate com-

mands to vulnerable clients on a wired network, than on a wireless one. As a

result, 802.1x cannot be the sole means of e�ectively securing data on a wire-

less network, though the protocol itself may be highly useful in protecting a

wired one.

3.2.3 Evaluation of 802.1x

Despite the vulnerability of 802.1x to session hijacking, especially in wire-

less environments, 802.1x easily accomplishes what its original intent was-to

create a valid and practical user authentication scheme. Most of 802.1xs

success, however, lies in its versatility. The protocols ability to implement
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multiple types of authentication methods adds much needed adaptability to

network security protocols, whether wireless or not. In any case, a successful

802.1x implementation is still not enough to fully protect data on a wireless

network-and thus, something more is needed.

3.3 802.11i and WPA

At the same time IEEE adopted 802.1x as a user-authentication stan-

dard, IEEEs working group TGi began standardization of a new protocol

called 802.11i. The purpose of this new protocol would be to accomplish

what WEP could not do-produce a detailed speci�cation to enhance the se-

curity features for wireless networks dramatically. IEEE expects to ratify the

802.11i standard by the end of 2003 [5].

3.3.1 Wi-Fi Protected Access

The interesting thing about 802.11i is that, though not rati�ed by IEEE

yet, industry movements have already begun implementing subsections of

802.11i. The Wi-Fi Alliance, a nonpro�t international association of com-

panies and organizations dedicated to the interoperability of wireless LAN

products, developed in conjunction with IEEE, the Wi-Fi Protected Access

(WPA) response in an e�ort to combat WEPs vulnerability as soon as pos-

sible [2].

The WPA is a standards-based interoperable security speci�cation that is

based on a subset of the future 802.11i standards protocol. This speci�cation
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is designed so that only software or �rmware upgrades are necessary for

the existing hardware to meet the requirements the future 802.11i security

protocols. Thus, the two major goals of the WPA are to prepare current

wireless networks for the upcoming upgrade to 802.11i standards and to

address immediate security vulnerabilities in WEP.

To accomplish WPAs second goal of e�ectively addressing current WEP

vulnerabilities, WPA includes an implementation of 802.1x user-authentication

scheme, an application of the Temporal Key Integrity Protocol on existing

RC4 WEP encryption scheme, and the employment of the Message integrity

Checks for message integrity.

3.3.2 TKIP

Temporal Key Integrity Protocol (TKIP) is one of the major features that

the WPA standards are implementing currently to target a vulnerability of

WEP. Speci�cally, TKIP addresses the issue of key reuse in WEP.

Figure 6: Illustration of TKIP Packet

[11]

TKIP packets usually are comprised of three parts, including a 128-bit

temporal key that is shared by clients and access points, a MAC address

of a client device, and a 48-bit initialization vector that describes a packet

20



sequence number. In contrast to WEP keys, the combination of all three

of these components guarantees various wireless clients distinct and di�erent

keys. Compared to WEP, which depends on a set of static keys, TKIP rotates

temporal keys every 10,000 packets. In order to be compatible with WEP

keys, however, TKIP uses the same RC4 algorithm-thus, in order for existing

hardware to implement TKIP, only software or �rmware is necessary [11].

3.3.3 Weaknesses of TKIP

As a result of the RC4 algorithms inherent vulnerability to FMS attacks,

TKIP therefore, also inherits this vulnerability to FMS attacks. TKIP can,

therefore, only be an interim solution because of its ultimate derivation from

the RC4 algorithm [9].

3.3.4 Message Integrity Check

The Message Integrity Checks work by enforcing data integrity in a num-

ber of di�erent types of packets, including TKIP key encryption. A Message

Integrity Code (MIC) is a 64-bit message that is calculated using a three-

component algorithm to detect potential packet content alteration due to

transmission error or deliberate manipulation. Data is thereby authorized

and recognized as signi�cant information and not forgeries trying to enter a

secure environment.

Every MIC has three components: a secret authentication key shared only

between sender and receiver, a tagging function, and a veri�cation predicate.
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The process begins by having the client use the secret authentication key

in conjunction with message being sent, and the tag function to produce

a tag. After sending this computed tag with the message, the server will

then calculate the tag with its own copy of the secret authentication key and

received message. The server will then compare the tags. If the comparison

returns true, then the server knows the information is authentic and not

forged [10].

3.3.5 Weaknesses of MIC

The biggest problem with MIC is not in its implementation, but rather,

in its resource heavy calculations. Both the client and the server are taxed

heavily in having to calculate tag functions over every TKIP packet.

3.3.6 Evaluation of WPA

With the combined security of 802.1x user-authentication scheme, Tem-

poral Key Integrity Protocol, and Message Integrity Checks, the WPA e�ec-

tively combats most of the current vulnerabilities that WEP fails to address.

Yet, these �xes are only temporary. There are still potential encryption

weaknesses in TKIP because of its reliance on the awed RC4 algorithm.

The Message Integrity Checks, also provide a heavy tax on system resources

due to potentially more complex and computation intensive authentication

and integrity protocols. In order for a more perfect solution to WEP vulner-

abilities to be found, new standards and new protocols must be issued [2].
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3.3.7 The Future in 802.11i

The most important security features that are to be included in the new

802.11i standards include two di�erent implementations of an advanced sym-

metric block cipher called the Advanced Encryption Standard (AES). Within

the 802.11i standards, a wireless network can be set up to implement either of

these two encapsulations of AES cryptography-the choice is up to the WLAN

network administrator.

The �rst encapsulation of AES in the 802.11i standards is called AES-

CCM, an encapsulation based on AES in Counter mode for data privacy and

CBC-MAC for data authenticity. AES-CCM requires two state variables-

�rst, a single AES key used to both encrypt and create a Message In-

tegrity Check, and second a 48-bit sequence counter that constructs both

the Counter mode encryption counter and the CBC-MAC IV. The resulting

MDPU packet grows by 14 bytes, 8 bytes for the now encrypted Message

Integrity Check, and 6 bytes for sequence cipher [10].

The second encapsulation of AES is called AES-OBC, an encapsulation

that also uses two state variables. The di�erence here is that the second

AES-OBC state variable is used to concatenate most of the sequencing data

into a smaller sequence size-usually about 4 bytes. The major advantage of

AES-OBC over AES-CCM is that the OBC encryption method uses only one

pass to both integrate encryption and validate data integrity [2].
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3.3.8 Evaluation of 802.11i

802.11i meets stringent requirements for successful data protection; the

security scheme 802.11i implements successfully uses encryption properly, de-

fends against forged packets, defends against replays, protects against session

hijacking. The only drawback to both these AES encryption schemes is that

supporting AES requires a heavy amount of system resources that most cur-

rent infrastructure cannot support. As a result, to implement either of these

new encryption schemes requires new hardware, more speci�cally new access

points [10]. All these traits of 802.11i point to a more expensive, however

more secure, wireless LAN in the future.

4 Conclusion

As bandwidth limitations and encryption algorithms improve, so will wire-

less security. Currently, the availability of practical and usable protection for

wireless networks seems low. Though improvements on WEP's vulnerabili-

ties recently have taken WLANs a step closer to the kind of protection that

wired networks maintain, the debate remains unclear whether or not wire-

less networks in the future will have the protection that commercial users

desire. New standards and protocols just on the horizon such as 802.11i have

yet to make a predictable change to the security environment for WLANs.

To provide security for sensative data in the mean time, however, requires

a cocktail of imcomplete security protocols devoted to patching holes the
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previous protocol seemed to have missed.
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