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Abstract: ANSI SQL-92 [MS, ANSI] defines Isolation TheANSI isolation levels are related to the behavior of lock
Levelsin terms ofphenomena: Dirty Reads, Non-Re- schedulers. Some lock schedulers allow transactions to
peatable Reads, and Phantoms. This paper shows that thegary the scope and duration of their lock requests, thus de-
phenomena and th&NSI SQL definitions fail to properly  parting from pure two-phase locking. This idea was intro-
characterize several popular isolation levels, including theduced byGLPT], which definedDegrees of Consistenday
standard locking implementations of the levels covered.three ways: locking, data-flow graphs, and anomalies.
Ambiguity in the statement of the phenomena is investi- Defining isolation levels by phenomena (anomalies) was
gated and a more formal statement is arrived at; in additionntended to allow non-lock-based implementations of the
new phenomena that better characterize isolation types ar8QL standard.

introduced. Finally, an important multiversion isolation

type, called Snapshot Isolation, is defined. This paper shows a number of weaknesses in the anomaly
approach to defining isolation levels. The tha&sI phe-
1. Introduction nomena are ambiguous, and even in their loosest interpreta:

tions do not exclude some anomalous behavior that may

Running concurrent transactions at different isolation levelsarise in execution histories. This leads to some counter-in-
allows application designers to trade off concurrency andtuitive results. In particular, lock-based isolation levels
throughput for correctness. Lower isolation levels increasehave different characteristics than thehs! equivalents
transaction concurrency at the risk of allowing transactions! his is disconcerting because commercial database system:
to observe a fuzzy or incorrect database state. SurprisinglyfyPically use locking implementations. Additionally, the
some transactions can execute at the highest isolation levéiNSI phenomena do not distinguish between a number of
(perfect serializability) while concurrently executing transac- types of isolation level behavior that are popular in com-
tions running at a lower isolation level can access stategn€rcial systems. Additional phenomena to characterize
that are not yet committed or that postdate states the trandb€se isolation levels are suggested here.
action read earliglGLPT]. Of course, transactions running . ) ) ) ) )
at lower isolation levels can produce invalid data Section 2 !ntroduces the basic terml_nolo.gy of_lsolatlon lev-
Application designers must guard against a later transactio§'S- It defines theNsI sQL and locking isolation levels.
running at a higher isolation level accessing this invalid Section 3 examines some drawbacks ofANs| isolation
data and propagating such errors. levels and proposes a new phenomenon. Other popular iso
lation levels are also defined. The various definitions map

The ANSI/ISO SQL-92specificationgMs, ANSI] define four ~ PetweenANSI SQL isolation levels and theegrees of con-
isolation levels:(1) READ UNCOMMITTED, (2) READ  Sistencydefined in 1977 inGLPT]. They also encompass
COMMITTED, (3) REPEATABLE READ, (4) SERIALIZABLE. Chris Date’s definitions of Cursor Stability and Repeatable
These levels are defined with the classical serializability def-Read[DAT]. Discussing the isolation levels in a uniform
inition, plus three prohibited operation subsequences, calledramework reduces misunderstandings arising from indepen-
phenomenaDirty Read Non-repeatable Reagdand  dentterminology.

Phantom The concept of phenomenotis not explicitly

defined in the ANSI specifications, but the specifications Section 4 introduces a multiversion concurrency control
suggest that phenomena are operation subsequences tHggchanism, calleBnapshot Isolatiorthat avoids th@ns|
may lead to anomalous (perhaps non-serializable) behavio§QL phenomena, but is not serializable. Snapshot Isolation
We refer toanomaliesin what follows when making sug- is interesting in its own right, since it provides a reduced-
gested additions to the set of ANSI phenomena. As shownsolation level approach that lies betweREAD COM-
later, there is a technical distinction between anomalies antMITTED andREPEATABLE READ. A new formalism

phenomena, but this distinction is not crucial for a general(available in the longer version of this conference paper
understanding. [OOBBGM]) connects reduced isolation levels for multiver-
sioned data to the classical single-version locking serializ-
ability theory.
Permission to copy without fee all or part of this material is Secti 5 | l to diff tiate th
granted provided that the copies are not made or distributed for . ec '(_)n exp Or_es some ne_W anoma Ies o dinerentiate the
direct commercial advantage, the ACM copyright notice and the isolation levels introduced in Sections 3 and 4. The ex-
title of the publication and its date appear, and notice is given  tendedaNSI SQL phenomena proposed here lack the power
that copying is by permission of the Association of Computing . . . .-
Machinery. To copy otherwise, or to republish, requires a fee to characterlze Snapshot isolation and Cgrsor Stability.
and/or specific permission. Section 6 presents a Summary and Conclusions.
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2. Isolation Definitions None of these phenomena could occur in a serial history.
Therefore by the Serializability Theorem they cannot occur

2.1 Serializability Concepts in a serializable historyEGLT, BHG Theorem 3.6GR
Section 7.5.8.2PON Theorem 9.4.2].

Transactional and locking concepts are well documented in o _ )
the literaturelBHG, PAP, PON, GR]. The next few para- Histories consisting of reads, writes, commits, and aborts
graphs review the terminology used here. can be written in a shorthand notation: “wl1[x]" means a

write by transaction 1 on data item x (which is how a data

A transactiongroups a set of operations that transform the item is “modified’), and “r2[x]” represents a read of x by
database from one consistent state to anothehistory transaction 2. Transaction 1 reading and writing a set of
models the interleaved execution of a set of transactions as®cords satisfying predicate P is denoted by r1[P] and w1[P]
linear ordering of their operations, such as Reads and WriteEespectively. Transaction 1's commit and abR@L{ BACK)

(i.e., inserts, updates, and deletes) of specific data itemgare written “c1” and “al”, respectively.

Two operations in a history are saiddonflict if they are ) ) ]
performed by distinct transactions on the same data item anfhenomenon P1 might be restated as disallowing the fol-
at least one of them Writes the data item. Followinglowing scenario:

[EGLT], this definition takes a broad interpretation of what

is meant by “data item”: it could be a table row, space on &2.1) W1[x]...r2[x]...(al and c2 in either order)

page, an entire table, or a communication object such as a ) . .

message on a queue. Conflicting operations can also occurhe English statement of P1 is ambiguous. It does not ac-

on asetof data items, covered bypaedicate log, as well  tually insist that T1 abort; it simply states that if this hap-
as on a single data item. pens something unfortunate might occur. Some people

reading P1 interpret it to mean:
A particular history gives rise todependency graptiefin- _
ing the temporal data flow among transactions. The opera{2.2) W1[x]...r2[x]...((c1 or al) and (c2 or a2) in any order)
tions of committed transactions in the history are repre- o ) . ]
sented as graph nodd$ operationopl of transactiorT1 Forbidding the (2.2) variant of P1 disallows any history
conflicts with and precedes operatigge of transactionr2 whereT1 modifies a data item X, théi2 reads the data item
in the history, then the paiopl, op2> becomes an edge in before T1 commits or aborts. It does not insist that
the dependency graph. Two historiesegaivalentif they ~ aborts or thaT2 commits.
have the same committed transactions and the same depen- = . . , .
dency graphA history isserializableif it is equivalentto a  Definition (2.2) is a much looser interpretation of P1 than
serial history— that is, if it has the same dependency graph(2-1), since it prohibits all four possible commit-abort
(inter-transaction temporal data flow) as some history thatP@irs by transactionsl andT2, while (2.1) only prohibits

executes transactions one at a time in sequence. two of the four. Interpreting (2.2) as the meaning of P1
prohibits an execution sequence if something anomalous
2.2 ANSI SQL Isolation Levels mightin the future. We call (2.2) tHeose interpretation

of P1, and (2.1) thestrict interpretation of P1.
would admit many different implementations, not just lock- {0 an anomaly, while (2.1) specifies an actual anomaly.
ing. They defined isolation with the following thregne- ~ Denote them as P1 and Al respectively. Thus:
nomena:

P1: wi[X]...r2[x]...((cl or al) and (c2 or a2) in any order)

P1 (Dirty Read). TransactionTl modifies a data item. ~ Al: W1[x]..r2[x]...(al and c2 in any order)
Another transactiom2 then reads that data item befare o .
performs aCOMM T or ROLLBACK. If T1 then performs a Similarly, the English language phenomena P2 and P3

ROLLBACK, T2 has read a data item that was never committegh@ve strict and loose interpretations, and are denoted P2 anc
and so never really existed. P3 for loose, and A2 and A3 for strict:

P2 (Non-repeatable or Fuzzy Read)TransactionT1 P2: rl[x]...w2[x]...((c1l or al) and (c2 or a2) in any order)
reads a data item. Another transactiarthen modifies or ~ A2: ri[x]..w2[x]...c2...r1[x]...c1

deletes that data item and commits.T1fthen attempts to P 3: r1[Pl..w2[y in P]...((c1 or al) and (c2 or a2) any order)
reread the data item, it receives a modified value or discoversA3: r1[Pl.w2[y in P]...c2..r1[P]...c1

that the data item has been deleted. ) .
Section 3 analyzes the alternatives after more conceptual

P3 (Phantom) TransactionT1 reads a set of data items Machinery has been developed and argues that the loose in
satisfying somesear ch condi tion>. Transactiorm2 terpretation of the phenomena is required. Note that the
then creates data items that sati&fis <sear ch condi - English statement of ANSI SQL P3 just prohibits inserts
ti on>and commits. Iff1 then repeats its read with the 0 @ predicate, but P3 above intentionally prohilaitey

same<sear ch condi ti on>, it gets a set of data items dif- Write (insert, update, delete) affecting a tuple satisfying the
ferent from the first read. predicate once the predicate has been read.



This paper deals later with the concept ahalti-valued ent transactions on the same iteanflict if at least one of
history (MV-history for short — see [BHG], Chapter 5). them is a Write lock.
Without going into details now, multiple versions of a data
item may exist at one time in a multi-version system. A Read (esp Write) predicate loclon a set of data items
Any read must be explicit about which version is being determined by a givexsear ch condi ti on> is effectively
read. There have been attempts to reds| Isolation a lock on all data items satisfying thkeearch condi -
definitions to multi-version systems as well as more ti on>. This may be an infinite set, as it includes data pre-
common single-version systems (SV-histories) of a sent in the database and alsopdlantom data itemaot
standard locking scheduler. Even so, the English languageurrently in the database but thatuld satisfy the predicate
statements of the phenomena P1, P2, and P3 imply singleif they were inserted or if current data items were updated to
version histories. This is how we interpret them in the satisfy the<search condi ti on>. InSQLterms, a predi-
next section. cate lock covers all data items that satisfy the predicate and
any that an NSERT, UPDATE, or DELETE statement would
ANSI SQL defines foulevels of isolatiorby the matrix of cause to satisfy the predicate. Tpmedicate lockdy dif-
Table 1 Each isolation level is characterized by the phe- ferent transactionsonflict if one is a Write lock and if
nomena that a transaction is forbidden to experience (loos¢here is a (possibly phantom) data item covered by both
or strict interpretations). However, tABISI SQL specifica- locks. An item lock (record lock) is a predicate lock where
tions do not define th€ ERIALIZABLE isolation level the predicate names the specific record.
solely in terms of these phenomena. Subclause 4.28,
“SQL-transactions”, in [ANSI] notes that the A transaction hawell-formed writereads if it requests a
SERIALIZABLE isolation level must provide what is Write lock (Read lock) on each data item or predicate before
“commonly known as fully serializable executionThe writing (reading) that data item, or set of data items defined
prominence of the table compared to this extra provisoby a predicate. The transactionwegll-formed if it has
leads to a common misconception thizallowing the three  well-formed writes and well-formed reads. A transaction
phenomena implies serializability. Histories that disallow hastwo-phase write¢reads if it does not set a new Write
the three phenomena are calleédiOMALY SERIALIZABLE (Read) lock on a data item after releasing a Write (Read)
in Table 1 lock. A transaction exhibitevo-phase lockingf it does

not request any new lock (either Read or Write) after releas-
Since a loose interpretation of a phenomenon occurs in ang some lock.

larger set of histories than the strict interpretation, and the

isolation levels are defined by the phenomena they are forThe locks requested by a transaction aremd durationif
bidden to experience, the fact that we argue in Section 3 fothey are held until after the transaction commits or aborts.
the loose interpretations means that we are arguing forOtherwise, they are afhortduration. In practice, short

more restrictive isolation levels (more histories will be locks are usually released immediately after the operation
disallowed). But Section 3 shows that even taking thecompletes.

loose interpretations of P1, P2, and P3, forbidding these
phenomena does not guarantee true serializability. It wouldif a transaction holds a lock, and another transaction re-
have been simpler ifANSI] to drop P3 and just use quests a conflicting lock, then the new lock request is not
Subclause 4.28 to defimeNSI SERIALIZABLE. Note that  granted until the former transaction’s conflicting lock has
Table 1 is not a final result; it will be superseded by Table been released.
3.
) The fundamental serialization theorem is tiatl-formed
2.3 Locking two-phase lockingguaranteeserializability — each his-
tory arising under two-phase locking is equivalent to some
Most SQL products use lock-based isolation. serial history. Conversely, if a transaction is not well-
Consequently, it is useful to characterize #NSI SQL formed or two-phased then, except in degenerate cases, non
isolation levels in terms of locking, although certain serializable execution histories are possjBtaLT].
problems arise.
The [GLPT] paper defined foudegrees of consistencst-
Transactions executing under a locking scheduler requestempting to show the equivalence of locking, dependency,
Read(Share) andVrite (Exclusive)lockson data items or  and anomaly-based characterizations. The anomaly defini-
sets of data items they read and write. Two locks by differ-tions (see Definition 1) were too vague. The authors con-

Table 1. ANSI SQL Isolation Levels Defined in terms of the Three Original Phenomena

Isolation Level P1 (or Al) P2 (or A2) P3 (or A3)
Dirty Read Fuzzy Read Phantom

ANSI| READ UNCOMMITTED Possible Possible Possible

ANSI| READ COMMITTED Not Possible Possible Possible

ANSI REPEATABLE READ Not Possible Not Possible Possible

ANOMALY SERIALIZABLE Not Possible Not Possible Not Possible




tinue to get criticism for that aspect of the definitions (see Definition. Isolation levelL1 is weakerthan isolation
also[GR]). Only the more mathematical definitions in levelL2 (or L2 is strongerthanL1), denoted.1 « L2, if all
terms of histories and dependency graphs or locking havenon-serializable histories that obey the criterid»falso
stood the test of time. satisfyL1 and there is at least one non-serializable history
that can occur at levell but not at levelL2. Two isola-
Table 2 defines a number of isolation types in terms oftion levelsL1 andL2 areequivalent denotedL1 == L2,
lock scopegitems or predicatesiodegread or write), and  when the sets of non-serializable histories satisfyingnd
their durations(short or long). We believe the isolation |2 are identical L1 is no strongetthanL2, denoted.1 « L2
levels called-ocking READ UNCOMMITTED, Locking READ if either L1 « L2 orL1 ==L2. Two isolation levels are
COMMITTED, Locking REPEATABLE READ, andLocking  jncomparable denoted 1 »« L2, when each isolation level

SERIALIZABLE are the locking definitionsntendedby 505 a non-serializable history that is disallowed by the
ANSI SQL Isolation levels — but as shown next they are i ar

quite different from those of Table 1. Consequently, it is
necessary to differentiate isolation levels defined in terms of,, comparing isolation levels we differentiate them only in

IciCkS from tEeAE.S' SQL phenor;:er;a-b?sgad isollation Ievl— terms of thenon-serializablenistories that can occur in one
els. To make this distinction, the levels in Table 2 are la-j, t ot the other. Two isolation levels can also differ in

beled with the‘Locking” prefix, as opposed to theANSI” terms of the serializable histories they permit, but we say
prefix of Table 1. Locking SERIALIZABLE == Serializable even though it is
well known that a locking scheduler does not admit all pos-
sible Serializable histories. It is possible for an isolation
level to be impractical because of disallowing too many se-
rializable histories, but we do not deal with this here.

[GLPT] defined Degree 0 consistency to allow both dirty
reads and writes: it only required operation atomicity.
Degrees 1, 2, and 3 correspondLiking READ UN-
COMMITTED, READ COMMITTED, and SERIALIZABLE, re-
spectively. No isolation degree matches theking

: . These definitions and some simple examples to show that
REPEATABLE READ isolation level

the« relation is propeyield the following remark.

Date andBM originally used the name “Repeatable Reads”
[DAT, DB2] to mean serializable otLocking
SERIALIZABLE. This seemed like a more comprehensible
name than théGLPT] term “Degree 3 isolation," although
they were meant to be identicdlhe ANSI SQLmeaning of
REPEATABLE READ is different from Date’s original ) ) )
definition, and we feel the terminology is unfortunate. 'n the following section, we'll focus on comparing the
Since anomaly P3 is specifically not ruled out by ANS| ANSI and Locking definitions.

SQL REPEATABLE READ isolation level, it is clear from
the definition of P3 that reads are NOT repeatathé
repeat this misuse of the term withbcking REPEATABLE
READ in Table 2, in order to parallel thaNs! definition. To start on a positive note, the locking isolation levels
Similarly, Date coined the ter@ursor Stability as a more ~ comply with the ANSI SQL requirements.

comprehensible name for Degree 2 isolation augmented

with protection from lost cursor updates as explained inRemark 2. The locking protocols of Table 2 define lock-
Section 4.1 below ing isolation levels that are at least as strong as the corre-

Remark 1: Locking READ UNCOMMITTED
« Locking READ COMMITTED
« Locking REPEATABLE READ
« Locking SERIALIZABLE

3. Analyzing ANSI SQL Isolation Levels

Table 2. Degrees of Consistency and Locking Isolation Levels defined in terms of locks.
Consistency Read Locks on Write Locks on

Short duration Read locks (both)

Level = Locking Data Items and Predicates Data Items and Predicates
Isolation Level (the same unless noted) (always the same)

Degree 0 none required Well-formed Writes

Degree 1 = Locking none required Well-formed Writes

READ UNCOMMITTED Long duration Write locks
Degree 2 = Locking Well-formed Reads Well-formed Writes,

READ COMMITTED

Long duration Write locks

Cursor Stability
(see Section 4.1)

Well-formed Reads
Read locks held on current of cursor
Short duration Read Predicate locks

Well-formed Writes,
Long duration Write locks

Locking
REPEATABLE READ

Well-formed Reads
Long duration data-item Read locks
Short duration Read Predicate locks

Well-formed Writes,
Long duration Write locks

Degree 3 = Locking
SERIALIZABLE

Well-formed Reads
Long duration Read locks (both)

Well-formed Writes,
Long duration Write locks




sponding phenomena-based isolation levels of Table 1. Sekll is non-serializable, the classigatonsistent analysis
[OOBBGM] for proof. problem where transaction T1 is transferring a quantity 40
from x to y, maintaining a total balance of 100, but T2
Hence, locking isolation levels are at least as isolated as theeads an inconsistent state where the total balance is 60.
same-named ANSI level#\re they more isolated? The an- The history H1 does not violate any of the anomalies Al,

swer is yes, even at the lowest levebcking READ A2, or A3. In the case of Al, one of the two transactions
UNCOMMITTED provides long duration write locking to would have to abort; for A2, a data item would have to be
avoid a phenomenon we call "Dirty/rites," but ANSI read by the same transaction for a second time; A3 requires
SQL does not exclude this anomalous behavior in itsa relevant predicate evaluation to be changed. None of
anomaly-based definitions, beloMSI SERIALIZABLE. these things happen in H1. Consider instead taking the

loose interpretation of Al, the phenomenon P1:
PO (Dirty Write): TransactionT1 modifies a data item
Another transactio2 then further modifies that data item  P1: wl[x]...r2[x]...((c1 or al) and (c2 or a2) in any order)
beforeT1 performs aCOMM T or ROLLBACK. If T1 or T2 then
performs aROLLBACK, it is unclear what the correct data H1 indeed violates P1. Thus, we should take the interpreta-
value should beThe loose interpretation of this is: tion P1 for what was intended by ANSI rather than Al.
The Loose interpretation is the correct one.
PO: wl[X]...w2[X]...((c1 or al) and (c2 or a2) in any order)
Similar arguments show that P2 should be taken as the
One reason why Dirty Writes are bad is that they can vio-ANSI intention rather than A2. A history that discrimi-
late database consistendyssume there is a constraint be- nates these two interpretations is:
tween x and y (e.gx = y), andT1 andT2 each maintain the
consistency of the constraint if run aloridowever, the  H2: rl[x=50]r2[x=50]w2[x=10]r2[y=50]w2[y=90]c2
constraint can easily be violated if the two transactions r1[y=90]cl
write x and y in different orders, which can only happen if
there are Dirtywrites. E.g, if the history is wi1[x] w2[x] H2 is non-serializable — it is another inconsistent analy-
w2[y] c2 wi[y] c1 then the changes by to y andT2 to x sis, where T2 sees a total balance of 140. This time nei-
both “survive” If T1 writes 1 in both x and y whil&2 ther transaction reads dirty (i.e. uncommitted) data. Thus
writes 2, the result will be x=2, y =1 violating x = y. P1 is satisfied. Once again, no data item is read twice nor
is any relevant predicate evaluation changed. The problem
As discussed ifiGLPT, BHG] and elsewhere, automatic with H2 is that by the time T1 reads y, the value for x is
transaction rollback is another pressing reason why PO isout of date. If T2 were to read x again, it would have been
important. Without protection from PO, the system can’t changed; but since T2 doesn't do that, A2 doesn't apply.
undo updates by restoring before imagéensider the his-  Replacing A2 with P2, the looser interpretation, solves
tory: wl[x] w2[x] al You don’t want to undo wl[x] by this problem.
restoring its before-image of x, because that would wipe
out w2's updateBut if you don'’t restore its before-image, P2: r1[x]...w2[x]...((c1 or al) and (c2 or a2) any order)
and transaction 2 later aborts, you can’t undo w2[x] by
restoringits before-image either! That's why even the H2 would now be disqualified when w2[x=20] occurs to
weakest locking systems hold long duration write locks overwrite r1[x=50]. Finally, consider A3 and history H3:
Otherwise, their recovery systems would fail.
A3: rl[P]..w2[y in P]...c2...r1[P]...c1  (Phantom)
Remark 3: ANSI SQL isolation should be modified to re-
quire PO for all isolation levels. H3: ri[P]w2[inserty to P] r2[z] w2[z] c2 r1]z] c1

We now argue that a loose interpretation of the three ANSIHere T1 performs asearch condi ti on> to find the list

phenomena is required. Recall the strict interpretations are:of active employees. Then T2 performs an insert of a new
active employee and then updates z, the count of employees

Al: wl[x]...r2[x]...(al and c2 in either orde(pirty Read)  in the company. Following this, T1 reads the count of ac-

A2: rl[x]..w2[x]...c2...r1[x]...c1 (Fuzzy or tive employees as a check and sees a discrepancy. This his

Non-Repeatable Read) tory is clearly not serializable, but is allowed by A3 since

A3: r1[P]..w2[y in P]...c2....r1[P]...c1  (Phantom) no predicate is evaluated twice. Again, the Loose interpre-
tation solves the problem.

By Table 1, histories und®EAD COMMITTED isolation

forbid anomaly A1,REPEATABLE READ isolation forbids P3: r1[P]..w2[y in P]...((c1 or al) and (c2 or a2) any order)

anomalies A1 and A2, and SERIALIZABLE isolation for-

bids anomalies Al, A2, and A3. Consider history H1, in- If P3 is forbidden, history H3 is invalid. This is clearly

volving a $40 transfer between bank balance rows x and y: what ANSI intended. The foregoing discussion has served
to demonstrate the following results.

H1: rl[x=50]w1[x=10]r2[x=10]r2[y=50]c2r1[y=50]

wly=90]cl



Remark 4. Strict interpretations Al, A2, and A3 have COMMITTED, ANSI REPEATABLE READ, andANOMALY
unintended weaknesses. The correct interpretations are th8ERIALIZABLE, we are referring to the ANSI definition of
Loose ones. We assume in what follows that ANSI meantTable 1 (inadequate, since it did not include PO).
to define P1, P2, and P3.

The next section shows that a number of commercially
Remark 5. ANSI SQL isolation phenomena are incom- available isolation implementations provide isolation levels
plete. There are a number of anomalies that still can arisethat fall betweerREAD COMMITTED andREPEATABLE
New phenomena must be defined to complete the definitionREAD. To achieve meaningful isolation levels that distin-
of locking. Also, P3 must be restated. In the following guish these implementations, we will assume PO and P1 as
definitions, we drop references to (c2 or a2) that do not re-a basis and then add distinguishing new phenomena.
strict histories.

4. Other Isolation Types

PO: wl[x]...w2[x]...(cl or al) (Dirty Write)
P1: wi[x]...r2[x]...(c1 or al) (Dirty Read) 4.1 Cursor Stability
P2: r1[x]..w2[x]...(c1 or al) (Fuzzy or
. Non-Repeatable Read)  Cursor Stability is designed to prevent the lost update phe-
P3: r1[P]..w2[y in P]...(c1 or al) (Phantom) nomenon.

One important note here is that ANSI SQL P3 only pro- p4 (Lost Update) The lost update anomaly occurs when
hibits inserts (and updates, according to some interpretatransactiort1 reads a data item and then T2 updates the data
tions) to a predicate whereas the definition of P3 above projtem (possibly based on a previous read), then T1 (based or

hibits any write satisfying the predicate once the predicate its earlier read value) updates the data item and comimits
has been read — the write could be an insert, update, oferms of histories, this is:
delete.

P4: ri[x]..w2[x]...w1[x]...c1 (Lost Update)

The definition of proposed ANSI isolation levels in terms

of these phenomena is given in Table 3. The problem, as illustrated in history H4, is that even if T2

. ] S commits, T2's update will be lost.
For single version histories, it turns out that the PO, P1,

P2, P3 phenomena are disguised versions of locking. Fop4:
example, prohibiting PO precludes a second transaction

writing an item after the first transaction has written it, The final value of x contains only the increment of 30 added
equivalent to saying that long-term Write locks are held onpy T1. P4 is possible at tfREAD COMMITTED isolation
data items (and predicates). Thus Dirty Writes are impossifevel, since H4 is allowed when forbidding PO (a commit of
ble at all levels. Similarly, prohibiting P1 is equivalent to the transaction performing the first write operation precedes
having well-formed reads on data items. Prohibiting P2the second write) or P1 (which would require a read after a
means long-term Read locks on data items. Finally,write). However, forbidding P2 also precludes P4, since
Prohibiting P3 means long-term Read predicate locks.w2[x] comes after ri[x] and before T1 commits or aborts.
Thus the isolation levels of Table 3 defined by these phe-Therefore the anomaly P4 is useful in distinguishing isola-
nomena provide the same behavior as the Locking isolation levels intermediate in strength betweBrEAD

tion levels of Table 2. COMMITTED andREPEATABLE READ.

r1[x=100] r2[x=100] w2[x=120] c2 w1[x=130] c1

Remark 6. The locking isolation levels of Table 2 and The Cursor Stability isolation level extendREAD

the phenomenological definitions of Table 3 are equivalent.coMmmITTED locking behavior for SQL cursors by adding a

Put another way, PO, P1, P2, and P3 are disguised redefinhew read operation for Fetch from a cursor, rc (meaning read

tion’s of Locking behavior. cursor), and requiring that a lock be held on the current item
of the cursor. The lock is held until the cursor moves or is

In what follows, we will refer to the isolation levels listed closed, possibly by a commit. Naturaltje Fetching

in Table 3 by the nameia Table 3, equivalent to the transaction can update the row (wc), and in that case a write

Locking versions of these isolation levels of Table 2. |ock will be held on the row until the transaction commits,
When we refer t&NSI READ UNCOMMITTED, ANSI READ

Table 3. ANSI SQL Isolation Levels Defined in terms of the four phenomena
. PO P1 P2 P3
Isolation Level Dirty Write | Dirty Read | Fuzzy Read| Phantom
READ UNCOMMITTED Not Possible | Possible Possible Possible
READ COMMITTED Not Possible | Not Possible | Possible Possible
REPEATABLE READ Not Possible | Not Possible | Not Possible | Possible
SERIALIZABLE Not Possible | Not Possible | Not Possible | Not Possible




even after the cursor moves on with a subsequent Fetch. Bommitted transactions. Reads by a transaction must
rc1[x] and later wcl[x] precludes an intervening w2[x]. choose the appropriate version. Consider history H1 at the
Therefore phenomenon P4, renamed P4C, is prevented iheginning of Section 3, which shows the need for P1 in a

this case. single valued execution. Und&napshot Isolation, the
same sequence of operations would lead to the multi-valued

PAC: rcl[x]..w2[x]...wl[X]...c1 (Lost Update) history:

Remark 7: H1.SI: r1[x0=50] wl[x1=10] r2[x0=50] r2[y0=50] c2

READ COMMITTED « Cursor Stability« REPEATABLE READ ri[y0=50] wl[y1=90] c1

Cursor Stability is widely implemented bgQL systems to ~ But H1.SI has the dataflows of a serializable execution. In

prevent lost updates for rows read via a cur&EAD [OOBBGM], we show that albnapshot Isolation histories

COMMITTED, in some systems, is actually the stronger can be mapped to single-valued histories while preserving

Cursor Stability. The ANSI standard allows this dataflow dependencies (the MV histories are said to be View
Equivalent with the SV histories, an approach covered in

The technique of putting a cursor on an item to hold its[BHG], Chapter 5). For example the MV history H1.SI

value stable can be used for multiple items, at the cost ofvould map to the serializable SV history:

using multiple cursorsThus the programmer can parlay

Cursor Stability to effectiveLocking REPEATABLE READ H1.S1.SV: r1[x=50] r1[y=50] r2[x=50] r2[y=50] c2

isolation for any transaction accessing a small, fixed num- w1[x=10] wl[y=90] c1

ber of data itemsHowever this method is inconvenient and

not at all general. Thus there are always histories fittingMapping of MV histories to SV histories is the only rigor-

the P4 (and of course the more general P2) phenomenoous touchstone needed to pla&epshot Isolation in the

that are not precluded by Cursor Stability. Isolation Hierarchy.

4.2 Snapshot Isolation Snapshot Isolation is non-serializable because a transac-
tion’s Reads come at one instant and the Writes at another

A transaction executing witBnapshot Isolation always For example, consider the single-value history:

reads data from a snapshot of the (committed) data as of the

time the transaction started, called 8gart-Timestamp. H5: rl[x=50] r1[y=50] r2[x=50] r2[y=50] wl[y=-40]

This time may be any time before the transaction’s first w2[x=-40] c1 c2

Read A transaction running iSnapshot Isolation is never

blocked attempting a read as long as the snapshot data frolM5 is non-serializable and has the same inter-transactional

its Start-Timestamp can be maintainddhe transaction's dataflows as could occur und&mapshot Isolation (there is

writes (updates, inserts, and deletes) will also be reflected imo choice of versions read by the transactions). Here we as-

this snapshot, to be read again if the transaction accessasime that each transaction that writes a new value for x and

(i.e., reads or updates) the data a second time. Updates by is expected to maintain the constraint that x + y should

other transactions active after the transaction Start-be positive, and while T1 and T2 both act properly in isola-

Timestamp are invisible to the transaction. tion, the constraint fails to hold in H5.

Snapshot Isolation is a type of multiversion concurrency Constraint violationis a generic and important type of con-
control It extends the Multiversion Mixed Method de- currency anomaly. Individual databases satisfy constraints
scribed in[BHG], which allowed snapshot reads by read- over multiple data items (e.g., uniqueness of keys, referen-
only transactions tial integrity, replication of rows in two tables, etc.)

Together they form the database invariant constraint predi-
When the transactiol is ready to commit, it gets a cate,C(DB). The invariant iSTRUEIf the database stafzB
Commit-Timestampwhich is larger than any existing is consistent with the constraints and-i&_SE otherwise
Start-Timestamp or Commit-Timestamphe transaction  Transactions must preserve the constraint predicate to main-
successfully commits only if no other transacti@with a tain consistency: if the database is consistent when the
Commit-Timestamp inT1's interval [Start-Timestamp  transaction starts, the database will be consistent when the
Commit-Timestamjpwrote data thatT1 also wrote transaction commitsif a transaction reads a database state
Otherwise,T1 will abort. This feature, calle&irst-commit- that violates the constraint predicate, then the transaction
ter-winsprevents lost updates (phenomenon R¥henT1 suffers from a constraint violation concurrency anomaly
commits, its changes become visible to all transactionsSuch constraint violations are callggtonsistent analysis
whose Start-Timestamps are larger tharis Commit- in [DAT].
Timestamp.

A5 (Data Item Constraint Violation). SupposeC()
Snapshot Isolation is a multi-version (MV) method, so sin- is a database constraint between two data items x and y in
gle-valued (SV) histories do not properly reflect the tempo- the databaseHere are two anomalies arising from con-
ral operation sequences. At any time, each data itenstraint violation.
might have multiple versions, created by active and



A5A Read SkewSuppose transactioml reads x, and the Single Valued history interpretation we've been reason-
then a second transactioa updates x and y to new values ing about, forbidding P2 also precludes A5B. Therefore
and commits If now T1 reads y, it may see an inconsistent Snapshot Isolation admits history anomalies that
state, and therefore produce an inconsistent state as.outplREPEATABLE READ does not.
In terms of histories, we have the anomaly:
Snapshot Isolation cannot experience the A3 anomaly. A
AS5A: r1[x]...w2[x]...w2[y]...c2...r1]y]...(c1 or al) transaction rereading a predicate after an update by anothel
(Read Skew)  will always see the same old set of data items. But the
REPEATABLE READ isolation level can experience A3
A5B Write Skew SupposeT1 reads x and y, which are anomalies.Snapshot Isolation histories prohibit histories
consistent withC(), and then &2 reads x and y, writes X, with anomaly A3, but allow A5B, WhilREPEATABLE
and commits ThenT1 writes y If there were a constraint READ does the opposite. Therefore:
between x and vy, it might be violateth terms of histo-
ries: Remark 9. REPEATABLE READ »<« Snapshot Isolation.

A5B: r1[x]...r2[y]...wi[y]...w2[x]...(c1 and c2 occur) However, Snapshot Isolation does not preclude P3.
(Write Skew) Consider a constraint that says a set of job tasks determinec
by a predicate cannot have a sum of hours greater than 8.
Fuzzy Reads (P2) is a degenerate form of Read Skew wher€&l reads this predicate, determines the sum is only 7 hours
x=y. More typically, a transaction reads two different but and adds a new task of 1 hour duration, while a concurrent
related items (e.g., referential integrity). Write Skew (A5B) transaction T2 does the same thing. Since the two transac-
could arise from a constraint at a bank, where account baltions are inserting different data items (and different index
ances are allowed to go negative as long as the sum oéntries as well, if any), this scenario is not precluded by
commonly held balances remains non-negative, with anFirst-Committer-Wins and can occur$napshot Isolation.
anomaly arising as in history H5. But in any equivalent serial history, the phenomenon P3
would arise under this scenario.
Clearly neither A5A nor A5B could arise in histories where
P2 is precluded, since both A5A and A5B have T2 write a Perhaps most remarkable of @hapshot Isolation has no
data item that has been previously read by an uncommittegghantoms (in the strict sense of the ANSI definitions A3).
T1. Thus, phenomena A5A and A5B are only useful for Each transaction never sees the updates of concurrent trans
distinguishing isolation levels that are below actions. So, one can state the following surprising result
REPEATABLE READ in strength. (recall that section Table 1 defineNOMALY SE-
RIALIZABLE as ANSI SQL definition oBERIALIZABLE)
The ANSI SQL definition of REPEATABLE READ, in its without the extra restriction in Subclause 4.28ANKSI]:
strict interpretation, captures a degenerate form of row con-
straints, but misses the general concdmt be specific, Remark 10. Snapshot Isolation histories preclude
Locking REPEATABLE READ of Table 2 provides anomalies Al, A2 and A3. Therefore, in the anomaly in-
protection from Row Constraint Violations but tAsISI terpretation of ANOMALY SERIALIZABLE of Table 1:
SQL definition of Table 1, forbidding anomalies Al and A2, ANOMALY SERIALIZABLE « SNAPSHOT ISOLATION.
does not.
Snapshot Isolation gives the freedom to run transactions
Returning now toSnapshot Isolation, it is surprisingly with very old timestamps, thereby allowing them to do

strong, even stronger th&EAD COMMITTED. time travel — taking a historical perspective of the database
— while never blocking or being blocked by writes. Of
Remark 8. READ COMMITTED « Snapshot Isolation course, update transactions with very old timestamps would

abort if they tried to update any data item that had been up-
Proof. In Snapshot Isolation, first-committer-wins pre-  dated by more recent transactions.
cludes PO (dirty writes), and the timestamp mechanism pre-
vents P1 (dirty reads), sSnapshot Isolation is no weaker  Snapshot Isolation admits a simple implementation mod-
than READ COMMITTED. In addition, A5A is possible eled on the work of Reg&EE]. There are several commer-
under READ COMMITTED, but not under ttfg&napshot cial implementations of such multi-version databases
Isolation timestamp mechanism. Therefore READ Borland’s InterBase 4THA] and the engine underlying

COMMITTED « Snapshot Isolation. Microsoft's Exchange System both providmapshot
Isolation with the First-committer-wins featurd-irst-
Note that it is difficult to picture howgnapshot Isolation committer-wins requires the system to remember all up-

histories can disobey phenomenon P2 in the single-valuedlates (write locks) belonging to any transaction that
interpretation. Anomaly A2 cannot occur, since a transac-commits after the Start-Timestamp of each active transac-
tion underSnapshot Isolation will read the same value of a tion. It aborts the transaction if its updates conflict with
data item even after a temporally intervening update by anfemembered updates by others.

other transaction. However, Write Skew (A5B) obviously

can occur in &napshot Isolation history (e.g., H5), and in



Snapshot Isolation’s "optimistic” approach to concurrency Isolation levels to equate to the locking isolation levels of
control has a clear concurrency advantage for read-only{GLPT].

transactions, but its benefits for update transactions is still

debated It probably isn’t good for long-running update ANSI SQLintended to definREPEATABLE READ isolation
transactions competing with high-contention short transac-to exclude all anomalies except Phantdrhe anomaly def-
tions, since the long-running transactions are unlikely to beinition of Table 1 does not achieve this goal, but the lock-
the first writer of everything they write, and so will proba- ing definition of Table 2 doesANSI’s choice of the term

bly be aborted. (Note that this scenario would cause a reaRepeatable Read is doubly unfortunate: (1) repeatable read:
problem in locking implementations as well, and if the so- do not give repeatable results, and (2) the industry had al-
lution is to not allow long-running update transactions that ready used the term to mean exactly that: repeatable read:

would hold up short transaction lockapshot Isolation

mean serializable in sevembducts. We recommend that

would also be acceptable.) Certainly in cases where shoranother term be found for this.

update transactions conflict minimally and long-running
transactions are likely to be read ornapshot Isolation

A number of commercially-popular isolation levels, falling

should give good results. In regimes where there is highbetween the REPEATABLE READ and SERIALIZABLE

contention among transactions of comparable length,
Snapshot Isolation offers a classical optimistic approach,
and there are differences of opinion as to the value of this.

4.3 Other Multi-Version Systems

There are other models of multiversioningome commer-
cial products maintain versions of objects but restrict
Snapshot Isolation to read-only transactions (e.g., SQL-92,
Rdb, and SET TRANSACTI ON READ ONLY in some other
databasefMS, HOB, ORA]; Postgres and lllustra [STO,
ILL] maintain such versions long-term and provide time-
travel queries). Others allow update transactions but do no
provide first-committer-wins protection (e.@racle Read
Consistency isolation[ORA]).

OracleRead Consistencigolation gives eaclBQL state-
ment the most recent committed database value at the tim

levels of Table 3 in strength, have been characterized with
some new phenomena and anomalies in Section 4. All the
isolation levels named here have been characterized as
shown in Figure 2 and Table 4, following. Isolation levels
at higher levels in Figure 2 are higher in strength (see the
Definition at the beginning of Section 4.1) and the connect-
ing lines are labeled with the phenomena and anomalies tha
differentiate them.

On a positive note, reduced isolation levels for multi-ver-
sion systems have never been characterized before — despit
being implemented in several produdtdany applications
avoid lock contention by using Cursor Stability or Oracle's
Read Consistency isolatiosuch applications will find
Snapshot Isolation better behaved than either: it avoids the
lost update anomaly, some phantom anomalies (e.g., the

the statement begalft is as if the start-timestamp of the
transaction is advanced at easBL statement The
members of a cursor set are as of the time of the Ope
Cursor. The underlying mechanism recomputes the ap
propriate version of the row as of the statement timestamp
Row inserts, updates, and deletes are covered by Write lock
to give a first-writer-wins rather than a first-committer-wins
policy. Read Consistency is stronger th&EAD
COMMITTED (it disallows cursor lost updates (P4C)) but
allows non-repeatable reads (P3), general lost updates (P4
and read skew (A5A)Snapshot Isolation does not permit
P4 or A5A.

If one looks carefully at the SQL standard, it defines each
statement as atomic. It has a serializable sub-transactig
(or timestamp) at the start of each statement. One ca
imagine a hierarchy of isolation levels defined by assigning
timestamps to statements in interesting ways (e.g., if
Oracle, a cursor fetch has the timestamp of the curso
open).

5. Summary and Conclusions

In summary, there are serious problems with the origina
ANSI SQL definition of isolation levels (as explained in

Section 3). The English language definitions are ambigu
ous and incomplete. Dirty Writes (P0) are not precluded
Remark 5 is our recommendation for cleaning up the ANSI

e
Serializable == Degree 3 == {Date, DB2} Repeatable Read
N A5B
| P3 ASB\
Snapshot
X po , Repeatable Read ! ’ |solation
Oracle | P2 A3
Consistent Cursor Stability
) Read \ p | PaC A3, ABA, P4
' Read Committed == Degreee 2
| P1
Read Uncommiitted == Degree 1
n | PO
n Degree 0
Figure 2: A diagram of the isolation levels and their rqla-
Ftionships. It assume that the ANSI SQL isolation leyels
have been strengthened to match the recommendatfon o

Remark 5 and Table 3. The edges are annotated wijh the
phenomena that differentiate the isolation levels. [Not
shown is a potential multi-version hierarchy extending
Snapshot Isolation to lower degrees of isolation lpy
picking read timestamps on a per-statement basis. | Nor
does it show the origin@NSI SQL isolation levels bas

on the strict interpretation of the phenomenon P1, P2| and
P3.




Table 4. Isolation Types Characterized by Possible Anomalies Allowed.
PO P1 P4C P4 P2 P3 A5A A5B
Isolation Dirty Dirty  [Cursor Lost Lost Fuzzy Phantom Read Write
level Write Read Update Update Read Skew Skew
READ UNCOMMITTED Not Possible Possible Possible Possible Possible| Possible | Possible
== Degree 1 Possible
READ COMMITTED Not Not Possible Possible Possible Possible| Possible | Possible
== Degree 2 Possible | Possible
Cursor Stability Not Not Not Sometimes | Sometimes Possible| Possible [Sometimes
Possible | Possible Possible Possible Possible Possible
REPEATABLE READ Not Not Not Not Not Possible Not Not
Possible | Possible Possible Possible Possible Possible | Possible
Snapshot Not Not Not Not Not Sometimes Not Possible
Possible | Possible Possible Possible Possible Possible | Possible
ANSI SQL Not Not Not Not Not Not Not Not
SERIALIZABLE Possible | Possible Possible Possible Possible Possible| Possible | Possible
== Degree 3
== Repeatable Read
Date, IBM,
Tandem, ...

one defined byANSI SQL), it never blocks read-only transac- [GR]
tions, and readers do not block updates
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