1AlgorithmsProfessor John ReifALG 4.0Number Theory Algorithms:(a) GCD(b) Multiplicative Inverse(c) Fermat & Euler’s Theorems(d) Public Key Cryptographic Systems(e) Primality Testing

Main Reading Selections: CLR, Chapter 33Auxillary Reading Selections:BB, Sections 8.5.2, 8.5.3, 8.6.2 Handout: "Lecture Notes on the Complexity of Some Problems in Number Theory"

2Greatest Common DivisorGCD(u,v)=largest a s.t.a is a divisor of both u,vEuclid’s AlgorithmprocedureGCD(u,v)begin ifv=0then return(u) else return (GCD(v,u mod v))Inductive proof of Correctness:if a is a divisor of u,v = u mod v� a is a divisor of u - ( º u/v ß ) v

3Time Analysis of Euclid’s Algorithmfor n bit numbers u,vT(n) £ T(n-1) + M(n) = O(n M(n))where M(n) = time to mult two n bit integers = O(n2 log n log log n).

Fibonocci worst case:stages when N = max(u,v).u = Fk,v = Fk+1where F0= 0, F1= 1, Fk+2 = Fk+1 + Fk , k ‡ 0FK = F

5k ,F =

21 (1 +

5) � Euclids Algorithm takes logF (

5 N) = O(n)

Improved Algorithm (see AHU) = O(M(n) log n)T(n) £ T(

2n) + O(M(n))

4Extended GCD AlgorithmbeginprocedureExGCD( u,v)where u = (u1, u2, u3) , v = (v1, v2, v3)ifv3 = 0thenreturn( u)elsereturn ExGCD( v,u - (v º u3/v3 ß ))

TheoremExGCD((1,0,x),(0,1,y))=(x’,y’, GCD(x,y))wherex x’ + y y’ = GCD(x,y)proofinductively can verify on each call(xu1+yu2=u3xv1+yv2=v3

5CorollaryIf gcd(x,y) = 1 then x’ is themodular inverse of x modulo y proofwe must show x�x’ = 1 mod ybut by previous Theorem,1 = x x’ + y y’ = x x’ mod yso 1 = x x’ mod yGives Algorithm for Modular Inverse!

6Modular Laws for n ‡ 1let x ” yifx=y mod n

Law Aif a ” b and x ” y then ax ” byLaw Bif a ” b and ax ” by andgcd(a,n)=1thenx ” ylet{a1 ,..., ak} ” {b1 ,..., bk} ifai ” bjifori=1,...,kand{j1,..., jk}={1 ,..., k}

7Fermat’s Little Theorem (proof by Euler)If n prime then an = a mod n proofif a ” 0 then an ” 0 ” a else suppose gcd(a,n) = 1Then x ” ay for y ” a-1x and any xso {a,2a,..., (n-1)a} {1,2,..., n-1}”

So by Law A,(a) (2a) � (n-1)a ” 1�2 � (n-1)So an-1 (n-1)! ” (n-1)!So by Law B an-1 ” l mod n

8j(n) = number of integers in {1,..., n-1}relatively prime to n

Euler’s TheoremIf gcd(a,n) = 1thenaj(n) = 1 mod n prooflet b1,..., bj(n) be the integers < nrelatively prime to n

9Since 1 = gcd(bi,n) = gcd(a,n)Lemma{b1,..., bj(n)}”{ab1, ab2,...,abj(n)}proofIf abi ” abj then by Law B, bi ” bjthengcd(abi, n) = 1soabi = bjifor {j1,..., jj(n)} = {1,..., j(n)}

By Law A and Lemma(ab1) (ab2) � (abj(n)) ” b1 b2 � bj(n)so aj(n) b1 � bj(n) ” b1 � bj(n)By Law Baj(n) 1 mod n”

1 0 Taking Powers mod n by "Repeated Squaring"ProblemComputeae mod b

[1]X ‹ 1[2]for i = k, k-1,..., 0 do begin X ‹ X2 mod bif ei = 1thenX ‹ Xa mod b ende = ek ek-1 � e1 e0binary representationoutput�i=0kaei2i = aSei2i = ae mod b

Time CostO(k) mults and additions mod bk = # bits of e

1 1Rivest, Sharmir, Adelman(RSA)Encryption AlgorithmM = integer messagee = "encryption integer" for user ACryptogramC = E(M) = Me mod n

Method(1)Choose large random primes p,qlet n = p�q(2)Choose large random integer d= (p-1)�(q-1)(3)let e be the multiplicative inverseof d modulo j(n)(require e > log n, else try another d)relatively prime to j(n) = j(p)�j(q)e�d ” 1 mod j(n)

1 2 TheoremIf M is relatively prime to n,and D(x) = xd(mod n) thenD(E(M)) ” E(D(M)) ” M proofD(E(M)) ” E(D(M)) There must $ k > 0 s.t.Since (p-1) divides j(n)” Me�d mod nSo, Med ” Mk j(n)+1 mod n Mk j(n)+1 ” M mod p1=gcd(d, (n))=-k (n)+dejj

By Euler’s TheoremBy Symmetry, So Med = M mod n Mk j(n)+1 ” M (mod q)Hence Med = Mk j(n)+1 = M mod n

1 3 Security of RSA CryptosystemIf can compute d in polynomial time, then can factor n in polynomial timeTheorem proofe�d-1 is a multiple of j(n)But Miller has shown can factor nfrom any multiple of j(n).

1CorollaryIf can find d’ s.t.� d’ differs from d by lcm(p-1, q-1)� so can factor n.Md’ = Md mod n

1 4 1Rabin’s Public Key Crypto System

Use private large primes p,qpublicn = q�pkeymessage McryptogramM2 mod n

TheoremIf cryptosystem can be broken, then can factor key n

1 5proof a = M2 mod n has solutions In either case, two independent solutionsfor M give factorization of n, i.e., a factor ofn is gcd (n, g - b)M = g, b, n-g, n-bwhereb „ { g, n-g }But theng2 - b2 = (g - b) (g + b) = 0 mod nSo either(1) p | (g - b)andq | (g + b)or either (2) q | (g - b)andp | (g + b)

1 6 Rabin’s Algorithm for factoring n,given a way to break his cryptosystem.

Choose random b , 1< b < n s.t. gcd(b,n)=1find M s.t. M2 = a mod nby assumed way to break cryptosystem � so factors of n are foundelse repeat with another bNote:Expected number of rounds is 2leta = b2 mod nWith probability ‡

21 ,M „ { b, n - b }

1 7 1Quadratic Residues

a is quadratic residue of nif x2 ” amod n has solutionEuler: If n is odd, prime andgcd(a,n)=1, thena is quadratic residue of n iffa(n-1)/2 ” 1 mod n

1 8 1Jacobi Function

J(a,n) = (1if gcd(a,n)=1anda is quadratic residue of n-1if gcd(a,n)=1anda is not quadratic residue of n0if gcd(a,n) „ 11Gauss’s Quadratic Reciprocity Lawif p,q are odd primes,J(p,q) � J(q,p) = (-1)(p-1) (q-1)/4Rivest Algorithm:

J(a,n) = (1ifa=1J(a/2, n) � (-1)(n2-1)/8 if a evenJ(n mod a a) � (-1)

2(a-1)

2(n-1) else,

1 9Theorem (Fermat)n > 2 is prime iff$ x , 1< x < n(1)xn-1 ” 1 mod n(2)xi „ 1 mod n for alli e { 1, 2,..., n-2 }

2 0 (Pratt) Theorem & Primes NP

proofinput nn=2�output "prime"n=1 or (n even and n>2) �output"composite"else guess x to verify Fermat’s TheoremCheck (1) xn-1 = 1 mod nTo verify (2) guess prime factorization of n-1 = n1�n2 � nk(a) recursively verify each ni prime (b) verify x(n-1)/ni „ 1 mod n noteif x(n-1) = 1 mod nthe least y s.t. xy = 1 mod n mustdivide n-1. So xya = 1 mod nlet a = yni(n-1) so 1 ” xya = x(n-1)/ni mod n

2 1Primality Testingwish to test if n is primetechnique Wn(a) = "a witnesses that n is composite"Wn(a)=true�n compositeWn(a)=false�don’t know

Goal of Randomized Primality Tests:for random a {1, ..., n-1}are "witnesses to compositness of n"n composite�Prob(Wn(a)) >

21trueSo

21 of all a e {1,..., n-1}e

2 2Solovey & Strassen Primality TestWn(a) = (gcd(a,n) „ 1)›test if Gauss’sQuad. Recip. Lawis violatedorJ(a,n)„a(n-1)/2 mod n

2 3 DefinitionsZn*=set of all nonnegative numbers < nwhich are relatively prime to n.generatorg of Zn**such that for all x e Znthere is i such that gi = xmod n

2 4 Theorem of Solovey & Strassen whereG = {a | Wn(a mod n) false}Ifn is composite, then |G| £

2n-1CaseG „ Zn*�G is subgroup of Zn*�|G| £

2|Zn*| £

2n-1 for all a relatively prime to nLet n have prime factorizationCaseG = Zn* Use Proof by Contradictionsoa(n-1)/2 = J(a,n) mod nn = P1a1 P2a2 ... Pkak ,a1 ‡ a2 ‡ ... ‡ akLet g be a generator of Zm*where m = P1a11

2 5Since a is relatively prime to n,Then by Chinese Remainder Theorem, $ unique a s.t. a = g mod ma = 1 mod (

mn)a e Zn*soan-1 = 1 mod nandgn-1 = 1 mod n11a contradiction since the order divides n-1.Casea1 ‡ 2. Then order of g in Zn*is p1a1-1(p1-1) by known formula,

2 6Casea1 = a2 = ... = ak = 1Since n = p1 ... pkSo J(a,n) = -1 mod nsince J(1, pi) = 1and J(g, p1) = -1J(a,n)=�i=1kJ(a,Pi)=J(g, p1) � �i=2k J(1, pi)sincea = {gmod pii=11mod pii„1

2 7We have shown J(a,n) = -1 mod n a contradiction with Gauss’s Law!=-1 mod (

mn)But by assumption a=1 mod ( mn)soa(n-1)/2 = 1 mod ( mn)Hencea(n-1)/2 „ J(a,n) mod ( mn)1111

2 8 Miller’s Primality TestWn(a)=(gcd(a,n) „ 1)or( an-1 „ 1 mod n )for i e {1,...,k}where k = max {i | 2i divides n-1}orgcd(a(n-1)/2i mod n-1, n) „ 1Theorem (Miller) Assuming the extended RH,if n is composite, then Wn(a) holds for somea e {1,2,..., c log2 n}

2 9Miller’s Test assumesextended RH (not proved)Rabin:choose a random a e {1,..., n-1}test Wn(a)Theorem if n is composite then�gives another randomized, polytime algorithm for primality!Prob (Wn(a) holds) >

21Rabin