Algorithms
Professor John Reif

ALG 4.0

Number Theory Algorithms:

(a) GCD

(b) Multiplicative | nverse

(c) Fermat & Euler's Theorems

(d) Public Key Cryptographic Systems
(e) Primality Testing

Greatest Common Divisor

GCD(u,v) = largesta st.
aisadivisor of both u,v

Main Reading Selections:
CLR, Chapter 33

Auxillary Reading Selections:
BB, Sections 8.5.2,8.5.3,8.6.2

Handout . " Lecture Notes on the Complexity
 of Some Problemsin Number Theory”

Euclid' s Algorithm

procedure GCD(u,v)
begin
If v=0 then return(u)
elsereturn (GCD(v,u mod v))

I nductive proof of Correctness:

if aisadivisor of u,v

& aisadivisor of u - (LU/VJ)V
=umod vV




Time Analysis of Euclid's Algorithm
for n bit numbersu,v

T(n) <T(n-1) + M(n)
=0(n M(n))
where M (n) = time to mult two n bit integers
=0O(n 2 log nloglogn).

p

u=F ., V=F_

wher e FO:O, Flz 1, F
K

J5

k +2

= Euclids Algorithm takes Iogq) (\/E N) = O(n)
stages when N = max(u,v).

n

T(n) sT(f) + O(M(n))
=0O(M(n) log n)

Extended GCD Algorithm

procedure Ex

—_

where u =

begin
i f v, = 0]

GCD(u, V)

(ul, u,, u3) , V= (vl, vV, v3)

then return(U)

- - - u/Jlv
else return ExGCD(v, u - (vL 3 3)]))

oo

ExGCD((1,0,x),(0,1,y))

=(x"y', GCD(x,y))

where

XX +yy =GCD(X,y)

inductively can verify on each call
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+ yu2
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Corollary

If gcd(x,y) = 1then X' isthe
modular inverse of x moduloy

proof

but by previous Theorem,

Gives Algorithm for
Modular Inverse !

Modular Laws for n >1

letx =y if Xx=ymodn

Ve

Law A if a=b and x =y then ax =by
Law B if a=b and ax =by and

gcd(a,n)=1 then x =y

~




Fermat's Little Theorem
(proof by Euler)

If nprimethen a" =amodn

ifa =0 thena” =0 =a
else suppose gcd(a,n)= 1

Thenx =ayfor y=a-1x and any X
so{a2a,...,, (n-Da} = {1,2,...,n-1}

¢(n) = number of integersin {1,..., n-1}
relatively primeton

Euler's Theorem

If gcd(a,n) =1
o(n)

=1 mod n

then a

leth | b gy

relatively primeton

betheintegers<n




Taking Powers mod n by " Repeated Squaring"

Problem
e B Compute a®modb
pr oof TR
' e=e e _ ---€ e binary representation
| f abi = abj then by Law B, bi = bj
Since1=ged(b ,,n) = ged(an) L K=l
then gcd(abi, n)=1 so abi = bj_ [2] for i=k,k-1,..,0 do
for {j.,....i  }={1,..., o(n)} | begin
< : ud 4 X « X2 mod b

ifei=1 then X « Xamod b

By Law A and Lemma end

ei2I Zeiz e
output a =a =a mod b
i=0

(ab,) (ab,) --- (ab(p(n)) =b
so a®” b, ---b _=b - b
1 qn) ~ 1 | Time Cost |
O(k) mults and additions mod b
on) k = #bitsof e

By LawB a = 1 mod n




Rivest, Sharmir, Adelman(RSA)

Encryption Algorithm

M = integer message

e ="encryption integer"
for user A

Cryptogram
C=EM)=M “modn

(1) Chooselargerandom primesp,q
letn=p -q
(2) Choose largerandom integer d

relatively primeto @(n) = ¢(p)-o(q)
=(p-1) -(9-1)

(3) let ebethe multiplicative inverse
of d modulo  ¢(n)

e-d =1 mod ¢(n)

(require e>logn, elsetry another d)
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Theorem

If M isrelatively primeton,
and D(x) =x  9(mod n) then
D(E(M)) =E(D(M)) =M

oo |

D(E(M)) =E(D(M))
=M°“ mod n
Theremust 3 k>0 st.
1=gcd(d, P(n))=-k P(n)+de

k o(n)+1

So, M e =M mod n
Since (p-1) divides @(n)
M ¥ = M mod p

/

By Euler's Theorem

By Symmetry,

k o(n)+1

M =M (mod q)

k o(n)+1

Hence Meol =M
SoMed =M mod n

=M mod n
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Security
of RSA Cryptosystem

If can computed in polynomial time,
then can factor n in polynomial time

(oo |

e- d-lisamultiple of @(n)
But Miller has shown can factor n
| from any multiple of ¢@(n).

p
Corollary

If can find d' st.

Md‘ = M“ mod n
= d' differsfrom d by lcm(p-1, g-1)
| = so can factor n.
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Rabin's Public Key Crypto System

Useprivatelargeprim&ep,q
public n=q p- key

message M

cryptogram M? mod n

If cryptosystem can be broken,
then can factor key n
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=R :

A J

But then ¥-p?=(y-B) (y+P)=0 mod n

So either (1) p|(vy-B) and g |(vy+B)

or either (2) q|(y-B) and p | (y+B)

In either case, two independent solutions
for M givefactorization of n, i.e., a factor of

nisged (n, Y- B)
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Rabin's Algorithm

for factoringn,

given away to break his cryptosystem.

[ Chooserandom B, 1< B<n st. ged( Bn)=1

let oa=p* mod n

findM st. M 2 = a mod n

by assumed way to break cryptosystem

| Note:

With probability > 1.

M={B n-B}
so factors of n arefound

else repeat with another B

Expected number of roundsis 2
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Quadratic Residues

aisquadratic residueof n
if x 2 =a mod n has solution

Euler:
If nisodd, primeand gcd(a,n)=1, then
aisquadratic residueof n

-1)/ 2
a(n )

I ff =1 mod n
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Jacobi Function

1 if gecd(a,n)=1 and
ais quadratic residue of n

-1 if gcd(a,n)=1 and
ais not quadratic residue of n

O if gcd(a,n)#1

if p,g areodd primes,

3(p.q) - I(q.p) = (-1)'

p-1) (a-1)/4

Rivest Algorithm:

1 if a=1

2
Jar2, n) - (-1)" ' if aeven

(a-1) (n-1)
J(n mod a, a) - (-1) ’ > else




/Theorem (Fermat)
n>2isprimeiff
dx , 1<x<n

(1) NLIE

(2) x' % 1

1 mod n

mod n for all

i e{1,2,..,n-2}
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Theorem & Primes NP
(Pratt)

it x"" =1 mod n

the least y s.t. x” =1 mod n must

dividen-1. Sox”* =1 mod n
- -1)/ n,
| et a:(r;/—nllsolsxya—x(n Y mod n

20




@rimality Testing

technique " awitnesses that
n is composite”

‘Goal of Randomized Primality Tests:

for random &€ {1, ..., n-1}
1

n composite = Prob(W (a) true ) >

2

So%of all ae{l,..., n-1}

are" witnesses to compositness of n"
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T N
Solovey & Strassen Primality Test

W_(a) = (gcd(an) # 1)

or J(a,n) ;ea(n

-1)/ 2
) mod n

test if Gauss's
Quad. Recip. Law

isviolated
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Definitions

*

Z = set of all nonnegative numbers <n
which are relatively prime to n.
generator g of Z

such that for all x ¢ Z;

thereis i such that gi =x modn
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Theorem of Solovey & Strassen

If nis composite, then |G < r12_l

where G={a|W _(amod n) false}

Case G;r=Z:1 Gis subgroup of Z;

*

12,
IGl<=5= < 3

N

Case G= Zn

-1)/ 2
oa"" =J(a,n) mod n

for all arelatively primeton

L et n have prime factorization

o
2

0Ll
n=pP P
1

2

Let g be a generator of Z:n where m, = P’

1

Use Proof by Contradiction

o




Then by Chinese Remainder Theorem,

Juniquea st. a=gmod m

=1 mod [
\ a mo (ml))

Sinceaisrelatively primeton,

I;I J(a,P))

an* SO
n

- . J(9, p,) - fI J(1,p)

a =1modn and ¢ i=2
g mod p. =1

since a= _
1 mod p, 1#l
Case o 22.

Then order of gin Z;
a -1

So J(an)=-1modn

isp, (p,-1) by known formula,

a contradiction sincethe order divides n-1.

sinceJ(1,p )=1

and J(g,p,) =-1
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We have shown J(a,n) = -1 mod n

_ n
=-1 mod (m)

But by assumption a=1 mod (%!)

(n-1)/2 _ n
SO a =1 mod (m)

Hence a""'? % J(a,n) mod (%)

a contradiction with Gauss's Law!
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Miller's Primality Test

W (@ = (ged(an) =1)

or (a"™ #1modn)

mod n-1, n) #1

-1)/2
or gcd(a(n )

fori €{1,..k}

wherek = max {i | 2 divides n-1}

Theorem
(Miller)

Assuming theextended RH,
if n iscomposite, then W _(a) holdsfor some

ae{l2..clog ?n}
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Miller's Test assumes  extended RH (not proved)

choosearandoma e{1,...,n-1}
test W " (a)

Theorem
Rabin

if niscompositethen
Prob (W (a) hol ds) >%
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