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Hash Function
f: A— » B

f 1

keys indices

f has conflict atx)y eAIf
xzy but f(x) =1f(y)

1 if x2y and f(x) = f(y)

G.(x,y) =

0O else




If H isa set of hash functions,

for set of keys S,

aKeys

feH
\

_—

b Inﬂces
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£ keys /index

> (82 —1) confiicts / index

Total Conflicts 2 b[(%X% — 1)]

> 23




Hisa universal , set of hash functions

: |H]
i f c, (X,y) sm for all x,y € A

I.e. no pair of keys x,y are mapped

into the same index by > |1—|

of all functionsin H

y
> (x) = f(y)
f

y

Conflict

Froposion 1|

Given any set H of hash fn,
= X,y € A st.

G, (x,y) > [H]

By counting, we can show

o (A A)2b(z-1) 25




in most applications,  |A|>> |B|
and then any universal , classhas

asymptoticallya minimum number
of conflicts

Proposition 2: |Letx €A, ScA

For f chosen randomly from a

universal 2 classH of hash functions,

the expected number of colisionsis

~ I
proof .
E(S; (x,9)) = 17 S, (x,S)
feH
= 2 ¥ &, (x,y) by definition
IHl %5
L M by definition of universal
~ H s [BI °
|S|




T

associative memory storage of ||
keysonto |B| linked lists.

Givenkey x €A, storexinlist f(x)
Proposition 2 implies each list has expected

= 0(1) if |B| =S|

Gives0(1) timefor STORE, RETRIEVE,
and DEL ETE operations

Fropemrors ]

Let R be a sequence of requestswith k insertion
operationsinto an associative memory.

If f ischosen at random from set of universal 2
classH, the expected

total cost of all k searchesis

Thereare|R| total search ops,
and each takes by Proposition 2 expected

note
if |IB] =k, then expected total

timeisO(|R|).
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Bounds on distribution of o (X,S)

Proposition 4 Letx e A, SCA

Let u=expected valueof o; (X,S)

For f chosen randomly from universal 5
set of functionsH,

Prob (o; (x,S) > t-p) <

t

proof

immediate from Markov bound

improved  bounds on probability:

prob < lj for universal hash fns. H,, H,
t
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H = universal, set of hash functions.

E = Expected cost of set of k requests
using a functionf inH
E = Expected cost of set of k requests
using a functionfinH
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Let a=|A|, b =|B|. =
Prop 2 implies E =1+ lb—l

Suppose Sischosen randomly. for X,y € S,

E(S, (x,Y)) -iz 5, (A,A)

. .=

—2 (— ) by Prop 1
S 1 1
2\b a

So E, 2 1+ E (o (x,9)

1 1
21+ |G| (E'a)

Example of Universal ,  Class

Set of Keys Table

Let A={01,..,a1} Setof Keys
B={01,..,b-1} Table
Let p beaprime >a

Zp={0,1, ..., p-1} = number field mod p

define g: Z,—B S.t.
g(x) =xmod b

define for nm € Zp with m # o,
hn,m: A - Zp
with h (x) = (mx+n) mod p

define f +A->B st f _(x)=g(h,, (X))
H, ={f,,ImneZ , mzo}

Claim: Hiisuniversal 5
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=

for distinct x, y €A,
on(%Y) = 6y(Z, . Z)

o, (Z,  Z) =l (1.9 [r.s€Z, r#s, g(r) = g(9)} |

Observethat thelinear equations:
xm+n=r (mod p)
ym + n =s(mod p)

have unique solutionsinZ 5

So (r,s) =(h,,(x), h,, (y) then
(fnn ) =1, (y) ifandonlyif g(r) = g(s))

6, (x)y) isthenumber of such pairsin
(r,s)eoy (Z,,Z)

15

]/Theorem \

H, isuniversal ,

proof Letn =[{teZ |g(t)=i} |

By definition of g(x) =x mod b,
= n < pTl +1
For any given r, thenumber of s
wheres =#randg(r) =g(s)is
-1
Gg (r , Zp) < pT

But there are p choices of r,
-1
© b ((pb ))

(Also note o (x,x) =0)

H |

v

Gg (Zp 1 Zp)

o1, (x,y) by Lemma

\ soH 1 isuniversal 2

Hence cHl (x,y) < 5 since |H,| = p(p-1)

/
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Universal Hash Fns on Long keys
Given class of hash functions H,
define hash functionsJ = {h, |f,g € H}

where h, (X, , x,;) = f(x,)) 61[9 g(x,)

exclusive or

17

Theorem Suppose B= {O, 1,... , b= 1} where Dis a
power of 2. Suppose this class of fns A—B

dreal rVIeBVX,, yleA, X\ #Y,
= {feH | f(x,)® f(y,)=i}<rH

Then VX,Y€(AXA), X£Y
{hed |h(x)®h(y)=i}<r/H

Proof  for X =(X;,X,), Y=(Y,,¥,)in AXA

€8 then [{hed |(x) @ h(y) =i}

={f,geH | f(x,)®9(x,)® f(y,)®0(y,)=i}
= y%:{fsl—l | f(x,)®f(y,)=i®g(x,)®g(y,)}

<{feH|f(x,)®f(y,)=i}<rH
1

example H, with M =0 gives J with I =— universal!
1 B 18




Universal , Hashing with out Multiplication

A = set of d digit numbersbase a so, |A|= af Theorem
B = set of binary numberslength j _ _
M =arraysof length d - a, H,={fnm €eM}isuniversal ,

with elementsin B

“proof for X,y eA,

Vm € M let m(k) = kth element of array m
let f (X)=r, ®&r,®...®& r, rowsofm

Vx e A let x, = kth digit of x base a f(y) =r. ©.0r
m s+1 t

Then f_(x) = f (y) iff r;®...®r,=0

d
definition f_(x) = m(x,+1) ® m(x,+x,+2)® ... &m ( Y, xk+k)
k=1

But if xzy =>3 k s.t. r. inonly oneof f (x), f (y)

so (¥ =1a0) iff 1= @ 1)

i 2k
aray m m(}) But thereareonly |B| possibilitiesfor row r
: so x,y will collide for — of fnsf_eH
m(K) \ 131 m-o2 J
s oo
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Analysis of Hashing

for Uniform Random Hash fn

# of keys hashed
load factor « =

# of indiciesin Hash Table
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Hashing with Chaining
keep list of conflicts at each index

Conflicts

[\

o | —» — > B — >

length is binomial variable

expected length = a

Expected Time Cost per hash = 0(1+a)

By Chernoff Bounds, with high likelyhood
time cost per hash <O(alog(# keys))
22




Open Address Hashing

(With Uniform Random Hash fn)

Resolve conflicts by applying another hash function

a = load factor = prob. of occupied hash address

# rehashes as geometric variable

expected hash time = lfa = lta+ad+..
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