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Abstract—In currently deployed wir eless networks, rational
participants have no incentive to cooperatively forward traf c
for others. Though much work has focusedon providing such
incentives, few has done so with adequate focus on the easeof
deployment; often, thesesystemsrequire trusted third parties or
tamper-proof hardware. In this paper, we use game theory to
analyze two internal incentive medanisms which rely only on
the primiti ves made available by standard 802.11hardware. We
show that isolating free-riders (i.e., refusing to forward through
or for them) is not suf cient in all scenarios,and we motivate a
new incentive mechanism: punishment via channeljamming. We
also show that jamming yields a fair Nash equilibrium for all
nodes,i.e., that all nodescan provide incentivesto their neighbors
to forward their packets.Lastly, we discusssomeof the emement
behaviors in theseequilibria, aswell as guidelinesfor the design
of a jamming strategy.

|. INTRODUCTION

Eachparticipantin a wirelessad hoc network is both end-
host (it generatests own data and routing trafc) and in-
frastructure(it forwardstrafc for others).Forwardingothers'
trafc can consumea considerableamount of battery life,
yet no currently deployed wirelessrouting protocolsprovide
incentivesfor participantgo routeor forward.Indeed rational,
self-interestednodeswill free-ride from currently deployed
protocols. To ensurecooperation,protocol designersshould
build incentivesdirectly into the protocols[15].

Internal vs. External Incentives: Building incentives for
nodesin a wirelessad hoc network to cooperatds not a new
problem, but most existing systemsmake assumptionghat
are simply too strong for a reasonabledeployment. These
assumptionsgenerally include introducing one of two new
componentso thewirelessnetwork: trustedthird parties(e.g.,
banks) or trusted, tampefproof hardware. Since these are
not inherently part of existing wireless networks, we refer
to them as external incentivemedanisms Few systemshave
focusedon what one can call internal incentivemedanisms
which make sole use of the primitives already available in
deployed wireless(802.11)networks. Yet, systemswhich use
such mechanismsare more likely to experiencea timely
deployment.

To better understandinternal incentve mechanismswe
develop in this paper a game theoretic framewvork in the
form of repeatedyamesplayedon a strongly connectedyraph
(Sectionlll). Eachplayer’s strateyy setis limited to whatcan
be feasibly donewith standard302.11hardware (as opposed
to, say interactingwith a bank).Using this model,we analyze
the predominantinternal incentve mechanism:isolating a
node by refusingto forward to or throughit [4], [12], [13].
We shaow in SectionlV that isolation doesnot alwaysyield
system-wideoopeation.
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A New Internal Incentive: Motivatedby this obsenation,
we introducea new incentive mechanisnin SectionV: punish-
mentvia channejamming.Unlike isolation,jammingdoesnot
requireary cooperatiormmongnodesto punisha free-rider;a
singlejammersufces. This fundamentatlifferencdeadsusto
aproofthatjammingis a sufcient medanismfor encouaging
coopeation in all conditions,without requiring any trusted
componentsWe further extend our framework in SectionVI
to model noisein wirelessnetworks, which is fundamentally
differentfrom the standardgametheoreticnotion of trembles.

Our gametheoreticmodel shavs that jamming is a viable
meansof punishmentbut thereareof courseseveral consider
ationsthatmustbetakeninto accountwhendesigninga system
with jamming, suchas: When should a node punishanother
node?How shoulda hodereactto anothemodes punishment?
How shoulda nodeactto avoid being punishedVe discuss
thesein SectionVIl. Designinga systemthat addressethese
guestionsis the main focus of our ongoingwork; the model
presentedn this paperis intendedto guide this design.

Il. MODEL AND ASSUMPTIONS

We rst formalize our assumptionsaboutthe network and
the nodes'preferencesver potentialoutcomes.

A. NetworkModel

We assumehe network to be an arbitrary connectedyraph,
G = (V;E), of sel sh ad hoc nodes,V. By sel sh we mean
thatary i 2 V will actin whatever rational way that will
maximizei's utility over time. Formally, if (u!) and(w!) are

i will prefe,su to w if andonly if thereexists some > 0
suchthat & T, (uf w!)> . This conditionis alsoknown
asthe limit of meanscriterion [14].%

Edge (u;v) is in E if and only if u and v are within
transmissionrange of each other We can safely assume
that edgesare bi-directional, since 802.11requireslink-level
acknavledgments[10]. Also, as assumedin the watchdog
mechanism[13] and the Catch system[12] systems,when
anodeu 2 V sendsa messagdbe it broadcasor unicast),
all nodesin its one-hopneighborhoodN *(u), overhearthe
messageWe make this assumptiorsothatwe cananalyzethe
resultingequilibria of systemssuchas Catch.

In termsof end-to-enctonnectionsary two nodesu; v 2 V
cancommunicatevia somemulti-hop path(i.e., G is strongly
connected).We assumethat eachnode u knows its actve
connectiongndactsin a way thatmaximizeshe sumgoodput
acrosstheseconnections.

1pleasesee[14] for thoroughde nitions of the gametheoretictermsused
in this paper



B. Sel sh Nodes'Prefeences

It is not possibleto formulate a generalutility function
to accurately capture to what degree each node prefers,
say connectvity over beingdisconnectedHowever, here,we
presenta reasonableset of preferencesand assignnominal
numeric valuesto different outcomes.A sel sh nodeu can
experienceoneof four outcomesbeingdisconnectedr not, or
(orthogonally)forwardingfor other nodesor not. (We extend
thisto includepunishmentn SectionV.) If the costto forward
is F, the bene t from being connecteds C, and the utility
gainedfrom beingdisconnecteds D, we have the following
preferences:

C > D > F(< 0): Connectvity is the bestoutcome but

being disconnectedat least does not expend resources,
unlike forwarding.

C + F > D: Nodesgain more benet from being

connectedhanwhat they lose by forwarding.

We cancapturethesepropertieshy lettingC = 2, D = 0, and
F = 1; we assumeeachof thesefor the remainderof the
paperonly for easeof exposition, but thesespeci ¢ numbers
do not changeary of our fundamentakesults.

I1l. AD HoC ROUTING GAMES

We begin by formulating an ad hoc routing game which
capturessel sh nodes' preferencesn a multi-hop wireless
network. Sucha gamehasmary similaritiesto thewell-known
iteratedprisoners dilemma[14], repeatedn nitely .> However,
whenmodelinganad hocnetwork, the gamediffersfrom most
formulationsof N -playergamesin the following ways:

1) Eachnodei playsa gamewith nodesin N (i).

2) ThegameG(i; j) playedbetweeri andj 2 N (i) is not
necessarilyindependenif the gamesplayed between
othernodesin i's two-hop neighborhoodN 2(i).

3) The payofs of G(i; j) (and thereforethe dynamicsof
the gameitself) dependon whetheror not i hasary
interestin having j forwardi's paclets,andvice versa.

Hence,eachgameG(i; j) musthave an ever-changingset of

payofs, determinedby others' actionsand the desiredend-
to-end connectionsWe now motivate thesethreedifferences
from the standardprisoners dilemma.

Gamesare played betweenneighbos: Standardgame
theoreticmodelsof N -playergamesgenerallyassumehat all
N playersmay (or often must) play againstone another The
network extensionof games(see[1] for a nice suney) allows
for a more suitablemodelof mostnetworking problems,such
as incentives-compatibleBGP [8] and network planning[9].
Sucha gameincludesan additional parameterto a game:a
graphG = (V;E), suchthatjVj = N and gamesare only
playedbetween andj if (i;j) 2 E. We mustthereforede ne
a gamefor eachpair of neighbors(i; j) 2 E. As we will see,
gamesbetweendifferentneighborscan vary signi cantly.

2Although, strictly speaking,playerswould not be expectedto play in-
nitely, nodesgenerallydo not know how long they will bein the network,
so the gamecan be treatedasin nite [14].

All of nodei's gamesare interdependent: Let U!(j)
denotethe utility i gains from gameG(i; j) at time t.2 If
all suchgamesareindependentﬂﬁenthe utility i gainsfrom
the systemat time t is simply i 2N 1) U'(j). However,
such gamesare not generally independentFor instance,i
cannot forward packets for more neighborsat time t than
the capacityof the wirelessnetwork allows. We assumefor
the remainderof this paperthat the capacityof the wireless
network is enoughthatall interferingnodesmay successfully
transmit their datain a given game,thoughin Section VI,
we approximateinterferencewith noise? We malke use of
this interdependence&henwe introducethe notion of channel
jamming as a punishmentmechanismwheni is jammed,its
utility for time t, U;(t), is forcedto at most zero, regardless
of the bene t that would have beengainedfrom the sum of
i's othergamesat time t.

Neighbos' interests may be asymmetric: Considerthe
examplenetwork in Figurel(a).NodeA gainsutility from the
systemonly if nodesB and C forward A's pacletsto node
D. However, since B alreadyhasits end-to-endconnection
establishedwith C), B hasno reasonto ask A to forward
its paclets. Hence,thereis an asymmetryof desirebetween
A andB; A would gain utility with B's cooperationbut B
gainsno additionalconnectvity (and thereforeno additional
utility) by forwarding for A. Corversely in the network of
Figure 1(b), B and C have a mutualinterestin one another
asthey both would gain bene t from cooperating.
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Fig. 1. Samplenetworks that motivate symmetricand asymmetricversions
of the ad hoc routing game.

To captureplayers'varyingdesireswe usea differentgame
for eachscenarioof interests:both are interested,only one
is interestedor neitheris interestedWhenbothi andj are
interestedn having the otherforward their paclets,G(i; j) is
the standardprisoners dilemma:

Cooperate| Defect
Cooperate 1;1 1;2
Defect 2, 1 0;0

Game 1: The symmetric ad hoc routing game is the
prisoner's dilemma. The pure strategy Nash equilibrium
is (Defect, Defect).

Whenneitherhave interest,all payofs are zero,sinceneither
would have to spendary utility in forwarding (the othernode
will notrequesit), andneitherwill gainanything from having
the other forward (since they have no interest), hencethe

SFor easeof exposition, we are making the simplifying assumptionthat
time is slottedandthat at eachslot, a singleroundof eachG(i; j ) is played.

4A modelthat more accuratelymodelscapacitywould requirea nonlinear
programwith constraintsacrossall of i's games,and is an areaof future
work.



weakly dominantstratey is (Defect, Defect).Lastly, consider
Game 2, where thereis an asymmetryof interest; player 1
wantsplayer? to forwardbut player2 hasnointerestin player
1. For the uninterestegblayer2, Defectis a dominantstrateyy,

Cooperate| Defect
Cooperate 2,-1 0,0
Defect 2,-1 0,0

Game 2: An asymmetric ad hoc routing game; pl. 1 wants
pl. 2 to forward, but pl. 2 has no packets to forward
through pl. 1. Defectis a dominant strategy for pl. 2.
sincepl. 2 would gain no bene t from pl. 1 for performing
this favor. Hence,the weakly dominantstrateyy is (Defect,
Defect), meaningthat ary nodei will not have its paclets
forwardedby any nodewho hasno interestin i.

Gamesl and 2 are sufcient to analyzesystemsthat use
isolation (de ned in the next section)as a meansof punish-
ment[12], [13]. We show that isolation doesnot sufciently
accountfor the asymmetricgame, and we introducea new
mechanisnthat providesincentie for all nodesto cooperate,
independentf their interestin their neighbors.

IV. PUNISHING WITH | SOLATION

An intuitive strategy for enforcingcooperatiorin anad hoc
routing gameis to isolate a free-riderf by ensuringthat all
nodesin N 1(f) play Defectin gamesagainstf , suchasin
Catch [12]. However, isolation (Defection) is not always a
rationalstrategy for anodei 2 N 1(f) to playin gameG(i; f ).
In particular if any suchG(i; f) is the symmetricgame(1),
theni will be ableto yield greatershort-termutility by not
isolating(Cooperatingvith) f . In Figurel1, B hasnoincentive
to forwardfor A, henceA will attemptto isolateB. However,
sinceC hasnoincentve to isolateB (atleast,notin the short
term), A's isolationwill fail.

One could argue that, in some cases,there may exist
greaterlong-termgain for i 2 N 1(f) by participatingin f's
punishment.For instance,if the other neighborsof f were
able to detectthat i was not participatingin f's isolation,
thenthey could subsequentlypunishi. Therearetrivial cases
wherethis doesnot work, e.g., whenf andi have an end-to-
endconnectiorwith oneanother Also, therearemoregeneral
solutionsthat f andi could employ to make it appearthat
i is never forwarding for f. For instance,f could simply
communicatewith i over an encryptedchannel,in essence
resultingin a one-hopmix network [6].

Hence,aslong asfree-riderf hasatleastoneneighborwith
amutualinterest,(with whomit playsthe symmetricGamel),
isolation is not a viable punishmentIn fact, the only nodes
who areguaranteedo gainno utility onceisolationis in effect
arethenodesfor whomf wasnotforwardingin the rst place.

V. PUNISHING BY JAMMING

We have shavn that isolation doesnot guaranteecooper
ation by all rational nodes.Further deployable isolation sys-
tems,suchasCatch[12], seemto requireratherstrongassump-
tions: no collusion amongnodes,MAC-level authentication,
and MAC-level senderanorymity (e.g., thatnodescannotuse

transmissionpower measurement® distinguishamongstits
neighbors).As protocol designerswe are interestedin the
guestion:do there exist punishmentstratgies that guarantee
cooperationby all rational nodesand can theseassumptions
be relaxed?

To this end,we considerchanneljammingasa punishment
mechanismA nodejamsthe channeby sendingmary broad-
castpaclets (generallywith no meaningfulpayload),thereby
occupying the channeffor all nodeswithin carriersenseange
of the jammer (e.g., its two-hop neighbors).Playing Jam
costsJ; we requirethat jamming costsmore thanforwarding
(3dj > jFJ), andassign) anominalvalueof -2. To incorporate
jamminginto the ad hoc routing games(Gamesl and2), we
must capturethe fact that wheneer nodei jams,noneof the
nodesin N 2(i) canreceve ary paclets,andhencenonegain
utility from their neighbors'CooperationLet ¢ (t) denotethe
numberof gamesn whichf cooperatiely forwardsattimet,
andrecallthat Uf (i) is the utility f gainsfrom gameG(f ;i)
at roundt. Thenthe ad hoc routing gamewith jammingis:

8 e :
< 2 if f is Jamming
c (t) 9i 2 N2(f) Jamming
ian 2ty Ui (i) otherwise

umE p

Game 3: The ad hoc routing game with jamming. When
no one in N?(f) is jamming, the normal (symmetric or
asymmetric) gamesare played.

Note that, althoughf cannotgain utility if ary i 2 N 2(f)
jams, f can still pay the cost of forwarding for others (the
seconcdcondition).Of coursef hasno incentve to forwardin
this case;indeed,f achievesits minmaxpayof (0) by playing
Defectwheneverary i 2 N 2(f) jams:

Theoem1: Any nodei forcesj 2 N1(i) to j's minmax
payof by Jamming;j in turn will Defectin all of its games.

Proof: The set of j's feasible payofs when being
punishedis (1 ;0], with O being obtainedwhen j plays
Defectin all of its symmetricgamegGamel) andasymmetric
games(Game?2) wherej is the nodewithout interest.When
beingjammed,the asymmetrigamewherej is the nodewith
interesthave the sameoutcome sincej will never beasledto
forward a paclet; w.l.0.g., we cansayj Defectsin this case,
aswell. [ |

Theoreml allows usto applythe well-known folk theorem,
but rst we requiretwo de nitions. A payof prole (i.e, a
vectorof utilities),p 2 N, is saidto befeasibleif thereexists
a setof stratgies that, when eachnodei playsits assigned
strateyy, its payof is p(i), thei™ componentof p. Further
p is strictly enforceableif, for all i, p(i) is greaterthani's
minmax payof; in effect, p is enforcedby punishingnodes
(forcing themto their minmax payof) whenever they deviate
from the stratgy that would yield p.

Theoem?2 (Folk Theoem[14]): Every feasible, strictly
enforceablepayof pro le of a gameG is a subgameperfect
Nash equilibrium payof prole of the innitely repeated
versionof G with the limit of meanscriterion (Sectionll).

Theoem 3: There exist subgameperfect Nash equilibria



(SPNE)with payofs greaterthan system-widedefectionthat
usejammingto punishfree-riders.

Proof: By Theoreml, jammingyields a minmaxpayof.
Any feasiblepayof pro le with payofs greaterthan system-
wide defectionis thereforeenforceableby jamming. Hence,
by Theorem?2, sucha prole is the payof of at leastone
SPNEin which jammingis usedas punishment. ]

AlthoughTheoren3 stateshatpunishmentanyield SPNE,
it (like thefolk theoremin general)doesnot specify precisely
how to obtain these equilibria. Designing protocols (and
punishmentstrateies) that yield theseSPNEis a main focus
of our ongoingwork, and we discusssomeof the necessary
considerationsn SectionVII.

The Price of Jamming: To the bestof our knowledge,
jamming has only beenstudiedas an attack, and this is not
without reason.Even as a punishmentmechanismit incurs
a loss of efciency, since it pausesall connectionswithin
the jammers two-hop neighborhoodfor the duration of the
punishment.Additionally, it decreaseshe expectedlifetime
of the network as a whole, as nodesmust expend additional
enegy to jam. Designinga punishmenstratagyy that balances
betweenthis loss of ef ciency andthe gain of cooperations
the goal of our future work.

VI. Noisy GAMES

Whenall nodesactrationally, andwhenall actionstakenby
i are viewed perfectlyby N (i), eachnodewill cooperatiely
forward for others,and Jamwill never be played. However,
sincewirelessnetworks areinherentlynoisy, j will not over
hearsomeof the pacletsi forwardson| 's behalf.In theterms
of our model, this meansthat with someprobability, wheni
plays Cooperatein gameG(i; j), j will view i's action as
Defect,even thoughi haspaid the costto Cooperatef . For
example,in Figure 1(b), B could have forwardeda paclet to
E for C atthe sametime thatD senta pacletto C, resulting
in a collision at C. Hence,althoughB cooperatedC is not
ableto verify; if this happenssigni cantly morethanthe noise
itself would cause,C mustassumehat B is defecting.

Nodes may not always cooperate,since they know that
someof their defectionscould be interpretedas noise.In this
section,we incorporatenoise into the ad hoc routing game,
and examinesomeof the resultingemegentbehaiors.

A. Ad Hoc Routingwith Noise

The notion of noisein a wirelessnetwork is fundamentally
differentfrom the standardgametheoreticnotion of trembles
In a gamewith trembles,whena playeri choosesa stratey,
thereis someprobability p thati tremble,i.e., play a different
stratgyy instead.If nodei choseto Cooperatebut trembled,it
would simply play Defectinstead,and vice versa,giving us
the following game®

However, Game4 doesnot accuratelycapturethe notion of
noisein a wirelessnetwork. To seethis difference,obsene
that wheni's Cooperationis not viewed by j, i still hasto

5Note that, again, the stratgjies listed corresponcdo thosechosenby the
players,not the strat@ies that are necessarilyplayed.

Cooperate Defect
Cooperate 1 p;1 p 3p 1;2 4dp+p°
Defect |2 4p+p®;3p 1 p;p

Game 4: The symmetric ad hoc routing game with stan-
dard gametheoretic trembleswith probability p.

pay the cost of forwarding, but doesnot gain the bene t of

cooperation.Let U; and Uy denotethe utility that a node
gainswhenit views its opponenplaying Cooperater Defect,
respectiely. In thesymmetricgameandfor theinterestechode
in the asymmetricgame,U. = 2 and Uy = 0 (becausehey

will have to retransmit),whereador the uninterestechodein

the asymmetricgame,U; = Uy = 0. We will modify slightly

the de nition of p: in our model, p representshe probability
that nodej views i's action as Defect, given thati actually
played Cooperaté. Then the expectedutility of cooperation
and defectionare:

def

E. E[Cooperat

Eq det E[Defecl

F+(@1 pUc+ pUy
Uqg

Notethatwhenp= 1, E. = F+ Uy Eg, soplayeri should
always defect; the obvious correlation of this is that nodes
oughtnot attemptto forward pacletswhenthe errorrateis 1.

We will assumdor the remainderof the paperthatp < 1. We

cannow formulatethe following ad hoc routing gameswith

noise;we derive thesevaluesby pluggingin the valuesfor U,

and Uy above.

Cooperate Defect
Cooperatel 1 2p;1 2p|-1,2 2p
Defect 2 2p,-1 0,0

Game5: The symmetric ad hoc routing gamewith a more
accurate model of noise. When p = 0, this is Game 1.

Cooperate | Defect
Cooperate| 2 2p, -1 0,0
Defect 2 2p,-1] 0,0

Game®6: The asymmetric ad hoc routing gamewith a more
accurate model of noise. When p = 0, this is Game 2.

Regardlessof p, the minmax payof for nodei is achiered
with (Defect, Jam), resultingin a total of O payof for i at
time t (similarly for j). Whenp < 1, the pure stratgyy Nash
equilibrium of Game5 doesnot differ from the corresponding
gameswithout noise: (Defect, Defect).

B. Playing with a Watchdag

In practice, detecting a neighbors strateyy requires a
watchdog-lile system[13]. The watchdogmechanisnmalkes
the standardassumptiorthat wheneverj forwardsa message,
all nodesi 2 N 1(j) overhearthe messageand cantherefore
determindf andwhenj hasforwardeda packetoni'srequest.
Oneway to implementa watchdogis asfollows: eachnodei
storesthe weightedaveragesof r;(j ), the numberof unique
pacletsthati requested to forward,andf;(j), the number

6To beprecise p would bea functionof i andj , dependingon the available
capacityat the two nodes'respectie locationsin the network.



of thesepacletsthatj actuallydid forward.In agamewith no
noise(Game3), fi(j) = ri(j) for all i; j, sinceall nodeswill
cooperateto avoid punishmentby jamming. However, when
there exists noise, nodeswill drop as mary paclets as they
canwhile still avoiding punishment.

In a watchdogand in Catch[12], eachnode maintainsa
parameter , the thresholdvalue that, if fi(j)=ri(j) < ,
then nodei considersj misbehaing. This parametercould
changedependingon the capacity of the wireless network,
which dependsn part on the bandwidthsof neighboringlinks
and the two-hop neighbors'desired o w rates[11]. We use
the thresholdvalue in de ning nodes'punishmentstrateyy.
First, we shav how a low thresholdvalue (or high amountof
noise)canleadto obsequiousdehaior in the network.

C. Avoiding Punishmentvith Forward Error Correction

The morea nodei's neighborpercevesa defectionfrom i,
thegreatertherisk i hasof beingpunishedNodescanreactto
a high errorrate (p) by employing someform of forward error
correction(FEC). For easeof exposition,andto gain insight
into what effect FEC hason nodes'stratgjies, we considera
naveform of FEC,in which nodei sendssachpacketmultiple
times, thereby“replacing” p with a smallervalue. Of course,
in practice,sucha schemewould fail in the presenceof high
levels of congestion,but, againfor clarity, we will assume
failuresare independentind, as statedin Sectionll, that the
capacityof the network is in nite. Undertheseassumptionsf
a noderetransmitsa paclet r times (the r-FEC strategy), the
probability that the previous hop will not seeary of theseis
p'. The expectedutility from cooperatingwith r-FEC s thus:

E! € E[Coopw/ r-FEQ = rF + p'Ug+ (1 p)Uc

Since U, is gainedat most once, this capturesthe fact that
i's neighborwill not compensata forwardedpaclet multiple
times. The r-FEC stratgy strictly dominate$ the normal,
single-transmissioi€ooperatioowhenE[ > E., or

rE+pUs+ (@1 pHUc > F+pUs+ (1 p)Uc
(Uc Ug(p p) > jFi(r 1) 1)

In other words, nodeswill emplgy forward error correction
whenever the costto forwardthe extrar 1 times(r.h.s.)is
compensatethy a greaterexpectedvalue of utility (I.h.s.).

D. Emegent Behavios

Theresultingsystem-widebehaior of nodesdepend®nthe
punishmenstratgyiesthey employ. A punishmenstratayy is a
tuple( ; ), where is thethresholdof free-ridingat which to
begin punishing(largeris moregenerous)and is theduration
of the punishment(smalleris more generous).Hence, the
strengthof the punishments proportionalto = . Forinstance,
asmall andalarge correspondo harsh,long punishments
afterthe slightestnoiseor defection.Corversely a high and
low correspondo a generousiodethat punishegarelyand,
if at all, for shortdurations.Here, we considerthe behaiors
thatresultfrom threedifferentregimesof punishmenstrength.

7r -FEC weakly dominatesunderequality of Eq. (1).

Geneposity Leadsto Free-Riding: A nodecanbe gener
oustoward its neighborsby assuminga considerableamount
of noise (i.e., choosinga large ) and punishingfor a short
duration (a small ). Increasedgenerosityallows for free-
riding, as nodes exploit the large difference betweenhow
much they must forward and hov much they are requested
to forward (fi(j) and r;(j) from our watchdog).They do
so without having to pay much price, even when they are
discovered (since is small). However, generositymay be
the beststrategyy when a level of trustis establishedetween
neighbors;this courseof actionwill be the mostresilientto
spikesin noiseor non-stopfailures.

Stronger Punishmentleadsto ObsequiousnessWhen

= is high, there can be a large differencebetweenU, and
Uq in Eqg. (1), therebymakingeven our nave versionof FEC
aviable stratgy. As = continuesto grow, the obvious price
is the ef ciency of the network asa whole; rampantamming
canvastlydegradecapacity and,sinceit expendsmoreenenpy,
thelifetime of the network will decreasegventuallyleadingto
a disconnectedetwork. One potentialmethodto keepnodes
from excessive jamming is to punish them by jamming in
return, but this of coursecarriesits own lossof ef ciency (at
leastin the shortterm, until the nodesreactto the punishment
and changetheir stratey).

Ef ciency by Matching NoiseLevels: Thesetwo extreme
punishmentstrateyies (very low and very high =) incur a
lossof efciency: the former dueto free-riding, the latter due
to excessive jamming.We expectthattheideal outcomewould
be onein which the punishmenstratay is as tightly coupled
to the given noiselevel as possible Studying such stratgies
is a focus of ongoingwork.

VII. CHOOSING A JAMMING STRATEGY

Varying punishmentstratgjies can yield vastly different
system-widebehaiors, rangingfrom incurring low overhead
while allowing rampantfree-riding, to punishingbeyond ary
reasonablexpectationof cooperationClearly, thesetwo ex-
tremepointsoughtto beavoided,but the fundamentatjuestion
as protocol designerds: what punishmenstrategy yields the
mostsystem-widef ciency and/orfairness\e do notpresent
a formal punishmentstratgy here, but we briey discuss
someguidelinesworth considerationRecallthata punishment
stratgyy is a tuple, ( ; ), consistingof the threshold (as
de ned by our watchdog)at which to begin punishing,and
the durationof the punishment, .

The strategy should be adaptive: A viable punishment
stratgly mustbeadaptve,allowing to changeastheavailable
capacityof the wirelessnetwork changesto re ect new (or
completed)connectionsAlong thesesamelines, the punish-
mentstratgly shouldideally incorporatemeasurementsf the
available capacityinto its calculationof . Available capacity
canbe measuredocally at eachnodeby calculatingthe link-
level error ratesand bandwidths,as well as the fraction of
time for which the wirelesschannelis idle.

Punishmentsought not echo: When node i punishes
somej 2 N (i) by jamming,all of the nodeswithin carrier
senserange (N 2(i)) are affected and, worse yet, the nodes



in N3(i) n N?(i) do not necessarilyknow that i is even
punishing.Hence,nodem 2 N 3(i) nN?(i) could perceve
the defectionof k 2 N 2(i) asaresponséo G(k; m), andnot
ask playingits minmaxstratgy againsti's punishmentNode
m may thereforepunishk, which thenraisesthe sameissue
for i, sincei 2 N 3(m), andsoon.

In effect, a single nodes jamming canecdo throughoutthe
network, potentially inde nitely. To addressthis, it may be
necessanto only jam with some probability small enough
to limit the extent of suchan echo. Addressingthe echo of
jammingis an areaof future work.

Sharing one's views: Given issuessuch as the hidden
nodeproblemiit is notalwaysthecasethati knowswhennoise
eventakesplacebetweeritself andits neighbor To helpnodes
understandhe level of noise,p, eachnodei could forward
to eachof its neighborsj, the valuesi's watchdogis storing
to computej's level of defection:fi(j) andr;(j). This is
preciselywhat is doneto computelink-level error ratesfor
path metricssuchas ETT [7]. Basedon fi(j) andr;(j), j
could estimatep and, if needbe, choosean r with which to
play r-FEC. An openquestionis how to ensuretruthfulness
in reportingfi(j) andr;(j).

VIll. RELATED WORK

We brie y review existing systemsthat provide incentves
to forwardin wirelessnetworks,aswell assomeknown results
aboutgamesplayedin noisy ervironments.

Systemswith Incentives-Compatibl&orwarding: Previ-
ous suchsystemscan be cateyorizedinto two classes:
Payment schemesgenerally involve a trusted third party
(TTP) [2], [17] or tampefproof hardware [5] that generates
digital curreng. Peerspay otherswith tokensto forward data
and routerequests.

Detection and avoidance systemsconsistof two parts: (i)

a watchdag that eachnode runs locally to determinewhen
one of its neighborsis not forwarding dataits data,and (ii) a
policy to avoid sendingto or forwarding on behalf of these
defectorg4], [12], [13].

Neither of these types of systemscan be usedto ap-
ply incentvesin a generalsetting. For instance, TTP-based
paymentschemegyenerallyassumethat wirelessnodeshave
access(albeit infrequent)to the TTP itself. Perhapsfuture
hardware will containtrusted,tampefproof componentghat
would remove the needfor TTPs in paymentschemesput
recenttrendsin digital rightsmanagemen{DRM) indicatethat
this deploymentwould be slow, expensve, and hardly trusted
afterall [3].

Theoryof Gamesin Noisy Environments:Previous game
theoreticwork on noisein the prisoners dilemma(Game1l)
hasfocusedon the notion of trembles,someof the mostin u-
ential work by Axelrod et al. Wu and Axelrod experimentally
analyzedseveral stratgjies in an ervironment where nodes
trembled,i.e., whena playerchoseto play anaction,the other
actionwas,with someprobability p, playedinstead[16]. Wu
and Axelrod shaved that, in the presenceof more trembles,
it is better for nodesto accepttheir punishment(i.e., play
“contrite tit-for-tat”) whenthey defectthanit is to simply act

generouslyThisresultis re ectedin our proposedsolutionfor
stoppingthe echoof punishmentsHowever, sincethe notion
of a trembleis so different from that of noise in wireless
networks (SectionVl), it is not clearto what extent Wu and
Axelrod's resultsapply.

IX. DISCUSSION AND FUTURE WORK

In this paper we have developeda gametheoreticmodel
to analyzeexisting internalincentve mechanismsn wireless
networks (i.e., mechanismghat require only the primitives
availablein 802.11),and have introduceda new mechanism:
punishmentvia channeljamming. We showved that isolation
does not always ensure cooperation.On the other hand,
jamming, though seeminglymalicious, is a viable meansby
which to enforce cooperationof each node in the system,
evenwhenthereareneighborsactingin a collusive mannerby
communicatingonly with oneanother The price of jamming,
if not engineeredn a careful manney can be high; jamming
could, for example, echo throughoutthe network, resulting
in a signi cant loss of efciency. The main focus of our
future work is in developing a viable punishmentstratgy
that balanceshetweenthe price of jamming and the gain of
provable system-widecooperation.
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