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ABSTRACT

Failures of Internet services and enterprise systems lead to
user dissatisfaction and considerable loss of revenue. Since
manual diagnosis is often laborious and slow, there is consid-
erable interest in tools that can diagnose the cause of system
failures quickly and automatically from system-monitoring
data. In this paper, we identify key data-processing chal-
lenges in a platform, called Fa, that we have developed for
automated diagnosis. Fa uses monitoring data to construct
a database of failure signatures against which data from un-
diagnosed failures can be matched. Two novel challenges we
address are to make signatures robust to the noisy monitor-
ing data in production systems, and to output trustworthy
confidence estimates for matches. Fa uses a new technique
called query-aware clustering when the signature database
has no high-confidence match for an undiagnosed failure.
This technique clusters monitoring data based on how it
differs from the failure data, and pinpoints the attributes
linked to the failure. We demonstrate the effectiveness of
Fa through a comprehensive experimental evaluation based
on failures from a production setting, a variety of failures
injected in a testbed, and synthetic data.

1. INTRODUCTION

A recent study [20] found that 72% of the top-40 Web
sites suffer user-visible problems, such as slow responses,
blank pages or error messages being displayed, items not
being added to shopping carts, unexpected database slow-
downs, and others. Walmart.com was unavailable for almost
10 hours during the peak U.S. 2006 holiday season. Such de-
viation of systems from desired behavior may violate service-
level objectives (SLOs) that specify what an acceptable level
of service is. For example, an SLO for an online brokerage
may stipulate that all transactions complete within 1 second,
regardless of how much middleware, databases, or networks
are involved.

SLO violations in a system indicate failures. When a sys-
tem meets all specified SLOs, it is in a healthy state; other-
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wise, it is in a failure state. Failures may be caused by a va-
riety of factors including performance problems like resource
contention, crashes due to hardware or software faults, and
misconfiguration by system administrators. The increasing
scale, complexity, and dynamics of modern systems make it
laborious and time-consuming to track down the cause of
failures manually [8, 14].

At the same time, it is important to diagnose failures
and recover systems quickly. Brokerages and banking firms
can lose up to $75,000 per minute of downtime [14]. A 22-
hour outage at eBay cost the company more than $3 Mil-
lion in customer credits and $4 Billion in market capitaliza-
tion. These factors motivate an automated, efficient, and
reasonably-accurate tool for diagnosing failures using sys-
tem monitoring data; a tool that is also easy and intuitive
for system administrators to use. However, an automated
diagnosis tool faces nontrivial challenges:

e Noisy data: Monitoring data collected from produc-
tion systems contains various types of errors that can
mislead diagnosis: (i) natural system variability injects
Gaussian noise; (ii) failures may corrupt observations;
and (iii) rapid system state transitions cause observa-
tions from different states to get mixed up.

e High dimensionality: Some of our monitoring datasets
have 100-300 attributes per server, posing challenges
from an accuracy as well as running-time perspective.

e Dynamic systems: Conventional approaches like defin-
ing a baseline system behavior, and pinpointing devi-
ations from the baseline do not work when workloads
and system configuration change over time.

e Reuse: Since failure diagnosis is expensive in large-
scale and complex systems, it is valuable to leverage
past diagnosis efforts whenever possible; particularly
since 50-90% of failures seen are recurrences of previ-
ous failures [4].

e Trust: Features like reliable confidence estimates and
evidence for diagnosis results are important for an au-
tomated diagnosis tool to gain administrators’ trust;
otherwise the tool will not be used in practice.

Our core contribution in this paper is a novel system, called
Fa, for automated diagnosis of system failures. Fa is de-
signed to address the above challenges. We begin with an
overview of Fa and its new contributions.



Figure 1: Sample data
2. THEFASYSTEMAND CONTRIBUTIONS

System Monitoring Data: When a system is running,
Fa collects monitoring data periodically and stores it in a
database. In this paper, we consider monitoring data with a
relational schema as shown in Figure 1 (a). For example, Fa
uses the sar [19] utility to collect more than 100 performance
metrics (e.g., average CPU utilization, number of disk I/Os)
periodically from Linux servers. Database servers maintain
performance counters (e.g., number of index updates, num-
ber of full table scans) that Fa reads periodically. Most
enterprise monitoring systems like HP OpenView and IBM
Tivoli Monitoring collect similar data.

Over a period of time, the monitoring data collected by
Fa will contain three types of instances:

e Healthy data H, which is monitoring data collected
when the system was in a healthy state. Recall that
a system is in a healthy state when it experiences no
SLO violations; and in a failure state otherwise.

e Unannotated failure data U, which is monitoring
data collected from failure states of the system where
the cause of failure has not been diagnosed so far.

e Annotated failure data L, which is monitoring data
collected from failure states of the system where the
cause of failure has been diagnosed. A successful di-
agnosis can happen any time after the failure occurs.
Upon diagnosis, information about the type and cause
of failure is attached as an annotation (or metadata)
to the corresponding monitoring data. Specifically, the
addition of an annotation to an instance ¢ in the unan-
notated data U, moves t from U to L.

Ezample 1. Figure 1(a) displays the historic data for a
database server collected by monitoring the server at one-
minute intervals. In each interval, attribute lock_time is the
average wait time to acquire locks; num_io is the number of
disk I/Os; failures denotes whether the average response
time of database transactions in that interval exceeded a
threshold (causing SLO violations) or not; and annotation
records the cause of each diagnosed failure. In this historic
data, healthy data H consists of instances h1-h9, annotated
data L consists of failure instances /1 and [2, and unanno-
tated data U consists of failure instances ul and u2.

Diagnosis Queries: When the monitored system expe-
riences a failure, an administrator or system-management
software can diagnose the cause of the failure by posing a
diagnosis query to Fa of the form Q=Diagnose(F, HUUUL).
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Figure 2: Control and data flow in Fa

e [ is monitoring data from the system during the fail-
ure (or just before the failure in the case of a system
crash).

e H UU U L is the historic data collected so far.

Ezample 2. Figure 1(b) shows recent monitoring data F
from the same server as in Example 1. The values of the
failures attribute in F' indicate that the server is experi-
encing some type of failure.

Fa processes a diagnosis query Q=Diagnose(F, H UU U L)
in two phases, as illustrated in Figure 2.

Phase I (Figure 2(a), Section 3): First, Fa finds whether
the failure represented by F' is the same as a previously-
diagnosed failure in L. That is, Phase I translates @ to
Qr=Diagnose(F, L). If the diagnosis result produced by this
phase has confidence higher than a specified threshold, then
Fa returns this result to the issuer of the query; otherwise Fa
goes to a more expensive Phase II of diagnosis. Our novel
contributions in Phase I include:

e Techniques to construct a database of failure signa-
tures directly from system-monitoring data that in-
cludes numeric and categorical attributes.

e Monitoring data from real systems, especially the fail-
ure data F', will always contain errors. A signature
database is robust if it can match F' with the right fail-
ure signature even when L and F' contain some amount
of error. Fa generates robust signature databases with
two important properties: (i) Slower drop of accuracy
compared to competing techniques as error increases;
and (ii) Error-awareness, which is the ability to do
even better when the expected error is known (e.g.,
based on error models learned from historic data).

e When Fa outputs a matched signature for an undiag-
nosed failure, it also gives a reliable confidence esti-
mate. That is, the accuracy of Fa’s answer is propor-
tional to the confidence estimate, which is often not
true for competing techniques.

e Setting the confidence threshold used to trigger the
more expensive Phase II is nontrivial because of a
tradeoff: a higher threshold may trigger Phase II more
often than needed, while a lower threshold may lower
diagnosis accuracy. Fa sets this threshold automati-
cally.



Phase II (Figure 2(b), Section 4): Here, Fa compares
F with the healthy data H collected so far, to see whether
the cause of the failure can be characterized succinctly as
attributes whose values in F' deviate from their values in
the data representing different healthy states of the system.
That is, Phase II translates Q to Qrr=Diagnose(F, H). Our
novel contributions in Phase II include:

e Fa uses a new clustering algorithm called query-aware
clustering that gives special attention to F' while clus-
tering H, to identify a minimal set of healthy system
states needed for accurate diagnosis of F' (i.e., no false
positives or negatives). Query-aware clustering out-
performs classic (e.g., K-means [23]) and recent clus-
tering algorithms (e.g., LAC [11]) on efficiency and
diagnosis accuracy.

e In spite of the high-dimensionality of monitoring data,
Fa produces concise attribute sets (i.e., almost no false
positives) while characterizing the deviation of F' from
healthy states.

Background Phase (Figure 2(c)): While not our focus
in this paper, Fa supports techniques to guide manual diag-
nosis efforts by actively selecting informative unannotated
instances from U for diagnosis. These techniques (described
in [13]) run constantly in a background phase, transferring
data from U to L to improve the signature database’s accu-
racy and coverage.

3. PHASE 1: GENERATING AND USING A
SIGNATURE DATABASE

We are given L, the historic data with annotations about
m distinct failures, denoted A1, As, ..., Ap. Our goal is to
generate a signature database from L that contains entries
of the form (sig, A;) where sig is a signature for failure A;.
Each failure can be represented by any number of signatures,
including zero. As illustrated in Figure 2(a), instances F’
from an undiagnosed failure can be matched against the
database to find the signature nearest to F'. The annotation
of this signature will be returned along with a confidence
estimate in the match if the confidence exceeds a threshold.

3.1 Overview

We will first illustrate our ideas using a series of examples.

Suppose L is as shown in Figure 3(a). Each instance has two
attributes, z (denoting lock_time) and y (denoting num_io),
plotted along the horizontal and vertical axes respectively;
and one of four distinct annotations A; (cross), A2 (plus),
As (triangle), or A4 (circle).
Clustering: One way to generate the signature database is
by clustering the data in L using a technique like K-means
[23]. Figure 3(a) shows the clusters per failure type. The
centroids of these clusters—represented by blue stars (“x”)
in Figure 3(a)—become the signatures for the corresponding
failure type, giving a signature database SD; as shown in
Figure 4 (a).

Suppose the query instance fi = (32,41) in Figure 3(a)
is a failure instance that we want to diagnose. fi can be
matched with SD; to find the centroid (signature) nearest
to fi; which is a centroid for Failure A; (cross) given the
data distribution. However, this diagnosis is incorrect since
it is obvious from Figure 3(a) that f1 is an instance of Failure

Az (plus). This example illustrates that although clustering-
based signatures are conceptually simple, they have draw-
backs. (They work poorly on real data in our experiments.)
Separating functions: Instead of clustering, suppose we
identify separating functions si(x,y), s2(z,y), ss(x,y), and
sa(x,y) that separate each type of failure instances from
the others. These functions can take many different forms.
To convey our ideas while keeping the example simple, we
will use a simple form, namely, separating lines in the 2D
plane. Figure 3(a) shows si1—s4 as dotted lines. For exam-
ple, si(z,y) separates the instances of Failure A; from the
others, and has the form: si1(z,y)=1 if y > 45, otherwise 0.
Matrix: Figure 4(b) shows a signature database SD2 gen-
erated using s1—ss4. SD2 is a matrix with each row repre-
senting the signature of some failure. For example, the sig-
nature of Failure A1 is (s1(z,y) =1, s2(z,y) = 0, s3(z,y) =
0, s4(z,y) = 0), denoted (1,0,0,0). Each column represents
a separating function. For example, the first column repre-
sents s1(x,y) which maps instances of Failure 4; to 1, and
instances of all other failures to 0.

To match a query instance f = (z,y) with SDs, we
compute §(z,y) = (51(z,y), s2(7,y), sa(x,y), s4(x,y)) and
find the signature nearest to §(x,y) in SDs. For example,
5(32,41) is (0,1,0,0) for the query instance fi = (32,41).
(Note that (0,1,0,0) matches Failure As’s signature per-
fectly.) For now, we will measure distances in terms of the
Hamming distance, namely, the number of bits that are dif-
ferent. Thus, the distances of §(32,41) to the four signatures
in Figure 4(b) are respectively 2, 0, 2, 2. Since §(32,41) is
nearest to As’s signature, fi is diagnosed correctly.
Handling errors: Now consider the query instance fo =
(39,41) shown in Figure 3(b). f2 is of failure type A2, but
has higher error in the x dimension than the instances in L.
If we match f2 against SDs, 5(39,41) is (0,0,0,0). Since
5(39,41) is equidistant from all the signatures in SD2, f2
will not be diagnosed correctly by SD-.

Now suppose we use the signature database SDs from
Figure 4(c) to diagnose f2. SDs contains two new separat-
ing functions, ss(z,y) and se¢(z,y). ss separates instances
of Failures A; and As from those of A3 and A4, and sg
separates instances of A1 and As from those of As and Aug;
as represented by the columns for ss and s¢ in Figure 4(c).
The separating planes for ss and se are shown in Figure 3(b).
Now, 5(z,) = (s1(z,y), 52(2,y), 53(2,y), s4(, ). 5(2, ),
se(z,y)). For fa, §(39,41) = (0,0,0,0,1,0). 5(39,41) has
least Hamming distance to the signature for Failure Az in
Figure 4(c), so f2 will now be diagnosed correctly.

Why did SD3 diagnose f> correctly, while SD» did not?
The reason can be understood from an analogy to error cor-
rection in telecommunications. Error correction is the ability
to reconstruct the original, error-free data at the destination
in the presence of errors caused by noise or other impair-
ments during transmission from source to destination. The
central idea in error correction is as follows: a bit string b
to be transmitted is interleaved with some carefully-chosen
extra bits, to transmit a new bit string b’ such that a fixed
number or less of bit-flip errors during transmission will not
convert b’ to a new bit string a’ that corresponds to the
transmitted version of another bit string a, a # b. (If this
case arises, then the destination cannot tell whether a was
transmitted or b.)

For fa, so predicts O instead of the correct 1; causing
a 1-bit error. SDs is robust to 1-bit errors, but SDs is



Figure 3: (a) Clustering Vs. separating functions; (b), (¢) improving robustness of signature databases
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Figure 4: Signature databases: (a) SDi, (b) SD2, (c) SDs, (d) SD4

not. The Hamming distance between any two signatures in
SDs is > 3. Thus, even though §(39,41) was computed as
(0,0,0,0,1,0)—a 1-bit error from the ideal (0, 1,0,0,1,0)—
5(39,41) still remained nearest to As’s signature. However,
the Hamming distance between any two signatures in SDs is
> 2. Thus, a 1-bit error in 5(39, 41) leaves it in an ambiguous
position for SD»; causing incorrect diagnosis.

The previous example shows that selected redundancy
in the set of separating functions can overcome incorrect
predictions by some of the functions. Learning more func-
tions increases the cost of generating the signature database.
However, that is not a concern since the bulk of this work
is done offline, and can be made very efficient with parallel
learning of functions. The more pressing issue is that some
functions are less reliable than others, and their presence
can hurt diagnosis accuracy and confidence significantly.

Functions so and s3 are two less reliable functions in our
example. Note that the data for each type of failure in
Figure 3(a) shows larger spread along the z axis than the y
axis. Intuitively, there are larger chances of error in the =
values. Since s2 and s3 separate exclusively along the z axis,
they are likely to get their predictions wrong when errors in
z arise (like what happened for f2). We can drop s2 and ss,
and generate a new signature database SDjs that has the
four functions si, s4, ss, and se only (Figure 3(b)). SDy is
shown in Figure 4 (d). Note that SD4 will give a perfect
match for fa.

Takeaway points: Our series of examples show that the

following is a powerful representation of the signature database

to achieve both good accuracy and robustness to errors:

e Binary matriz M : The ith row in M, denoted M (i, :),
is the signature of failure A;;1 < ¢ < m. The jth

column in M, denoted M (:, j), corresponds to the sep-
arating function s;(Z). The number of columns d de-
pends both on m and the built-in error tolerance de-
sired.

e Separating functions s1(%)-sq(Z): Each function sep-
arates one or more types of failure instances from the
others. These functions can take many different forms.
Fa uses Classification and Regression Trees (CART)
[23] that are learned automatically from L.

o Weights B1 -4 for the respective functions: For robust-
ness to errors, the prediction s;(#) from a less reli-
able separating function s; is given a smaller weight
while computing the distance of §(Z) to the signatures.
For example, reasonable weights for s1—s¢ in SD4 are
{1,0,0, 1, 1, 1} because s2 and s3 are less reliable.

Next, we describe the offline generation of the signature
database, its use for diagnosis, and online maintenance.

3.2 Generating the Binary Matrix

There are four rules to generate a valid matrix M:

(I) Each row should be distinct since no two failures can
have the same signature.

(II) Columns that contain all Os or 1s should be excluded,
since they do provide no differentiation among failures.

(III) Two columns cannot be the same or complementary
since they derive the same separating function. (A 0-1
exchange in a column generates its complementary.)



(IV) The radius r of M, defined as half the minimum Ham-
ming distance over all (M(i,:), M(j,:)) pairs, i # 7,
should be above a given threshold. Intuitively, the
higher the radius, the higher the error-correction abil-
ity of M. For a query instance &, §(Z) can be matched
with the correct signature even when up to r — 1 sep-
arating functions produce wrong predictions for .

We use a random search algorithm to generate M given a
threshold R:; on M’s radius. The algorithm is as follows:

1. Generate m random binary vectors of length d = R¢(2+
0). ¢ is a positive integer (we set § =1). The expected
Hamming distance between each pair of vectors is d/2.

2. Remove columns containing all Os or 1s (Rule II).

3. For any identical or complementary column pair, re-
tain one column only (Rule III).

4. If the matrix generated by Steps 1-3 has a radius smaller
than the threshold R;, then go to Step 1.

This simple algorithm is surprisingly effective. The radius
threshold R; is a design choice best left to the administrator.
R: balances diagnosis accuracy and robustness against the
time to generate the signature database—higher R; means
more columns (functions), and hence longer time to generate
the database. Based on our empirical observations, R; =
5logz(m) is a balanced choice, and is Fa’s default.

3.3 Generating the Separating Functions

For each column M (:, j) of the matrix, Fa learns the sepa-
rating function s;(Z) as a binary classification tree (CART)
[23] separating the instances with annotation M(i,j) = 1
from the instances with annotation M (%,7) = 0. In sepa-
rate work [12] with many types of functions from statistical
machine-learning, we found CARTSs to best balance predic-
tion accuracy and learning time.

3.4 Weighting the Separating Functions
Suppose the jth separating function s;(Z) has weight §;,
and the overall weight vector is 5 = (61, B2, ..., Ba). A

query instance Z whose true annotation is A; will be matched
with A;’s signature M (%, :) if the following condition holds:

-, -

?;?{Dist(é’(f), M(k,:); B)—Dist(5(Z), M(3,:); )} >0 (1)

-

Here, Dist is the weighted Euclidean distance: Dist(, ¥; 8) =

\/2?21 B;(u; —v;)2. For binary vectors @ and ¥, the Eu-

clidean distance is the square root of the Hamming distance.
The larger the difference in Equation 1, the higher the

chances of matching ¥ to the correct signature when er-
rors cause variations in §(Z). Thus, to make the signature

database robust, we want to choose the weight vector ﬁ =
(B, - .., Ba) that maximizes this difference over all instances
(Z, A;) in the annotated failure data L. Under the condition

that [|5])*(= Z?zl (37) is fixed, this optimization is:

i D't””7Mk,:;ﬂ—D'tﬂﬂ7M'7:;a
max min (Dist((#), M (k, ) f)-Dise(3(2), (0. )

If there exists some weight vector 5 that satisfies Equation
1 for all instances (Z, A;) in L, then the above optimization
problem is equivalent to the following one:

R
min 3113

such that, V(Z, A;) € L and Vk # i:

-,

Dist(3(%), M(k,:); B) — Dist(5(Z), M(i,:): f) > 1 (2)

1

This equivalence is shown in [21] which reports recent re-
sults on learning Support Vector Machines (SVMs) for com-
plex problems like sequence alignment and grammar learn-
ing. ([21] does not consider signatures or failure diagnosis.)
The above optimization problem is a general version of the
maximum-margin principle used in SVM learning, and can
also be solved using SVM learning to generate 3 [21].

However, there are two reasons why we do not want to
use the weights learned from Equation 2:

e There may not be a feasible B that satisfies Equation
1 for all instances (&, A;) in L.

e We want to avoid the classic problem of overfitting [23],

where ﬁ is too well tuned for L that it performs poorly
for undiagnosed failure instances not in L.

Both these issues can be addressed by introducing a slack
variable €; > 0 per (Z, A;) € L to relax the corresponding
constraints in Equation 2; for a new optimization problem:

|L|
et 2 Ei
min S|[B]" + ¢} =
e 2 ; |Z|

such that, V(Z, A;) € L and Vk # i:

- -,

Dist(§(&), M (k,:); B) — Dist(5(Z), M (3,:);8) > 1 —&; (3)

Here, |L| is the number of instances in L. The constant ¢ > 0
controls the tradeoff between matching training instances
in L correctly and the robustness to errors. Fa uses SVM
learning algorithms from [21] to learn the weights 3 = (31,

.., Ba) by solving this optimization problem. A good value
of ¢ is determined via 5-fold cross validation over L [23].

3.5 Online Use and Maintenance

So far we discussed how the signature database is gen-
erated offline from L. We now discuss the online use of
the database for diagnosis, and its maintenance as new in-
stances and annotations are added to L. When the database
is queried with an undiagnosed failure instance Z, Fa first
computes §(Z) = (s1(Z),...,sq4(%)), and then finds the sig-
nature nearest to §(&), namely, the signature that minimizes

Dist(5(&), M(i,:); 3),1 < i < m. As shown in Figure 2(a),
a confidence estimate conf is generated for this match and
compared with the confidence threshold C;. If conf > C4,
then the annotation of the matched signature is returned as
the diagnosis result; otherwise Phase II is invoked.



Confidence estimate: When 7 is matched with the sig-
nature M (3,:), the confidence in this match is defined as:

-, -,

conf = Il?;iéril{DiSt (s(&), M (k,:); B) — Dist(5(Z), M (3,:); )}
(4)

Intuitively, confis high when the second-nearest neighbor Na
of §(%) is far from the first-nearest neighbor N, indicating
an unambiguous match to Ni. As the gap between N; and
Ny shrinks, the ambiguity in the match to N; increases, and
the confidence decreases.

To make the confidence estimate easier for administrators
to understand, Fa converts it into a value in [0,100]. This
conversion is done using an equi-depth histogram (quantiles)
with 100 buckets generated from the distribution of confi-
dence estimates over all instances of L. Let pr, 0 < k < 100,
denote the quantiles of this distribution. For a confidence
estimate conf from Equation 4, Fa finds ¢ such that p;, <
conf < piy1; and reports i as the confidence estimate.

Setting the confidence threshold C;: The value of C;
is critical because a low C; can lead to incorrect diagnosis,
while a high C; can invoke the more expensive Phase II more
often than needed. (Compared to Phase I, Phase II involves
higher run-time overhead and more efforts from administra-
tors to interpret diagnosis results.) Fa’s approach is to let
the administrator specify the minimum diagnosis accuracy
she wants from the signature database. Then, Fa automat-
ically derives the appropriate C; that gives this diagnosis
accuracy while minimizing the chances of invoking Phase II.
The algorithm works as follows:

1. Divide L into a training set and a test set. Generate a
signature database SD from the training set (Sections
3.2-3.4). For each instance in the test set, use SD to
find the matched signature and confidence estimate.

2. Pick an integer value z € [0,100]. For test instances
whose confidence estimate is > x, compute the per-
centage of instances matched to the correct signature
in SD. This percentage is the expected diagnosis ac-
curacy when the confidence threshold is x, denoted
acc(x). Vary z in [0,100] to get enough (x,acc(x))
points to plot the accuracy-confidence curve (AC-Curve)
for SD as shown in Figure 5. Note that as x increases,
the accuracy is being computed on higher-confidence
answers from SD; so we expect the AC-Curve to be
nondecreasing.

3. Pick the minimum z; in the AC-Curve such that Vz,z >
x+, acc(x) is above the diagnosis accuracy desired by

the administrator. x; is a sample of the desired value
of Ct.

4. Repeat Steps 1, 2, and 3 with different training and
test sets from L to get multiple independent samples
of Cy; and set C} to their mean.

Figure 5 is a sample graph from our experiments which plots
the AC-Curves for both Fa’s signature database (FA) and
the clustering-based signature database (CLUS). If the ad-
ministrator desires a diagnosis accuracy of 95%, the Fa’s
Ct = 20 while CLUS’s C; = 80. That is, Fa is four times
less likely to trigger Phase II than CLUS.

Incremental Maintenance: When new instances are added
to L, we need to update two components of the signature
database: its separating functions and its weight vector. Re-
call that CARTs are used as the separating functions and
the weight vector is determined via an SVM learning algo-
rithm. Both the separating functions and the weight vector
can be updated efficiently with new instances using an in-
cremental CART learning algorithm [23] and an incremental
SVM learning algorithm [6] respectively.

When new annotations are added to L, we also need to up-
date the Matrix. One row (signature) is generated for each
added annotation. The existing separating functions can
be updated incrementally. If the radius of the new Matrix
goes below the threshold R: specified in Section 3.2, then
more columns will need to be added to the Matrix to bring
its radius above the threshold. New separating functions
will have to be learned from scratch for the newly added
columns. As we do not expect frequent additions of new an-
notations, the time amortized for learning new CART's over
a long interval should be small. Again the amortized time for
computing the weight vector from scratch via SVM learning
is also small. Note that the weight vector can be updated
incrementally if the Matrix does not grow in columns.

3.6 Error-Aware Signature Databases

This section considers how Fa can make the signature
database more accurate and robust if it has models that
represent errors expected in the monitoring data. These
models could be derived from historic data.

Types of Error: We have seen two types of errors in our
monitoring data: Gaussian and non-Gaussian.

e Gaussian error is caused by natural variability in real
systems. If we take multiple observations of an at-
tribute from a particular system state, a goodness-of-
fit test to a normal distribution will often be positive.

e Two significant causes of error in our monitoring data
cannot be modeled by Gaussian distributions: (i) the
onset or presence of failure corrupts readings of some

attributes (seen with JBoss application server and MySQL);

(ii) observations from different states get mixed up in
the same instance due to rapid system state transi-
tions, or due to delays in measuring different attributes
under system overload. (A third probable cause is in-
correct filling of missing values by monitoring tools.)

Error Models: Both the above types of error can be cap-
tured using error models. Plenty of literature exists on er-
ror models that vary from simple to complex (e.g., [26]).
For example, an attribute x; with Gaussian error can be
represented by a new attribute x; of the form z} = z; +
Gaussian(0,d;), where J; controls the scale of error. The
value of §; can be learned from historic data. Error model-
ing is complementary to our robust signature construction
techniques.

Error-Aware Matrix: The Matrix’s role is to provide re-
dundancy at the level of separating functions. Intuitively, if
more error is expected, then we should have a Matrix with
a larger radius (recall Section 3.2). The radius of a given
Matrix can be increased by adding columns.

Error-Aware Separating Functions: Algorithms for learn-
ing separating functions can be modified to utilize error in-
formation. Fa’s CARTSs pick attributes to use in decision



.
o
<}

9
il
il

il
il
il
N
5
8

- @ O
=l SR 5
0 7 7 %= Y w + LF
7
;\5\ = S > 50 C1 N
g e | ~ | C2>§?§§’(§’;‘
> 80 =
(%) | 7 | [}
S o o 20 40 60 80 100
S 70 ! | 100
g | | C1™ o
<< 4 o ¥ | > 50| C2m& E#+
o ! ! C3™ +
50 - L o
20 40 60 80 100 ) 20 40 x 60 80 100

o
Confidence threshold

Figure 5: Sample AC-Curve

nodes in the tree based on a metric called information gain
(InfoGain) [23]:

InfoGain(A,z;) = Entropy(A) — Entropy(A|x;)

This classic formula represents the extra information we gain
about the annotation A of an instance given the value of
attribute x; in that instance. As expected, attributes with
larger InfoGain are preferred while picking attributes to use
in decision nodes. However, an attribute x; with higher
chances of error—like attribute x in our running example
in Section 3.1—should be preferred less because decisions
made based on z;’s value are less reliable. We can achieve
this property by rewriting InfoGain(A, z;) as:

InfoGain(A4, z;) = Entropy(A) — Entropy(A|z})

Here, z is the distribution of z; once the expected error is
added based on the known error model.

Error-Aware Weights: Finally, learning weights for sep-
arating functions can be made error-aware by appropriately
choosing the set of (Z, A) instances used to learn the weights
in Section 3.4. Along with the original instances in L, we
can use new instances generated by injecting expected error
(based on the error models) into the original instances in L.

4. PHASE II: QUERY-AWARE CLUSTERING

If the instances F' to diagnose in a Diagnose(F') query
correspond to a failure type that was not seen previously,
then the match from the signature database will have low
confidence. Phase II of diagnosis runs in this setting. The
basic approach in Phase II is to determine how F’ differs from
the data H representing the system in healthy states. We
will first illustrate the main ideas using a series of examples.

Suppose H consists of the instances in Figure 6(a) shown
using the “x” symbol. Each instance has two attributes,
z and y, plotted along the horizontal and vertical axes re-
spectively. The figure also shows the failure instances F,
indicated using the “4” symbol, in a Diagnose(F') query. It
is clear from the figure that there are two distinct healthy
states of the system: (i) C1 with z € [10,30] and y € [65, 80],
differing from F primarily along the x attribute; and (ii) Ca
with z € [60, 80] and y € [15, 30], differing from F' primarily
along the y attribute. A conventional clustering algorithm
like K-means or LAC [11] can identify these clusters in H,
and link both attributes x and y to the failure.

Next, suppose H (“x”) and F' (“4+”) are as shown in Fig-
ure 6(b). A conventional clustering algorithm will now group
the instances in H into three distinct clusters (Cq, C2, and
Cs5 in Figure 6(b)). Since each of these clusters differs from
F' along both the z and y attributes, both attributes will
be linked to this failure as well. However, a closer look at

Figure 6: Sample data
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Figure 6(b) indicates that this answer is incorrect. Both the
failure data and the healthy data have similar distribution
along the y axis, and differ along the x axis only. So, the
correct answer should link the failure to x only.

What went wrong in the second example? Conventional
clustering algorithms ignore the failure (query) instances F’
while deciding how to group the instances in H into clusters.
Thus, the clusters generated by these algorithms are inde-
pendent of the failure instances to be diagnosed, causing two
major weaknesses: (i) generating clusters that do not give
the correct diagnosis, and (ii) generating many more clusters
than needed, which can mislead the system administrator.
Section 5.3 validates both observations empirically.

We have developed a new algorithmic framework, called
query-aware clustering, that clusters H with consideration of
the instances F' to be diagnosed. (That is, the same H may
be clustered differently for a different F'.) Intuitively, query-
aware clustering will place two instances h1, ho € H into the
same cluster iff they have similar deviations from F'. This
strategy gives the right answer for the example in Figure
6(b), generating a single cluster for H, and linking the failure
to attribute x only. The rest of this section describes query-
aware clustering.

4.1 Diagnosis Vectors and Margin Classifiers

Fa processes a Diagnose(F, H) query by first clustering
the healthy data H into a set of clusters Ci, Co, ..., C,
and then outputting the deviation of F' from these clusters
in the form {(@1, C1), (W2, Ca2), ... (W, C)} as the diagnosis
result. [ depends on the query, and is not a predetermined
constant. C1UC2U---UC; need not include all the instances
in H. Thus, outlier instances in H will be ignored.

Each @ € {W1,...,w} is called a diagnosis vector. @ has
the form: @ = (w1, ws,...,wn), where each attribute z; €
(z1,2,...,2n) is given a weight w; such that —1 <w; <1
and 377, |w;| = 1. Intuitively, @; € {1, ..., @i} specifies
the weighted list of attributes to which the failure can be
localized by comparing the instances in C; to the failure
instances F'. C; serves as the evidence why ; is reported
in the diagnosis result.

Computing the Diagnosis Vector: Since we are dealing
with very high-dimensional data, a most desirable property
of each (W, C) is to make W as concise as possible. That is,
the weights of all attributes that do not help differentiate
between C' and F' should be zero. This property enables the
system administrator to zoom in quickly on likely causes
of the failure without being misled by false positives. Fa
uses margin classifiers (MC) to achieve this property. A
margin classifier MC(F,C), C C H, finds the linear combi-
nation > 7, w;z; of attributes (z1,...,zn) that produces
the maximum separation between C' and F'. This maximum



Procedure Margin Classifier (MC)
Input: Healthy instances C, Failure instances F'
Output: Margin m between C and F', and the diagnosis vector
W = (w1, w2, ...,wn) that produces the margin
MC solves the following linear program:
1. Variables in the linear program:
(i) X;,Y3, 1 < i< n, such that output w; = X; —Y;
(ii) High, Low such that output m = High — Low
2. Constraints in the linear program:
(1) Z?:l(xl - Yi)t.xi Z Hzgh, vVt e C
(i) Yo (X; —Yy)tx; < Low, VteF
(i) S (X 4 ) = 1
(iv) X; >0,Y; >0, 1<i<n
3. Optimization objective: Maximize High — Low
4. Solve the linear program; Return m and W

Figure 9: Margin Classifier (MC(F,C))

separation is called the margin between C and F'.

Ezample 3. Consider query Q=Diagnose(F, H) from Ex-
ample 1 and Figure 7. Let C = H — {h9}. (h9 is an erro-
neous observation generated while the system transitioned
from a healthy state to a failure state.) The margin between
C and F is produced between the two dotted lines in Fig-
ure 7: the line lock_time = 51.9 and the line lock_time =
70.0. Thus, margin = 18.1. Since the margin is produced
along lock_time, the diagnosis vector W = (w1, w2) (corre-
sponding to (lock_time, num_io)) that produces the margin
is wi=—1 and w2 = 0. (1,0) also produces the same margin.

Figure 9 shows how a margin classifier MC(F,C), C C H,
works by solving a linear program to compute the margin
between C' and F. MC(F,C) also finds the diagnosis vector
that produces the margin. Section 5.3.2 gives an empiri-
cal validation of how margin classifiers produce concise and
correct diagnosis vectors.

4.2 Strawman: Margin-based Agglomerative
Clustering (MAC)

We begin with a strawman algorithm, called margin-based
agglomerative clustering (MAC), for query-aware clustering
of H. MAC was proposed originally in [16] for analyzing
cancer-related microarray data, and we have extended it to
process diagnosis queries. MAC starts with an agglomera-
tive hierarchical clustering [23] of the instances in H. The
margin from the failure instances F' is used as the metric for
clustering. (Conventional clustering schemes use distance-
based metrics like Euclidean distance.) Each instance in
H is first placed in its own active cluster. In each iteration,
MAC computes MC(C;UC}, F) for each pair (C;, C;) of clus-
ters among the remaining active clusters. MAC then picks
the cluster pair (Cy,Cj/) that gives the maximum margin
with respect to F', and merges (agglomerates) them together
to form a single combined cluster. The merged clusters C}/
and Cjs are no longer considered active. This process is
repeated until all instances are merged into a single clus-
ter. The entire process can be represented as a dendogram,
which is a tree with the instances in H as leaves, and each
new cluster formed by MAC as a nonleaf node.

Ezxample 4. Figure 8 shows the dendogram generated by
MAC for the healthy data in Example 1 and Figure 7. The

margin (computed after normalizing the data) and diagnosis
vector for the cluster at each nonleaf node are also shown.

We can generate clusters from the dendogram by selectively
deleting nonleaf nodes which will partition the dendogram
into a forest of trees. The instances comprising the leaves of
each tree form a cluster C' that will be output as a (@, C)
pair in the query result after computing MC(F, C).

Consider a node P in the dendogram with child nodes
L and R. Let the clusters corresponding to these three
nodes be Cp, Cj, and C; respectively. (Note that C; and
C, were merged to form Cp in the dendogram, i.e., Cp =
C1UCr.) Let the margin and corresponding diagnosis vector
for these three clusters be (my, @), (my,w;), and (m,, W)
respectively. We will delete P if any of the following con-
ditions is satisfied: (i) Margin(Cy, F,w,) < (1 — a)my, or
(it) Margin(C,, F,w,) < (1 — a)m,. Here, Margin(C, F, W)
denotes the margin (separation) of a cluster of instances C
from the failure instances F' along the diagnosis vector w. «
is a small positive constant, e.g., a = 0.2.

Note that ), is the diagnosis vector that gives the margin
for the combination of C; and C).. Intuitively, if the mar-
gin of C; (C.) along W, is significantly less than the margin
of C; (Cy), then merging C; with C, is diluting the “clus-
teredness” of C; (C;) with respect to the failure instances
F. (Note that MC(C}, F) computes C;’s maximum margin
across all possible diagnosis vectors.)

FEzxzample 5. When the dendogram in Figure 8 is parti-
tioned, the nonleaf node Ng will be deleted, to generate two
output clusters {h1, h2, h3, hd, h5, h6, h7, h8} and {h9}; pre-
cisely what we expect based on Figure 7. Recall that h9 is an
erroneous observation generated during system transition.

MAC is inefficient: MAC requires O(|H|?) invocations of
MC since MAC starts by invoking MC({t1,t2}, F) for every
pair of instances t1,t2 in H. Thus, MAC scales poorly with
|H]|, but it gives good diagnosis accuracy; we will validate
both observations empirically in Section 5.3.

4.3 Partition-Check-Merge (PCM) Algorithms

We now propose an algorithmic framework that combines
the good features of MAC, which is accurate, but inefficient,
with those of conventional Distance-based Partitional® Clus-
tering (DPC) algorithms that are efficient, but less accurate.
We later describe clustering algorithms that instantiate this
framework. This new framework is called Partition-Check-
Merge (PCM) because it has the following structure:

e One or more partitioning phases that use an efficient
DPC algorithm to partition the data progressively into
more and more clusters until the check in Step 2 is sat-
isfied. This progressive cluster refinement is achieved
by increasing the input parameter k£ to the DPC algo-
rithm that specifies the number of clusters to generate.

e One or more checking phases that perform checks, namely,
evaluating the current partitioning of instances to see
whether this partition is good enough to be the set
of clusters produced during an intermediate stage of
MAC. If a check succeeds, then PCM moves to the
merging phase; otherwise, partitioning is continued,
possibly with a larger k.

"ntuitively, partitional algorithms work in a top-down fash-
ion, while agglomerative algorithms work bottom-up.



e A merging phase where the current set of clusters are
merged progressively, like in MAC, to possibly con-
solidate several small clusters into a minimal set of
clusters (representing diagnosis vectors and evidence)
that can be output in the query result.

A degenerate case of PCM is one where the check never
succeeds, so the partitioning phase eventually places each
instance into a separate cluster. In this case, the merge
phase will resemble running MAC from scratch. However,
for most monitoring datasets, the check will succeed much
earlier—e.g., once k becomes equal to or larger than the
best k for the data—avoiding the O(|H|?) complexity of
MAC. If the partitioning phase generates more clusters than
optimal, then the merging phase will glue back clusters that
should not have been split in the first place; at some loss of
efficiency. In effect, PCM can be as accurate as MAC, while
leveraging the efficiency of DPC. The challenge in PCM is
in the implementation of the check phase. Next, we discuss
two concrete instantiations of PCM.

4.4 PCM-Conservative (PCM-C)

PCM-Conservative (PCM-C) (Figure 10) uses a conser-
vative implementation of check to process a Diagnose(F, H)
query. For each instance t € H, PCM-C first computes my,
the individual margin between ¢ and the failure instances F'.

For partitioning data instances, PCM-C does DPC using
the LAC [11] algorithm (Line 7 in Figure 10). Suppose the
clusters {C1,...,Cy} are produced by a partitioning step.
For each C € {C4,...,Ck}, let (mc,wWe) be the margin
and corresponding diagnosis vector for C' and F. PCM-
C’s check phase lists an instance t € C as covered by C' if
Margin({t},F/bc) > (1 — a)me. (Recall from Section 4.2
that Margin({t}, F, Wc) < my, since my is t's maximum
margin across all vectors.) That is, ¢ is covered by the cluster
C that t was assigned to by DPC if ¢’s margin along C’s
diagnosis vector is close enough to t’s individual margin.

If t is covered by C, then (i) ¢ will not be considered again
during partitioning (Line 21), and (ii) ¢ will be associated
with C' in the input to the merge phase. PCM-C iterates
through the partitioning and merge phases until all instances
get covered. If check finds that the current set of clusters
{C1,...,Ck} do not cover a significant fraction of the re-
maining instances, then partitioning is redone with a larger
k; currently, we double k when this situation arises (Lines
16-17). Thus, while PCM-C starts with a small default value
of k, k will get incremented automatically if required.

Once all instances in H have been covered by a set of clus-
ters generated by DPC, these clusters are input to the merge
phase. Merge does MAC-style agglomerative clustering—
starting with these clusters as the leaves of the dendogram,
instead of the |H| individual instances—to generate the final
query output.

45 PCM-Eager (PCM-E)

We found empirically (Section 5.3) that PCM-C tends to
generate many clusters as input to the merge phase. While
merge can glue back clusters that should not have been split,
PCM-C’s merge remains inefficient because of the quadratic
dependence on the number of input clusters. PCM-E tackles
this problem.

Recall that PCM-C’s check phase will list a instance t as
covered only if ¢’s margin along the diagnosis vector of the
cluster C' that ¢ was assigned to by DPC is close enough

Algorithm Partition- Check-Merge-Conservative (PCM-C)
Input: Diagnose(F, H) query; Value of a (default is 0.2)
Output: Result in the {(@1, C1), (W2, C2), ... (W, )} format
/* First compute the individual margin of each instance t € H */
1. Compute (m¢, ws) = MC({t}, F) for each instance ¢t € H;
2.k = default value; /* LAC’s number of clusters parameter */
3. Rem_pts = H; /* instances not assigned to clusters yet */

4. Coverings = ¢; /* assignment of instances to clusters */

5. While (Rem_pts # ¢) {

6 /* Partitioning phase */

7 Partition Rem_pts with LAC into clusters {C1,...,Cr};

8 Outliers = ¢;

9. /* Check phase: Lines 10-22 below */

10.  For (each instance ¢ € Rem_pts) {

11. Let C; be the cluster that t was assigned to by LAC;
12. If (Margin({t}, F,Wc;) > (1 — a)ms)

13. Mark t as covered by Cj;

14. Else Add t to Outliers;

15.  } /* end for */
16, If (JQutliersl 5 ¢ gy

|Rem_pts|
17. k =k X 2; /* increase k, Rem_pts is unchanged */
18.  Else {
19. For (each cluster C; € {C1,...,Cy} that covers instances)
20. Add C; and the instances C; covers to Coverings;
21. Rem_pts = Outliers; /* remove covered instances */

22.  } /* end else */

23. } /* end while */

24. /* Merge phase */

25. Initialize a partially-built dendogram with the clusters in
26.  Coverings as the leaves of the dendogram;

27. Proceed with MAC using this partially-built dendogram,;

Figure 10: PCM-Conservative (PCM-C)

to t’s individual margin. PCM-Eager (PCM-E) relaxes this
condition as follows: PCM-E’s check lists ¢ as covered if
t’s margin along the diagnosis vector of any of the clusters
generated by DPC so far is close enough to ¢’s individual
margin. As before, if ¢ is covered by C, then ¢t will be as-
signed to C in the input to the merge phase. (Note that
DPC may not have assigned ¢ to C.) Intuitively, PCM-E
reduces DPC’s role to identifying significant diagnosis vec-
tors W from the data. The Margin({t}, F, @) > (1 — a)mq
condition is used to associate instances with each w, creat-
ing clusters that are input to the merge phase. The rest of
PCM-E is similar to PCM-C.

4.6 Filtering and Ranking Diagnosis Results

Fa takes the set of (w;, C;) pairs generated by query-aware
clustering, and outputs the final diagnosis result as a filtered
and ranked list.

e Filtering: Faremoves (w;, C;) pairs where the cluster
size |C;| does not satisfy a minimum support thresh-
old; similar to support thresholds in frequent-itemset
mining. Clusters composed of outliers get eliminated
here.

e Ranking: The remaining (w;, C;) pairs are ranked in
decreasing order of cluster size |Cj].

5. EXPERIMENTAL EVALUATION



5.1 Experimental setting

All the diagnosis techniques described in this paper were
implemented in the Fa system. We evaluate these techniques
in the context of a three-tier Web service composed of a Web
server, an application server, and a database server. The
evaluation is based on common types of failures in each tier.
Table 1 summarizes our datasets and failure scenarios.

Failures injected in a testbed: We have implemented
a testbed that runs Rubis [18]—a multitier auction service
modeled after eBay—on a JBoss application server (with an
embedded Web server) and a MySQL DBMS. It has been
reported that software problems and operator errors are the
common causes of failure in Web services [17]. We inject
such failures into a running Rubis instance using a compre-
hensive failure-injection tool [5]. This setting makes it easy
to study the accuracy of Fa’s diagnosis algorithms because
we always know the true cause of each failure.

Specifically, we can inject 3 independent causes of failure—

software bugs, data corruption, and uncaught Java exceptions—
into any of the 25 Java modules (enterprise Java beans (EJBs))

that comprise the component of Rubis running in the ap-
plication server. Using this mechanism, we can inject 75
distinct single-EJB failures and any number of independent
multiple-EJB failures (concurrent single-EJB failures). In-
tuitively, multiple-EJB failures are harder to diagnose. The
Rubis-60, Rubis-complex, Rubis-bug and Rubis-jndi monitor-
ing datasets in Table 1 are from this setting. These datasets
contain the number of times each distinct EJB procedure
call is invoked per minute.

We can also inject failures caused by contention for CPU,
memory, and disk resources. The OLTP-single and OLTP-
multi monitoring datasets in Table 1 are collected from a
MySQL DBMS running an OLTP workload, where we in-
jected resource contention to cause failures. The datasets
record OS metrics (e.g., CPU utilization, paging), DBMS
performance counters (e.g., number of index accesses and ta-
ble scans), and transaction-level performance metrics (e.g.,
average transaction response time) per minute.

Real failures in a production system: Software ag-
ing—progressive degradation in performance caused by, e.g.,
memory leaks, unreleased file locks, and fragmented storage
space—is a common cause of system failure, especially in
Web servers [22]. The Dolphin and ECE datasets were col-
lected from two production servers at Duke over the course
of two months. This data records OS metrics at 10-minute
intervals. Both servers crashed once or more during this
period due to aging of different resources, as found by a
previous study [22]. We validate Fa’s automated diagnosis
results with the results from this human-intensive study.
Synthetic data: Synthetic is a complex dataset (PENDIG-
ITS) from the UCI machine-learning repository. Rather
than generating our own synthetic data, we decided to use
this dataset for the purpose of experimental repeatability.

5.2 Evaluation of Phase |

Queries: We consider Diagnose(F, L) queries over the Rubis-
60, Rubis-complex, and Synthetic datasets. By default, L
contains 60% of the failure instances in each dataset, and
is used to generate the signature database. The remaining
40% of the failure instances are used to query the signature
database to compute its diagnosis accuracy (% of times the
correct annotation is returned).

Techniques: We compare four techniques: (i) CLUS, sig-
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Figure 11: AC-Curves for Rubis-60, Rubis-complex

nature database implemented using K-means clustering with
10 clusters per annotation?; (ii) FA, Fa’s signature database;
(iii) FA-EA, Fa’s error-aware signature database; and (iv)
CART, a multi-class classifier implemented using classifica-
tion and regression trees. By treating each annotation in L
as a distinct class label, a multi-class classifier learned from
L can predict the annotation of a new failure instance. We
chose CART over other multi-class classifiers for three rea-
sons: (i) CARTSs are being used for diagnosis in production
settings like eBay.com [7]; (ii) CARTSs provide a principled
way to compute confidence estimates; and finally, (iii) Fa
uses CARTSs as separating functions.

5.2.1 Comparing Accuracy-Confidence Curves

The goal of Phase I is to provide high diagnosis accuracy
while invoking Phase II only when required. The Accuracy-
Confidence Curves (AC-Curves) in Figure 11 show how well
each technique meets this goal. No error is injected into the
query instances (unlike the experiments in Section 5.2.3).

Recall the definition of confidence estimates, confidence thresh-

olds, and AC-Curves from Section 3. To diagnose a query
instance, CARTSs compute a probability distribution over
annotations, and output the most-likely annotation. The
confidence estimate is the difference in probabilities between
the most-likely annotation and the second most-likely anno-
tation, mapped to [0,100] as discussed in Section 3.5.

Suppose the administrator wants a diagnosis accuracy of
90%. Then, Figure 11(a) for Rubis-60 shows that the con-
fidence thresholds (C¢) for FA and CLUS can be set to 20
and 80 respectively. Since FA’s C; is 4 times less that of
CLUS, FA is four times less likely to invoke Phase II at the
same accuracy level. More interestingly, CART is unusable
when required accuracy is 90%. FA maintains its superior
performance for Rubis-complex, while CLUS now becomes
unusable when the required accuracy is over 90%.

Figure 11 used our default setting where for each query
instance (Z, A), the signature database contains at least one
signature for annotation A. That is, we evaluated how good
the signature database is in diagnosing previously-seen fail-
ures (which does not mean previously-seen instances). This
setting is practical because as much as 90% of all software
failures reported by users today are previously-seen failures
[4]. We will now consider query instances whose correct an-
notations are not in the signature database. An accurate
response from Phase I in this case is an answer with confi-
dence below the threshold Cy; thereby invoking Phase II.

To create this setting, we divide the instances in Rubis-60
into two groups with nonoverlapping annotations: Group G1
with 40 annotations and Group G2 with the remaining 20

*We also tried the state-of-the-art LAC clustering [11], and
got similar results.



Name a i Description of data and failures

1. Rubis-60 110 | 8184 | Contains annotated data about 60 distinct single-EJB failures injected in our testbed

2. Rubis-complex 110 1797 | Contains annotated data about 14 distinct multiple-EJB failures injected in our testbed

3. Synthetic 16 | 10992 | Synthetic annotated data about 10 distinct failures; patterns in the data are complex

4. Dolphin, 5. ECE | 43 4881 | OS-level data collected for 55 days from two heavily-used departmental servers at Duke

6. Rubis-bug 110 900 Data access by the BuyNow EJB gets null result occasionally (bug in application logic)

7. Rubis-jndi 110 | 1500 | JNDI naming-directory entry of the SB_SearchltemsByRegion EJB gets corrupted

8. OLTP-single 42 3660 | Occasional CPU contention caused by an application on OLTP server (no disk contention)
9. OLTP-multi 28 696 Both CPU and disk contention caused separately by an application on the OLTP server

Table 1: Monitoring datasets used in the evaluation. Columns a and ¢ are the number of attributes and
instances respectively. Datasets 1-3 are used to evaluate Phase I, and datasets 4-9 to evaluate Phase II
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Figure 12: AC-Curves for Rubis-60 with two groups:
(a) existing annotations, (b) new annotations

annotations. A subset of the instances from G are used to
construct the signature database. The remaining instances
in G1 (previously-seen failures) and the instances in G2 (new
failures) form the set of query instances. Figures 12(a) and
(b) show the diagnosis accuracy of different techniques in
these two cases. The behavior of signature databases (FA
and CLUS) for both types of failures is as we saw in Figure
11(a). However, CART performs poorly on the new failures,
which shows a key advantage of using signature databases
for Phase I rather than multi-class classifiers. Intuitively,
signature databases have a better chance of detecting when
a failure does not have the symptoms of any previously-seen
failure. Our algorithm for setting C¢ (described in Section
3.5) considers both types of plots in Figure 12.

5.2.2 Verification of Error Models

Section 3.6 has discussed the Gaussian error model. To
verify the presence of Gaussian error in our monitoring data
collected for an attribute (e.g., CPU utilization), we took
multiple measurements of this attribute from a particular
system state. The normal probability plot of these values in
Figure 16 and a hypothesis test for goodness of fit to a nor-
mal distribution (Matlab’s Lillietest) prove that Gaussian
error exists in the monitoring data.

As mentioned in Section 3.6, some errors cannot be cap-
tured by the Gaussian distribution, e.g., when observations
from different system states get mixed into an instance due
to rapid system state transition. We verify such a situa-
tion with Figure 17 and 18. Figure 17 is a cluster timeline
generated from a subset of the OLTP-single dataset when
clustered using LAC with k£ = 2. A cluster timeline shows
the progress of time on the x-axis and the current cluster
identifier on the y-axis. In the OLTP-single dataset, CPU
contention happens on the OLTP server in a periodic fash-
ion with a period of 4 minutes; this pattern is clear from
the cluster timeline. Figure 18 is a cluster transition dia-
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Figure 16: Normal probability plot for attribute
CPU _utilization € (72,73) in OLTP-single
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Figure 17: Cluster timeline for a subset of OLTP-
single
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Figure 18: Cluster transition diagram for a subset
of OLTP-single

gram that shows how the diagnosis vectors change over time.
(This figure is best viewed in color.) Like Figure 17, Fig-
ure 18 was also generated from a subset of the OLTP-single
dataset when clustered using LAC with & = 2. The z-axis
and y-axis are two relevant attributes in the data, namely,
cpu_sys, the CPU utilization (in OS space) on the OLTP
server, and bwrites_ps, the number of disk blocks written
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per second on the OLTP server. Points belonging to the
two clusters in the data are indicated respectively using a
red “+” symbol and a blue “.” symbol. A line Ly, ,, from
point p; to p2 in Figure 18 indicates that the system was
in state pi1, and then transitioned to state ps in the next
measurement interval; the color of Ly, ,, is the same as the
color of point p> in Figure 18. Figure 18 illustrates some
interesting aspects of the OLTP-single dataset:

e Thered “4+” points predominantly have smaller cpu_sys
than the blue “.” points.

e The system tends to stay in the red (blue) state for
four measurement intervals, and then transitions to
the blue (red) state.

e There are transitionary points in the data. These are
points that are collected when the system is transi-
tioning from one state to another, so these points may
belong to different (similar) clusters, but have similar
(different) attribute values.

Transitionary points contain non-Gaussian errors that are
affected by which states are involved in the transition. We
adopt a probabilistic model to describe such non-Gaussian
errors. This model assigns a probability p; to attribute x;
that specifies how probable the reading of x; is an incorrect
value, a value in its observation range that is not the true
value. p; represents the scale of non-Gaussian error for x;.

5.2.3 Comparing Robustness to Error

The query instances used so far to compute the accu-
racy of our diagnosis techniques were taken directly from
the monitoring data. We now inject errors into these query
instances based on error models to study how accuracy de-
grades as error increases.

Note that the model we use for Gaussian error is described
in Section 3.6 and that for non-Gaussian error is described
in Section 5.2.2. In our experiments with Gaussian-error
model, the parameter §; for x; is set to 0.2xrandxerror_level

multiplied by «x;’s true value, where rand is a random value
within [0, 1] and error_level € {1,2, 3,4} controls the scale
of errors. For non-Gaussian error model, the parameter p;
for z; is set to 0.2 * rand * error_level. rand is to make
different attributes have different scale of errors. Roughly
speaking, for an attribute z: (i) Gaussian error of level e
means that observations of x have a variance of 10e% from
their true value; and (ii) non-Gaussian error of level e means
that each observation of x has a 10e% chance of being an
arbitrary value from the range of values of z.

Figure 13 shows the AC-Curves for error levels 1 and 2 for
Gaussian and non-Gaussian error in Rubis-complex. (Note
that Figure 11(b) is the AC-Curve at error level 0.) It is
clear from comparing these graphs that the gap between FA
and CLUS/CART increases as the error increases. CLUS is
highly sensitive to non-Gaussian errors. Further evidence
is provided by Figure 19 where the confidence threshold
Cy is set at 40. Figure 19 shows the accuracy of different
techniques as the error level, both for Gaussian and non-
Gaussian, increases from 0 to 4 for Rubis-complex. Also
note that FA’s performance is very close to that of the FA-
EA algorithm which has knowledge of the expected error.
The observations validate FA’s robustness to error.

Figure 14 shows the AC-Curves for error levels 1 and 2 for
Gaussian and non-Gaussian error in Rubis-60. Note that
Figure 11(a) is the AC-Curve at error level 0. Figure 20
shows the accuracy of different techniques as the error level,
both for Gaussian and non-Gaussian, increases from 0 to 4
for Rubis-60.

Figure 15 shows the AC-Curves for error levels 1 and 2
for Gaussian and non-Gaussian error in Synthetic. Figure
21 shows the accuracy of different techniques as the error
level, both for Gaussian and non-Gaussian, increases from 0
to 4 for Synthetic.

5.2.4 Scalability with Number of Annotations

Figure 22 shows the trend as the number of annotations—
distinct single-EJB failures—is increased from 20 to 80. Since
we can generate at most 75 distinct single-EJB failures (re-
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call Section 5.1), the 80-failure dataset contains 5 multiple-
EJB failures as well. The gap between FA and CLUS/CART
increases as the number of failures increases.

In the offline phase of signature database generation, FA
is less efficient than CART or CLUS. If the separating func-
tions are not learned in parallel, FA can take an order of
magnitude more time to generate the database than CART
or CLUS. However, these offline efforts make FA much better
in the online phase because: (i) FA is comparable to CLUS
and CART in the time for Phase I; and (ii) FA invokes Phase
II much less often.
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5.3 Evaluation of Phase Il

Queries: We now evaluate the processing of Diagnose(F, H)
queries in Phase II. For datasets 4-9 listed in Table 1, H
contains the historic healthy monitoring data and F' con-
tains 5-10 instances from the listed failures. For Dolphin
and ECE, F' contains 5 instances collected just before each
server’s first crash. We consider two cases for OLTP-multi,
one where F' contains failure instances from CPU contention,
and the other where F' contains failure instances from disk
contention. We can evaluate the accuracy of diagnosis re-
sults since the cause of failure in each case is known.
Algorithms and Defaults: We evaluate four algorithms
for Phase II: (i) MAC (Section 4.2), (ii) PCM-C (Section
4.4), (ili) PCM-E (Section 4.5), and (iv) LAC-Silhouette
(LAC-S). LAC-S applies LAC on H after computing the
number-of-clusters parameter k that maximizes a validity
index called Silhouette [3]. Silhouette aims to maximize
the inter-cluster distances (the average distance of pairs of
points from different clusters) and minimize the intra-cluster
distances (the average distance of pairs of points from the
same cluster). For each cluster C C H generated by LAC,
LAC-S outputs (@, C) computed using MC(F,C).

5.3.1 Comparing Running Times

Table 2 shows the running time of our algorithms on the
different datasets. Each reported time was averaged over 10
runs. For LAC-S, the time shown is the time to compute
silhouette indices for 10 different values of k. This time is an
optimistic estimate of the running time of LAC-S because
we expect that more than 10 choices of k£ will have to be
explored before finding the k that maximizes the silhouette
index. We currently try all values of k € [2,30]. The best k
is reported in LAC-S’s column in Table 2.

Because of its poor scalability, we had trouble running
MAC on the full version of all but the smallest dataset
(OLTP-multi) in Table 1. Therefore, the times for MAC
are for scaled-down versions of the datasets. The scaled-
down size is shown in MAC’s column in Table 2. The times
for PCM-C and PCM-E are split into the time for the par-
titioning and checking phases, denoted 7}, in Table 2, and
the time for the merge phase, denoted T,,. The following
trends are clear in Table 2.

e MAC is very inefficient because of O(|H|?) MC calls.

e PCM-E is by far the most efficient algorithm. Note
that PCM-E’s T, is usually significantly better than
that of PCM-C. This trend is because PCM-E’s ag-
gressive strategy to map points to clusters leads to
a much lower number of clusters being input to the
(quadratic) merge phase. Furthermore, PCM-E’s T,
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[ Dataset | LAC-S | MAC | PCM-C | PCM-E |

Dolphin 260.3 | 5137.0 87.4 32.7
k=19 | (|[H|= | T,=235 | T,=18.8
1000) | Tr,=63.9 | Tn=13.9

ECE 229.6 | 51879 89.1 26.1
k=2 (|H|= | Tp=189 | Tp=17.2
1000) | Tm=70.2 | T;,=8.9

Rubis-bug 28.3 1318.5 45.8 34.7
k=3 (|H|= | Tp=40.1 | Tp=28.8
600) Trm=5.7 Tm=5.9

Rubis-jndi 75.1 1399.6 108.2 95.8
k=2 (|H|= | Tp=92.6 | Tp=87.0
600) Tm=15.6 | Tr,n=8.8

OLTP-single 214.5 | 5116.0 173.3 88.1
k=2 (|H|= | Tp=137.4 | T»,=70.6
1000) | Tr=35.9 | Tm=17.5

OLTP-multi, F= 7.2 1526.1 7.1 3.8
CPU contention k=15 Tp=4.3 Tp=3.2
Tm=2.8 Trnm=0.6

OLTP-multi, F= 6.2 1516.1 7.4 4.1
Disk contention k=14 Tp=3.3 Tp=3.6
Trm=4.1 Trm=0.5

Table 2: Comparing running times (seconds)

is usually better than that of PCM-C because PCM-
E’s aggressive strategy gets all points covered in fewer
iterations of the partitioning and checking phases.

e PCM-E typically matches or outperforms LAC-S, which
is because the silhouette computations in LAC-S per-
form O(|H|?) distance computations.

5.3.2 Comparing Diagnosis Accuracy of Phase Il

Table 3 summarizes the diagnosis accuracy of our algo-
rithms on the datasets. Full details of each query result, e.g.,
diagnosis vectors, margins, and rankings are in Appendix A.
Numbers like 1st and 2nd in Table 3 indicate the smallest
rank of a cluster C' whose diagnosis vector gives non-zero
weights to attributes relevant to the failure (smaller rank is
better). The non-zero weights in this diagnosis vector are
shown for PCM-E, with the weights for attributes relevant
to the failure shown in bold font. Each cell also shows the %
size of C' with respect to the number of historic points |H|,
and the number of (@, C) pairs in the result after filtering
with a support threshold of 2%. The following trends are
clear in Table 3.

e PCM-C and PCM-E give the best accuracy in all cases.

e MAC gives good accuracy in most cases. Recall from
Section 5.3.1 that MAC uses only a subset of the full

historic data since we had to scale down the datasets
to get MAC to run in reasonable time.

e LAC-S gives poor accuracy in many cases.

As shown in Table 3, the diagnosis accuracy of LAC-S is
poor for the Dolphin dataset when we use k = 19 for which
the silhouette cluster validity index is maximized. We tried
LAC on this dataset with different values of k ranging from
2 to 30. In most cases, the relevant attribute—the attribute
measuring available swap space, since the failure in Dolphin
is because of swap space exhaustion—was not part of the
diagnosis result. In the few cases where the relevant at-
tribute was part of the diagnosis result, it appears in some
lowly-ranked cluster (as for k = 19 in Table 3) and/or as one
among many attributes with nonzero weight in a diagnosis
vector. Furthermore, as we increase k, LAC reports more
and more clusters in the result, each cluster with its own
diagnosis vector; so we can’t be confident about any of the
output clusters or diagnosis vectors.

On the other hand, note from Table 3 that both PCM-C
and PCM-E report the relevant attribute (as one of two at-
tributes) in the diagnosis vector of the top-ranked cluster,
which contains close to 40% of the total historic data. This
result illustrates the power of PCM’s query-aware cluster-
ing. The Dolphin data contains many patterns because of
the general effects of software aging, causing LAC’s query-
unaware clustering to generate clusters that are not relevant
to the query-specified failure points.

We have also compared PCM-E with two correlation-based
techniques [7, 8] and two baselining-based techniques [2] pro-
posed in previous work. The results of PCM-E are supe-
rior to all these techniques. Because of space constraints,
these results, with descriptions of the previous techniques,
are given in Appendix B.

5.3.3 Conciseness of PCM-E’s Diagnosis Vectors

Diagnosis vectors from PCM-E usually have very few at-
tributes of nonzero weight, even for high-dimensional datasets.
This property makes it easy to interpret results. The last
column of Table 3 gives the diagnosis vector of the relevant
cluster produced by PCM-E. For example, PCM-E’s diag-
nosis vector for Rubis-bug contains only 2 attributes (out
of 110) with nonzero weights: one with weight 0.39, and
the other with weight 0.61. (Sum of absolute weights is 1.)
The latter attribute pinpoints the buggy Java bean. PCM-
E’s diagnosis vector for Dolphin contains only 2 attributes
(out of 41) with nonzero weights: one with weight 0.77 and
the other with weight 0.23; both pinpoint the swap space



[ Dataset/Result [ LAC-S MAC | PCM-C | PCM-E | Diagnosis vector for PCM-E
Dolphin 8th, 5%, 14 Not found 1st, 39%, 8 | 1st, 37%, 7 | 2 nonzero weights, (0.77,0.23)
ECE Not found 2nd, 9%, 2 1st, 68%, 3 | 1st, 73%, 4 | 2 nonzero weights, (0.75,0.25)
Rubis-bug 2nd, 25%, 3 | 1st, 14%, 7 | 1st, 19%, 3 | 1st, 21%, 6 | 2 nonzero weights, (0.61,0.39)
Rubis-jndi Not found 1st, 43%, 2 | 1st, 21%, 2 | 1st, 48%, 5 | 1 nonzero weight, 1
OLTP-single Not found 2nd, 10%, 2 | 1st, 33%, 4 | 2nd, 26%, 5 | 4 nonzero weights, (0.3, 0.34, 0.11, 0.25)
OLTP-multi,CPU | 3rd, 10%, 15 | 2nd, 25%, 4 | 2nd, 19%, 4 | 2nd, 26%, 5 | 3 nonzero weights, (0.49, 0.43, 0.08)
OLTP-multi,Disk | 1st, 20%, 14 | 1st, 69%, 4 | 1st, 70%, 4 | 2nd, 74%, 4 | 3 nonzero weights, (0.55, 0.24, 0.19)

Table 3: Comparing diagnosis accuracy (see Section 5.3.2)

exhaustion problem causing the crash.
6. RELATED WORK

Fa differs from all previous work on automated diagnosis
in three significant ways: (i) integration of Phase I (diag-
nosing recurrent failures) and Phase II (diagnosing failures
not seen previously); (ii) considering robustness of diagno-
sis to errors in monitoring data; and (iii) providing reliable
confidence estimates.

Diagnosis Phase I: Automated diagnosis of recurrent
problems has been considered in previous work, e.g., [25, 4,
24, 9]. [25] builds a multi-class classifier on system event
traces to classify previously-solved problems. We have em-
pirically shown the advantages of signature databases over
multi-class classifiers, especially in terms of robustness. [24]

gives signature-generation techniques which assume that symp-

toms of each failure have been identified in the monitoring
data; which is impractical in the settings we consider where
only raw monitoring data is available. [4] considers a very
different type of monitoring data—function call stacks from
system failures—and gives stack matching and indexing al-
gorithms. [9] extracts indexable signatures from failure data
by finding metrics that differentiate a failure state from the
healthy states. Instead, Fa captures the difference between
one or more failure states from other failure states using
annotation information which is ignored in [9].

Fa’s signature database generation resembles solving a
multi-class classification problem using an ensemble of bi-
nary classifiers (e.g., see [1]). However, our focus on robust-
ness to errors and reliable confidence estimates, and our new
weighting algorithm in Section 3.4, differentiate Fa’s Phase
I from previous work by the machine-learning community.

Diagnosis Phase II: Unlike query-aware clustering, pre-
vious work on Phase II of diagnosis predominantly takes one
of the correlation-based (e.g., [7, 8]) or baselining-based ap-
proaches (e.g., [2]). [7] applies decision-tree learning tech-
niques to rank different system components based on their
correlation with system failures. [8] applies Bayesian-network
learning techniques to correlate performance metrics with
high-level system behavior. [2] proposes a heuristic to rep-
resent the baseline behavior of a Web service; and applies
anomaly detection techniques to categorize deviation from
the baseline behavior. We have compared PCM-E empiri-
cally on real monitoring datasets with the algorithms in [7,
8, 2]; the experimental results are reported in Appendix A).
PCM-E performed the best due to the noisy and dynamic
nature of the monitoring data.

Failure diagnosis in database systems: Oracle’s re-
cent ADDM tool [10] shows the growing interest among
database vendors on automated diagnosis of database fail-
ures. Fa differs from ADDM in two ways: (i) Fa targets a
broader class of systems (e.g., multitier services); and (ii)
ADDM relies on a static knowledge base gathered by Ora-
cle experts over the years, while Fa automates the process

of generating the signature database from monitoring data.
ADDM and Fa can complement each other.

7. CONCLUSION

We showed how Fa’s new contributions address the five
challenges from Section 1 for an automated diagnosis tool:

e Noisy data: Our empirical evaluation (Sections 5.2.3
and 5.3.2) showed how Fa maintains high diagnosis
accuracy in the presence of errors in the monitoring
data.

e High dimensionality: Fa can pinpoint the 1-2 attributes
related to a failure even in the presence of 50-100 at-
tributes (Section 5.3.3).

o Dynamic systems: Both Fa’s signature database gen-
eration and query-aware clustering can deal with mul-
tiple healthy and failure states and rapid state transi-
tions.

e Reuse: Fa’s techniques for Phase I increase reuse of
previous diagnosis results by enabling high accuracy
while minimizing invocations of Phase II (Section 5.2.1).

e Trust: Our empirical evaluation showed how Fa’s con-
fidence estimates and diagnosis vectors are very reli-
able.
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APPENDIX

A. DETAILS OF DIAGNOSIS RESULTS

In this section we give the details of the results summa-
rized in Table 3. The results are given per dataset.

A.1 Dolphin

The most relevant attribute for the Dolphin dataset mea-
sures available swap space (usedSwapSpace), since the fail-
ure in Dolphin is because of swap space exhaustion. Also
relevant are attributes that are related to the temporary
space available, e.g., tmpDirUsed and tmpDirAvail.
LAC-S: There are 14 clusters with a support of 2%. The
diagnosis vector of the top-ranked cluster has weight 0.1 for
tmpDirUsed, and three other attributes. This cluster has a
margin of 0.38. The number of tuples in this cluster is 667,
of which 100% comes from points that are not categorized
as failures. The 8th-ranked cluster has weight 0.19 for user-
SwapSpace, and seven other attributes. This cluster has a
margin of 0.1. The number of tuples in this cluster is 260,
of which 98% comes from points that are not categorized as
failures.

MAC: There are 3 clusters with a support of 2%. The
relevant attributes are not part of the diagnosis vectors of
these three clusters.

PCM-C: The top-ranked cluster has a diagnosis vector
with weight —0.74 for tmpDirUsed and weight —0.26 for
usedSwapSpace. This cluster has a margin of 0.39. The
number of tuples in this cluster is 1923, of which 96.5%
comes from points that are not categorized as failures. There
are 8 clusters with 2% support.

PCM-E: The top-ranked cluster has a diagnosis vector with
weight —0.77 for tmpDirAvail and and weight —0.23 for
usedSwapSpace. This cluster has a margin of 0.39. The
number of tuples in this cluster is 1790, of which 96.2%
comes from points that are not categorized as failures. There
are 7 clusters with 2% support.

A2 ECE

The failure is because of exhaustion of free memory. The
relevant attribute in the data is realMemFree.
LAC-S: There are 2 clusters with a support of 2%. The
relevant attribute is not part of the diagnosis vectors of these
clusters.
MAC: The 2nd-ranked cluster has a diagnosis vector with
weight —0.99 for realMemFree. (realMemFree is also part of
the top-ranked cluster, but with a very small weight.) This
cluster has a margin of 0.48. The number of tuples in this
cluster is 94, of which 89.4% comes from points that are
not categorized as failures. There are 2 clusters with 2%
support.
PCM-C: The top-ranked cluster has a diagnosis vector with
weight —0.98 for realMemFree. This cluster has a margin
of 0.47. The number of tuples in this cluster is 3200, of
which 85.1% comes from points that are not categorized as
failures. There are 3 clusters with 2% support.
PCM-E: The top-ranked cluster has a diagnosis vector with
weight —0.74 for realMemFree. This cluster has a margin
of 0.27. The number of tuples in this cluster is 3450, of
which 84.7% comes from points that are not categorized as
failures. There are 4 clusters with 2% support.

A.3 Rubis-bug

The relevant attributes measure the number of invoca-
tions per minute for different procedures of the BuyNow Java
module in the application server.

LAC-S: The 2nd-ranked cluster has a diagnosis vector with
weight 1 for the invocation of the getItemld procedure in the
BuyNow Java module. This cluster has a margin of 0. The
number of tuples in this cluster is 363, of which 50.1% comes
from points that are not categorized as failures. There are
3 clusters with 2% support.

MAC: The top-ranked cluster has a diagnosis vector with
weight 1 for the invocation of the getltemld procedure in
the BuyNow Java module. This cluster has a margin of 0.1.
The number of tuples in this cluster is 83, of which 98.8%
comes from points that are not categorized as failures. The
2nd-ranked cluster has a diagnosis vector with weight 1 for
the invocation of the getNextBuyNowlID procedure in the
IDManagerHome Java module which invokes procedures in
the BuyNow module (and thus, is affected by the failure of
the BuyNow module.) This cluster has a margin of 0.11.
The number of tuples in this cluster is 75, of which 100%
comes from points that are not categorized as failures. There
are 7 clusters with 2% support.

PCM-C: The top-ranked cluster has a diagnosis vector with
weight —0.26 for the invocation of the getltemld procedure
in the BuyNow Java module. This cluster has a margin of
0.07. The number of tuples in this cluster is 173, of which
98% comes from points that are not categorized as failures.
The 3rd-ranked cluster has a diagnosis vector with weight
1 for the invocation of the getNextBuyNowID procedure in
the IDManagerHome Java module which invokes procedures
in the BuyNow module (and thus, is affected by the failure of
the BuyNow module.) This cluster has a margin of 0.06. The
number of tuples in this cluster is 48, of which 98% comes
from points that are not categorized as failures. There are
3 clusters with 2% support.

PCM-E: The top-ranked cluster has a diagnosis vector with
weight —0.21 for the invocation of the getltemld procedure
in the BuyNow Java module. This cluster has a margin of
0.07. The number of tuples in this cluster is 186, of which
97.8% comes from points that are not categorized as failures.
The 2nd-ranked cluster has a diagnosis vector with weight
1 for the invocation of the getNextBuyNowID procedure in
the IDManagerHome Java module which invokes procedures
in the BuyNow module (and thus, is affected by the failure
of the BuyNow module.) This cluster has a margin of 0.06.
The number of tuples in this cluster is 121, of which 99%
comes from points that are not categorized as failures. There
are 6 clusters with 2% support.

A.4 Rubis-jndi

The relevant attributes measure the number of invocations
per minute for different procedures of the SearchltemsByRe-
gion Java module in the application server.

LAC-S: There are 2 clusters with a support of 2%. The
relevant attributes are not part of the diagnosis vectors of
these clusters.

MAC: The top-ranked cluster has a diagnosis vector with
weight 0.73 for the invocation of the create procedure in
the SearchltemsByRegion Java module. This cluster has a
margin of 0.11. The number of tuples in this cluster is 257,
of which 96.1% comes from points that are not categorized
as failures. There are 2 clusters with a support of 2%.



PCM-C: The top-ranked cluster has a diagnosis vector with
weight 0.92 for the invocation of the create procedure in
the SearchltemsByRegion Java module. This cluster has a
margin of 0.09. The number of tuples in this cluster is 316,
of which 99.4% comes from points that are not categorized
as failures. There are 2 clusters with a support of 2%.
PCM-E: The top-ranked cluster has a diagnosis vector with
weight 1 for the invocation of the create procedure in the
SearchltemsByRegion Java module. This cluster has a mar-
gin of 0.07. The number of tuples in this cluster is 717, of
which 95.7% comes from points that are not categorized as
failures. There are 5 clusters with a support of 2%.

A.5 OLTP-single

The relevant attribute measures CPU utilization on the
OLTP server.
LAC-S: There are 2 clusters with a support of 2%. The
relevant attribute is not part of the diagnosis vectors of these
clusters.
MAC: The 2nd-ranked cluster has a diagnosis vector with
weight 1 for the attribute measuring CPU utilization (in OS
space) on the OLTP server. This cluster has a margin of
0.76. The number of tuples in this cluster is 103, of which
0% comes from points that are not categorized as failures.
PCM-C: The top-ranked cluster has a diagnosis vector with
weight 0.48 for the attribute measuring CPU utilization (in
OS space) on the OLTP server. This cluster has a margin
of 0.61. The number of tuples in this cluster is 1222, of
which 88.9% comes from points that are not categorized as
failures. There are 4 clusters with a support of 2%.
PCM-E: The top-ranked cluster has a diagnosis vector with
weight 0.3 for the attribute measuring CPU utilization (in
OS space) on the OLTP server. This cluster has a margin
of 0.01. The number of tuples in this cluster is 1162, of
which 78.66% comes from points that are not categorized as
failures. There are 5 clusters with a support of 2%.

A.6  OLTP-multi (CPU-based Failure)

The relevant attribute measures CPU utilization on the
OLTP server.
LAC-S: The 3rd-ranked cluster has a diagnosis vector with
weight 0.47 for the attribute measuring CPU utilization (in
OS space) on the OLTP server. This cluster has a margin
of 0.34. The number of tuples in this cluster is 71, of which
28.2% comes from points that are not categorized as failures.
There are 15 clusters with a support of 2%.
MAC: The 2nd-ranked cluster has a diagnosis vector with
weight 0.58 for the attribute measuring CPU utilization (in
OS space) on the OLTP server. This cluster has a margin of
0.33. The number of tuples in this cluster is 176, of which
42.6% comes from points that are not categorized as failures.
There are 4 clusters with a support of 2%.
PCM-C: The 2nd-ranked cluster has a diagnosis vector
with weight 0.47 for the attribute measuring CPU utiliza-
tion (in OS space) on the OLTP server. This cluster has a
margin of 0.34. The number of tuples in this cluster is 130,
of which 42.3% comes from points that are not categorized
as failures. There are 4 clusters with a support of 2%.
PCM-E: The 2nd-ranked cluster has a diagnosis vector
with weight 0.57 for the attribute measuring CPU utiliza-
tion (in OS space) on the OLTP server. This cluster has a
margin of 0.33. The number of tuples in this cluster is 179,
of which 39.1% comes from points that are not categorized

as failures. There are 5 clusters with a support of 2%.

A.7 OLTP-multi (Disk-based Failure)

The relevant attributes measure disk-usage (e.g., number
of bytes or disk blocks read or written) on the OLTP server.
LAC-S: The top-ranked cluster has a diagnosis vector with
weight —1 for the attribute measuring disk blocks read per
second on the OLTP server. This cluster has a margin of
0.81. The number of tuples in this cluster is 137, of which
64.96% comes from points that are not categorized as fail-
ures. There are 14 clusters with a support of 2%.

MAC: The top-ranked cluster has a diagnosis vector with
weight —1 for the attribute measuring disk blocks read per
second on the OLTP server. This cluster has a margin of
0.8. The number of tuples in this cluster is 482, of which
44.8% comes from points that are not categorized as failures.
There are 4 clusters with a support of 2%.

PCM-C: The top-ranked cluster has a diagnosis vector with
weight —0.74 for the attribute measuring disk blocks read
per second on the OLTP server. This cluster has a margin
of 0.29. The number of tuples in this cluster is 485, of which
45.6% comes from points that are not categorized as failures.
There are 2 clusters with a support of 2%.

PCM-E: The top-ranked cluster has a diagnosis vector with
weights —0.47, —0.23, and 0.24 for the attributes measuring
disk blocks read per second, disk blocks written per second,
and number of OS-level writes per second respectively on
the OLTP server. This cluster has a margin of 0.04. The
number of tuples in this cluster is 513, of which 41.3% comes
from points that are not categorized as failures. There are
4 clusters with a support of 2%.



Diagnosis approach | Causative attributes found

Correct result Primary attribute: usedSwapSpace attribute (see Section 5.3.2);
Secondary attributes: tmpDirAvail, tmpDirSize, or tmpDirUsed
PCM-E usedSwapSpace (w1 = —0.23), tmpDirAvail (wa = —0.77) in first cluster with 37% points
Metric attribution None of the primary or secondary attributes in top-5 attributes in diagnosis vector
CART-based diagnosis None of the primary or secondary attributes in top-5 attributes in diagnosis vector
KDE-based diagnosis Attribute usedSwapSpace has weight = 1.0 and is one among five attributes in the
diagnosis vector with weight = 1.0, and one among 20 attributes with weight > 0.99
Gaussian-based diagnosis None of the primary or secondary attributes in top-5 attributes in diagnosis vector

Table 4: Comparison with previous approaches

B. EXPERIMENTAL COMPARISONWITH
PREVIOUS WORK

We used the Dolphin dataset in Table 1 to compare our
algorithms for diagnosis query processing with the following
algorithms from previous work:

e The metric-attribution approach from [8] first learns a
Tree-augmented Bayesian network classifier [23] using
H U F, and then infers which attributes in A1,..., Ay,
correlate highly with the attribute that tracks failures
in the data (e.g., failures in Example 1). The highly-
correlated attributes are output as the single diagnosis
vector in the query result. Note that this technique
does not partition the data into one or more clusters;
the entire data is considered to be a single cluster. We
did not consider the extended approach in [9]—which
first partitions H U F' into windows of fixed size W, and
then applies metric attribution per window—because
there is no principled approach for choosing the window
size W.

e The CART-based diagnosis approach [7] learns a deci-
sion tree T' from HUF', and then outputs the attributes
used in the top-level decision nodes in T" as part of the
single diagnosis vector. Partitioning H into clusters is
not considered in [7].

e The baselining-based approach described in [2] first cap-
tures the distribution Da,; of each attribute A;, 1 <
i < n, using the historic data H. The distribution
can be approximated by a Gaussian distribution or us-
ing Kernel Density Estimation (KDE) [15]. Then, [2]
computes the probability of D4, having produced the
measurements of A; in F. If this probability is low,
then A, is included in the output diagnosis vector with
a weight equal to the inverse of this probability.

The experimental results on the Dolphin dataset are summa-
rized in Table B. For the metric attribution, CART-based
diagnosis, and baselining-based approaches, we include the
five most relevant metrics from the output diagnosis vector.
Note that the results show a clear advantage of our PCM-E
algorithm over the previous approaches in terms of diagnosis
accuracy.



