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1 Introduction

Increasingly, critical compute services are being delivered across large-scale networks.
However, there are no mechanisms for provisioning distributed network resources (such
as compute power, network bandwidth, storage, etc.) to meet target levels of perfor-
mance, availability, or data quality. One approach to achieving application-specific tar-
gets is to over-provision distributed resources. Unfortunately, this imposes significant
resource waste as all applications must plan for peak levels of demand. Further, there is
no graceful way to degrade as network or application characteristics change, the system
comes under attack, individual components of the distributed system fail, etc.

Thus, an important current challenge to distributed computing is automatically pro-
visioning large-scale distributed network resources (hundreds of thousands of cooper-
ating sites across the wide area, each composed of thousands of individual machines)
to meet the requirements of a broad range of competing services. Important questions
include determining per-application resource allocation, replica placement, and request
routing. A common theme behind much of this work involves achieving target levels of
application “utility” with the minimal global “cost”.

As discussed earlier, utility may be measured in any number of application-specific
ways, including performance, availability, and data quality. Performance typically lends
itself to a straightforward application-specific definition, such as throughput. Availabil-
ity is more difficult to quantify [9]. Traditional measures of availability for a network
service typically focus on service uptime. However, in a system the size of the Internet,
it is highly likely that a failure in the middle of the network will prevent a subset of
clients from accessing an otherwise functional service. Along these lines, a service may
be functioning correctly, but under such heavy load that it is unable to deliver satisfac-
tory performance for a portion of the request stream. An appropriate definition of avail-
ability must account for all such considerations. Thus, we view appropriate availability
metrics, benchmarks, and evaluation methodologies as an important research challenge
in isolation. Data quality may be measured in a number of ways, including the percent-
age of the database represented by a given query [3, 5] or the consistency level of the
returned data [8]. Overall system utility may take the form of more complicated convo-
lutions of individual underlying metrics, for instance, maximizing performance while
maintaining some minimal level of data quality. In general, delivering higher utility re-
quires additional system resources, for instance, more CPUs or network bandwidth to



deliver higher throughput or additional service replicas to improve availability. Thus, an
important research goal is to determine techniques for maximizing utility for minimal
cost.

At a high level, we are pursuing key questions in the coordinated use of shared
computing and storage resources across the Internet to systematically improve the per-
formance and availability of Internet services. We envision a collection of server sites
(e.g., data centers) distributed across the Internet and managed in a coordinated fash-
ion as a shared physical infrastructure for decentralized Internet applications. Rather
than forcing individual applications to reimplement significant functionality and to re-
dundantly administer distributed service resources, anoverlay peer utility service[1],
Opus, dynamically allocates resources among competing applications. We see four key
challenges to realizing this vision:

Infrastructures for decentralized, replicated services.A fundamental premise of
the architecture is that application structure allows a dynamic mapping of functions
and data onto physical resources, including dynamic replication. One key question in-
volves whether it is possible for a shared infrastructure to simultaneously support the
requirements of a broad range of network services, including replicated web services,
application-layer multicast, and storage management.

Overlay construction and service quality.The number and placement of server sites
affects multiple dimensions of service quality in a complex way. While allocation of ad-
ditional server sites typically yields better performance and availability, in some cases
additional resources can actually reduce overall performance and availability [9]. For a
replicated service, the need to propagate updates between replicas imposes new network
demands and may compromise availability for applications with strong consistency re-
quirements. Further, the availability and performance of a candidate replica configura-
tion depends in part on the overlay topology connecting the replicas. To configure over-
lays automatically, the system must efficiently generate valid candidate topologies that
meet service quality goals while balancing network performance and cost. Finally, algo-
rithms for building target overlay topologies must be scalable and adaptive to changing
network characteristics.

SLAs for automated provisioning and configuration.One key issue is expressing
application targets for service quality and using these targets to balance competing de-
mands on the system. We are investigating the utility of expressing such goals in eco-
nomic terms as continuousutility functionsthat specify values (“revenue”) associated
with various levels of service volume and quality for each customer. These utility func-
tions form the basis of Service Level Agreements incorporating multiple dimensions of
service quality, including availability and consistency quality as well as performance.
Our recent work [2, 4] shows that utility functions can capture dynamic tradeoffs of
service quality and cost; a key challenge of our future work is to extend this approach
to balance competing dimensions of service quality in an application-directed way.

Scalable resource mapping.The core of the Opus architecture is a set of resource
allocation algorithms to map services and their workloads onto the physical server re-
source pool. Based on a prioritization of hosted applications, individual utility nodes
must make local decisions, based on potentially outdated information, to approximate
the global good. In the wide area, highly variable network conditions make replica



placement as important a decision as the overall percentage of resources allocated to a
particular application. In fact, fewer well-placed replicas are likely to outperform more
poorly-placed replicas, especially when considering consistency requirements and per-
application scalability issues.

As described in more detail below, Opus uses utility functions to evaluate candi-
date resource allotments by balancing their costs and benefits, and allocates resources
to maximize global value. The resulting optimization problems are practical and effi-
cient given reasonable constraints on the form of the utility functions [6]. Moreover, the
utility functions provide a common measure of value that can serve as a foundation of a
market-based approach to dynamic resource allocation for large-scale Internet services.

2 An Overlay Peer Utility Service

We are pursuing our agenda of dynamically placing functionality at appropriate points
in the network in the context of Opus [1], an overlay peer utility service. As discussed
earlier, individual applications specify their performance and availability requirements
to Opus. Based on this information, Opus maps applications to individual nodes across
the wide area. The initial mapping of applications to available resources is only a start-
ing point. Based on observed access patterns to individual applications, Opus dynam-
ically reallocates global resources to match application requirements. For example, if
many accesses are observed for an application in a given network region, Opus may
reallocate additional resources close to that location. One key challenge to achieving
this model is determining the relative utility of a given candidate configuration. That
is, for each available unit of resource, we must be able topredicthow much any given
application would benefit from that resource. Existing work in resource allocation in
clusters [2] and replica placement for availability [10] indicate that this can be done
efficiently in a variety of cases.

Many individual components of Opus require information on dynamically chang-
ing system characteristics. Opus employs a globalservice overlayto interconnect all
available service nodes and to maintain soft state about the current mapping of utility
nodes to hosted applications (group membership). The service overlay is key to many
individual system components, such as routing requests from individual clients to ap-
propriate replicas, and performing resource allocation among competing applications.
Individual services running on Opus employper-application overlaysto disseminate
their own service data and metadata among individual replica sites.

Clearly, a primary concern is ensuring the scalability and reliability of the service
overlay. In an overlay withn nodes, maintaining global knowledge requiresO(n2) net-
work probing overhead andO(n2) global storage requirements. Such overhead quickly
becomes intractable beyond a few dozen nodes. Peer-to-peer systems can reduce this
overhead to approximatelyO(lgn) but are unable to provide any information about
global system state, even if approximate. Opus addresses scalability issues through the
aggressive use of hierarchy, aggregation, and approximation in creating and maintain-
ing scalable overlay structures. Opus then determines the proper level of hierarchy and
aggregation (along with the corresponding degradation of resolution of global system
state) necessary to achieve the target network overhead.



A primary use of the service overlay is to aid in the construction of theper-application
overlays. Once resource allocation and replica placement decisions are made, Opus
must create an interconnection graph for propagating data (events, stock quotes, replica
updates) among application nodes. It is important to match an overlay topology to the
characteristics of individual applications, for instance, whether an application is band-
width, latency, or loss sensitive. In general, adding more edges to an application overlay
results in improved “performance”, with a corresponding increase in consumed network
resources. Our economic model for resource allocation helps determine the proper bal-
ance between performance and cost on a per-application basis.

Security is an important consideration for any general-purpose utility. Opus allo-
cates resources to applications at the granularity of individual nodes, eliminating a sub-
set of the security and protection issues associated with simultaneously hosting multiple
applications in a utility model. We believe that a cost model for consumed node and net-
work resources will motivate application developers to deploy efficient software for a
given demand level. Initially, we consider applications that are self-contained within a
single node. Longer term, however, a utility service must support multi-tiered applica-
tions (e.g., a web server that must access a database server or a storage tier). In such a
context, one interesting issue is determining the proper ratio of allocation among appli-
cation tiers, e.g., the number of storage nodes needed to support a particular application
server.

3 Future Challenges

There are many open question associated with realizing the above vision. To date how-
ever, we have made progress on a number of fronts as briefly summarized below.

– Continuous consistency:We have defined a continuous consistency model that cap-
tures the semantic space between optimistic and strong consistency [8]. Appli-
cations can dynamically trade relaxed consistency for increased performance and
availability, defining another dimension along which Opus can allocate resources
while balancing performance, availability, and consistency. In this space, we have
also shown how to optimally place (both in terms of number and location) repli-
cas to achieve maximum availability for a given workload and faultload (network
failure characteristics) [10].

– Cluster-based resource allocation policies:In Muse [2], we have shown how a
centralized load balancing switch can measure per-application throughput levels
and service level agreements to determine how to allocate resources to maximize
throughput (more generally “revenue”). One key challenge to extending this work
to the wide area is to make similar resource allocation decisions in a decentralized
manner based on incomplete and potentially stale information and to incorporate
other metrics beyond throughput, such as availability or consistency, into our cal-
culations.

– Adaptive Cost, Delay Constrained Overlays:As discussed above, application over-
lays form a key components of the service architecture. We are exploring the space
between small-scale overlays that use global knowledge (making them unscalable)



to construct and maintain appropriate topologies and large-scale peer-to-peer sys-
tems that randomly distribute functionality across the network to achieve scalabil-
ity (while sacrificing control over exact performance and reliability of the resulting
topology). We have designed and built a scalable overlay construction technique
that eliminates any centralized control or global knowledge [7]. Our performance
evaluation indicates that we are able to export a flexible knob that allows applica-
tion developers to quickly converge to structures that deliver the performance of
shortest path trees (with associated high cost) at one extreme and the low resource
utilization of a minimum cost spanning tree at the other extreme (with associated
low performance). Applications are able to specify where on this spectrum they
wish to reside based on current network and application characteristics. The struc-
ture is also adaptive to changing network conditions, quickly adapting to achieve
target levels of performance or cost with low per-node state and network overhead.

The key challenge is to pull together the individual pieces described above and to
weave in additional best practices to build and deploy a distributed service that fairly
allocates global resources among competing applications while dynamically adapting
to changing client access patterns and network characteristics.
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