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Abstract

Presence-sharings a promisingplatform for coopea-
tivelocation-awae applications but applicationsmustpro-
videdirectbene tto usesfor their presencénformation. If
not, theseserviceggive uses strong incentivego free-load
to avoidprivacyrisksandadministative burden.Modeling
presence-sharingsan IteratedPrisoner’s Dilemmashows
that it is not sustainableundertheseconditions. Thus,to
createsustainablepresence-sharingve proposeintroduc-
ing atrustedbrokerto transformthegamefroma Prisoner's
Dilemmato a transactionakexchange.

1 Intr oduction

With the increasedavailability of BlueTooth-enabled
mobile phonesand PDAs, presence-sharingamong in-
dependentmobile usersis emeging as a new location-
aware serviceon which to build mobile applicationg13].
Example uses of presence-sharingnclude tagging data
such as digital imagesin supportof identity-based le
search,mobile social networks [6], and mobile messag-
ing servicessimilar to the "missed connections"feature
on craigslist.com [11]. While presence-sharinig a
promising platform becauseof its decentralizedapproach
andeaseof deployment,usersof applicationsthat depend
on it must often confrontthe trade-of betweenexposing
themselesto additionalprivagy risksandburdeningthem-
selveswith the administratve overheadof managingthat
risk.

Mobile usersareunlikely to feel comfortableparticipat-
ing in systemavherestrangersanwalk by andknow their
identity. A simpleapproachto privagy is to divide the net-
work into thosewho aretrustedto know a users presence
andthosewho are not, but this is insufcient. Thereare
situationswhere usersdo not want to risk leaving a trail
of digital footprints, even (and sometimesespecially!) for
their otherwisetrustedfriends. Thus,usersmustcraft poli-
ciesthat specify not only who may seetheir presencebut

alsowher andwhenthey may. Theserulesarea function
of social relationsthat are dif cult to predictand change
overtime. Managingrisk in suchan ervironmentrequires
continuouauserattentionandeffort.

Often compoundingthe trade-of betweenprivagy and
administratve burdenis the absencenf proportionalcom-
pensatiorfor thesecosts. Thereare applicationsin which
userscanexpectsomedirectbene tfrom sharingtheir pres-
ence suchasin smartervironmentd3]. For otherssuchas
using presencdo tag digital images,a users presenceli-
rectly bene tsothersbut notthe userherself.

This createsa strong incentve for usersto free-
load by concealingtheir presenceto avoid the privacy-
administrationtrade-of while continuingto benet from
theservice.Presence-sharirig not sustainableinderthese
conditions becaus¢hesharedesourceas notfungible. Ac-
cessto the most altruistic users' datacannotcompensate
for thosewho withhold. Becauseof this, we believe that
applicationand systemdesigneranusttake an incentives-
compatibleapproachto presence-sharingA participants
incentvesto make her presenceknown to othersmustbe
alignedwith the greatemgoalsof the applicationor system.

The rest of this paperis organizedas follows: in
Section2 demonstratehe usefulnesof presence-sharing
by describingthree example applications;in Section 3,
we model presence-sharingas an lIterated Prisoners
Dilemma 1] and argue that constrainingsharingthrough
brokeredpresence-echangesis crucialfor creatingsustain-
ablenetworks; nally, in Sectiord we make someconclud-
ing remarks.

2 Presence-Sharing

Presence-sharings a subsetof location-avarenessn
which collocateduserstransmitshort-rangéroadcastshat
identify themselesto others. Figure 1 shawvs sucha net-
work. This sectiondescribesthree example applications
that rely on presence-sharingle tagging, mobile social
networking, and missedconnectionmessaging.Our pur-
poseis notto explore the speci ¢ incentvesissuesof each



This gure shavs a presence-sharingetwork in which nodesA andB aresharingtheir presencebut nodesC, D, andE are
not. Nodesrely onthe short-rangeadiobroadcastsf othersto know whois nearby

Figure 1. Example Presence-Sharing Network

application,but ratherto demonstrateéhe rangeof useful
servicesenabledoy presence-sharing.

2.1 File Tagging

We began thinking about presence-sharingecauseof
an interestin identity-basedle search. Both commer
cial [8, 14] andresearcH15] operatingsystemshave be-
gunto embracesearchasa rst-classdataorganizatiortool.
Thesesystemgypicallyrely on le namestimestampsem-
beddedkeywords,and computationatontet [15] to build
their searchindexes. Unfortunately there are occasions
when corventionalsourcesof meta-dataareinadequater
unavailable.

Onesuchoccasioris whenausemwantsto retrieve media
les basedontheidentity of their subject,suchas” nd the
picturesof Boh.” Supportfor thiskind of searchs bothim-
portantandhard. The portion of PC users'datacomposed
of personalmulti-media les suchas digital photographs
andvideo is growing exponentially[12] and at leastone
study of cameraphone use found that imagesof people
comprisedover half of all imagestaken[10]. Furthermore,
media les arenotoriouslydif cult to index sincethey do
not containtext andareassigneampaquenameshy the de-
vicesthatcreatethem.

Presence-sharingan automaticallyassignsearchable,
identity-based attributes to images by associatingthe
presenceinformation available when a picture is taken.
MMM2 [2] comesclosestto this idea by using presence
to suggesuserswith whomto shareanimage.

A generalizatiorof the mediameta-dataapplicationis
using presencdo organize les on mobile devices. Orga-
nizing les on devicessuchas mediaplayers,PDAs, and
mobile phoness cumbersomelueto fundamentakizeand
form-factorconstraintshatlimit device displaysandinputs.
Searctcanamelioratehis problemby allowing usergo cre-
atedatawithout worrying abouthow to organizeit, relying
insteadon searchenginedor retrieval. Ideally, ausercould
get out a device, do work with it, andthen put away the
device, with all input dataautomaticallyorganizedby the
system. The email serviceGmail [7] is an example of a
similar approactin anothercontext.

Presence-sharinganbe a sourcehighly relevant meta-
data,particularlyin mobile ernvironmentswheredatas se-
manticsarecloselyrelatedto the physicalcontext in which
it is created.For example,a workshopattendeemight take
notesduring a talk on her PDA. Using presence-informed
le meta-datashecould write thosenoteswithout worry-
ing aboutnaminga new le or directoryandlaterretrieve
her notesby searchingor the nameof the spealer or the
namesf otherattendees.

2.2 Mobile Social Networking

Presence-sharingan also be usedto createmobile so-
cial networks. Traditional social network websites,such
asfriendster.com or myspace.com , allow usersto
createpersonalizegbro les thatarelinkedto their friends'.
This allows usersto nd peoplewith commoninterestsby
browsingthe pro le graph. A mobile social network net-



work provides similar opportunitiesto meetnewv people
only in physicalspaceatherthanoverthe Internet.

Social Serendipity[6] typi es sucha network. Each
Serendipityuser lls outapro le containingasmallphoto-
graph,interestsusernameandlist of friends. Serendipity
alsoassociatesachpro le with aBlueToothMAC address
andmobile phonenumber In socialsituations,a Serendip-
ity sener calledBlueDarlistensfor nearbyBlueTooth de-
vicesanduseghe devices' MAC addresse look up their
associategro les. If therearecollocateduserswith over-
lappinginterests Serendipitysendsa text messageontain-
ing thepro le of eachusers matchalongwith a suggestion
thatthey meet.Basedonthepro le' sphoto,ausemaythen
look for their matchin theroomandintroducethemseles.

2.3 Missed Connection Messaging

Our nal exampleapplicationis missedconnectiormes-
saging. The term “missedconnection”is derived from a
featureof the popularwebsite,craigslist.com . This
serviceallows usersto postmessagesor peoplethey en-
counteredin the recent past but were unableto speak
to at the time. Cities such as Boston, New York and
SanFranciscogeneratdnundredsof missedconnection®on
craigslist.com eachday. Most postingsareromantic
inquiries,but therearealsorequestdor lostitems,suchas
“did anyone nd thelaptopl left in my taxi around2PM;
andnoti cations of founditems,suchas*l found a setof
keys atthe coffeeshop.

While popular this serviceis by no meansideal. First,
userscanneverbesureif theirmessagéasheenseerby the
intendedrecipient. Secondauthenticatingespondentsan
be dif cult. It is notuncommonto seemessages which
a respondents requiredto provide somedetail of the en-
countersuchas"Y ouweremy waitresspleaseell mewhat
| ordered. Presence-sharinglongwith a trustedservice
mappingdevicesto pro les couldimprove both problems.

Userscouldrecordtheidentitiesof thedevicesthey came
into contactwith. Thenbasedon the presencénformation
recordedduring a socialsetting,they could askthe service
to route messages$o the ownersof eachdevice. To fur-
therensurethatthe messageeachedhe correcttarget, the
sendemightbeallowedto browsethepro les correspond-
ing to the devicesshesaw or specifythatthe messagenly
be forwardedto userswith speci ¢ attributes(male or fe-
male, older or younger etc.). This designcould also sup-
port messagingiserswith indirect links. For example,a
taxi driver's presenceouldbeusedto connecthe ownerof
alostlaptopto the passengerthatfollowedhim.

3 The Prisoner's Dilemma

To analyzetheincentvesfacedby presence-sharense
assumethat mobile usersare rational, but not malicious.
Userstry to minimizethe costof usingaservicewhile max-
imizing thebene tthey recevefromit. Theprimarycostof
sharingone's presencés therisk of thatinformationfalling
into the wrong hands. Importantly usersneednot be ma-
licious to be “the wrong hands”sincethe sensitvity of lo-
cationprivagy dependsn time and place. For example,a
teenagemay not want his friendsto know thathe andan-
otherclassmatenetfor coffeeona Saturdaynight.

We canmodelpresence-sharirgsa Prisoners Dilemma
game. The most common variation of the Prisoners
Dilemmais onein whichtwo agentsA andB, playagame
with two actions:coopeationanddefection Dependingn
whatthey do, agentscanreceve four possiblepaymentsat
the conclusionof the game:t for “temptation; r for “re-
ward; p for “punishment, ands for “suckered”,wheret >
r>p>s.

To play the game,both agentssubmittheir actionto a
refereewithout seeingthe other's. The refereethenhands
out paymentsiependingntheactionschosenlIf A andB
bothchooseo cooperatebothrecever; if bothdefect,both
getp. If onedefectsandthe othercooperatesthe defector
is paid the greatesamount,t, andthe cooperatie agentis
paidtheleastamount,s. The payof matrix for this gameis
in Tablel.

What shouldanagents strateyy be? If B cooperatesit
is bestfor A to defectsincea paymentof t is betterthan
a paymentof r. If B defectsiit is alsobetterfor A to de-
fect sincea paymentof p is morethans. Thereinlies the
dilemma. A andB canboth achiere preferableoutcomer
throughcooperationput their mutual distrustleavesthem
bothwith p.

3.1 Incentiv es in Presence-Sharing

In a presence-sharingetwork, agentscooperateby re-
vealingtheir presenceand defectby concealingit. b. .
denoteghe bene t to agent of knowing that someother
agent isinplace attime .c. . denoteghecostto
of knowingthat isinplace attime . Finally,p. .
denotegheprobabilitythat isin place attime . Thus,
p, ; c. . istheexpectedcost,or privag risk, relatve
to incurredby whenbroadcastindgierpresencen at
. Similarly,p; ; b. is theexpectecbene tto in
at if cooperates.

There are scenariosn which c. . may be lessthan
zero. Thishappenavhen bene tsfrom 'sknowing that

isin place attime . However,in mostcases. . 0
andwe will assumethis for the remainderof our analysis.
Thisassumptiolis reasonabléor theapplicationsliscussed



BC BD
AC| A nB:r| A:s,B:t
AD | A:t,B:s| A:p,B:p

This table shawvs the payofs for various combinationsof
cooperatior(C) anddefection(D) by agentsA andB . Pay-
offs are denotedby r for reward, p for punishments for
suclered,andt for temptationwheret> r> p> s.

Table 1. Payoff Matrix for the Prisoner' s
Dilemma

in Section2: in le tagging,usersonly bene t from the
presencenformationof others;in mobile social networks
andmissedconnectiormessagingysersbene t from con-
tactwith whatis likely to be a small fraction of the entire
network.

Ourde nitions leadto thefollowing payofs for agentA

in place attime for atwo-nodepresence-sharinget-
work with agentB:

ta = Ps; ; tg; ;

ra = (pe: ; @;; ) (ps;; Cé;; )

pn = 0

SA = (pB; ; CS; ; )

If A joinsalargernetwork with membersn N, thenwhen-
ever A's time-spacecoordinatechangesA playsjNj 1
simultaneouggameswith eachmemberof N. Thus, for
eachtimeincrementA's payofs are

X
ta = p. . B
>€N
fa = (p; - UA) (p; CA)
2N
pA=g(
SA = (p; ; CA)
2N

Reapplyingthelogic from the original Prisoners Dilemma
to thesepayofs yields the sameresult: A will alwaysde-
fect.

We shouldexplain why administratve costsare absent
from our model. The costof selectve accesscontrol is
dif cult to quantify; but a policy basedsolely on user
identities—wherecooperatiormeansbroadcasting: token
thatonly trusteduserscaninterpret—would have the effect
of shrinkingN . This might reducethe incentve to defect
sinceasmallerN increaseshevalueof sa.

However, only perfectaccescontrolcanmake sy = 0
andtp = ra andenablecooperationn a single round of
the Prisoners Dilemma. Furthermoregevenif perfectac-
cesscontrol were possible,its costwould almostcertainly

be non-zero,while the costof always defectingwould re-
main zero. Becauseof this, including administratve costs
in thesepayofs would complicate put not alter, our result.

3.2 Enabling Cooperation

Although cooperationn a singleroundof the Prisoners
Dilemmais impossible Axelrod demonstratethroughhis
computertournamentg1] that cooperationcan emege if
the gameis playedover multiple rounds. This is calledan
IteratedPrisoners Dilemma (IPD). In anIPD, agentsplay
aroundof the Prisoners Dilemmaandremembehow their
opponentbehaed. They thenusethis historyin future en-
counterswith thatagent.

In Axelrod'stournamentsagentaisinga simple“tit-for -
tat” (TFT) stratgy consistentlyscoredthe highest. Under
TFT, anagentcooperatethe rst timeit encounteranother
agent,andthereaftersimply mimics what that agentdid in
their previousinteraction. For cooperatiorto emegein an
IPD, usersmustbe able to retain a history of their previ-
ousencountersOtherwise the gameis reducedo a series
of independentsingleroundPrisoners Dilemmasin which
cooperatioris impossible.Thus,for cooperatiorto emege
in presence-sharingye mustensurehreeconditions.

First, theremustberepeatinteractionsbetweerusers.If
usersseeeachotherat mostonce,therewill be no way to
punishdefectors Luckily, mobileusersaresocialcreatures
andarelikely to move within arelatively small social net-
work [5].

Second,usersmustknow if their partnerhasdefected.
Becausaisersareindependentwe cannoteliminatedefec-
tion, but usersmustbe aware of whenit happens.If users
“sense” anotheragent, possibly by overhearingother ra-
dio transmissionshut receive nothingin exchangeor pro-
viding their presencethenit is clearthat they have been
cheated However, moresubtleforms of defectionarealso
possible.For example,a usercould defectby broadcasting
a falseidentity. In doing so, the defectorwould eliminate
ary administratve costsand privacy risks, while obtaining
thefull bene t of theservice.

Finally, useranustknow whodefected Strongidentities
help by disablingthe Sybil attack[4]. Otherwise TFT will
alway cooperateanddefectorswill never be punished.We
can provide strongidentitiesthrougha public key infras-
tructure[9] or mobile phonenumbers.

Crucially, strongidentitiesalone are not sufcient for
identifying defectors Thisis dueto theuniquenessf pres-
enceasasharedesource AgentA cannotknow thatagent
B hasdefected,becausédf shedid, B's presencewould
necessariljhave beenrevealed. Knowing which agenthas
defected—asopposedto simply being out of broadcast
range—isequialentto knowing their presence. This is
a contradiction. Thus, to enablecooperationand achieve



BC BD
AC| A:r,B:r | A:p,B:p
AD | A:p,B:p| A:p,B:p

This table shawvs the payofs for various combinationsof
cooperatior(C) anddefection(D) by agentsA andB . Pay-
offs are denotedby r for reward, p for punishments for
suclered,andt for temptationwheret> r> p> s.

Table 2. Payoff Matrix for a Transactional Ex-
change

sustainability presence-sharingustbe transformedrom
aPrisoners Dilemmato amoreconstrainedjame.Luckily,
regulating presence-sharingia brokered exchanges pro-
videssuchatransformation.

3.3 Presence-Exc hanges

Underapresence-echangeschemeyseramovethrough
theworld periodicallybroadcastingime-, place-,anduser
speci ¢ opaqueidenti ers (OIDs). To presere users'pri-
vagy, OIDs must not directly identify their broadcaster
They shouldonly be usefulonceresolvedo a strongiden-
tity. Furthermoreresolvinga single OID shouldnot allow
a userto resohe pastor future OIDs from the samebroad-
caster Of course OIDs mustnotbecompletelyanorymous
either

Becaus®f this, resolutiongpasshroughatrustedoroker
ratherthandirectly betweenusers. The broker is a single
entity known to all usersandreachableover the Internet
atawell known name,suchasbroker.cs.duke.edu
Usersassumehatthe broker is well-behared anddoesnot
sendincorrector maliciousmessagesWhena userwants
to resohe an OID, it registersits interestwith the broker.
Thebrokerthenusestheseinterestgo identify andpropose
potentialtradesbetweerusers.

Oncethe broker hasproposedan exchange usersmust
weightheirindividual costsandbene ts. In this new game,
usersstill cannotidentify defectorsput the broker canpro-
tectcooperatie usersin thefaceof defection.If thebroker
proposesnexchangeandoneuserdefectsandonecooper
atesthebrokerwill notforwardthecooperatieusersiden-
tity to the defector This transformspresence-sharinigom
aPrisoners Dilemmato atransactionaéxchange The pay-
offs for this new gamearein Table2. Note thatuserscan
now cooperatavithoutworrying aboutbeingsuclered.

Therearetwo primary considerationgor designingthe
broker. First, at minimum the broker must map OIDs
to their broadcaster Otherwise,it cannotcoordinateex-
changesMappingOIDsto userss alsocrucialfor prevent-
ing defectionby falseidentity. Second,while the broker
mustknow who wantsto exchangeresolutions,it should
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Figure 2. Presence-e xchang e architecture

never know ary location information relatedto the ex-
change.This is necessaryo preventthe broker from com-
piling long-termuserhistoriesand to remove what would
otherwisebe an attractie target for haclersand nosy ad-
ministrators.

Thereare also interestingdesignconsideration®n the
users'side. Registeringinterestwith a broker may happen
at any time of a users choosing,but what quali es asan
acceptablaesolutionlateng is applicationdependent.To
be e xible enoughto senetheneedf avarietyof applica-
tions, we caninsertanintermediatgproces<calleda client
betweerthedeviceandbroker. Figure2 shovs onepossible
architecture.

The clientis the only entity that communicateslirectly
with thebroker; it relaysinterestin OIDs to the brokerand
is responsibldor acceptingor rejectingtrades. The client
runsonbehalfof aparticularuser andmayrunontheusers
mobile device, whereit canacceptOIDs continuously or
on the users home PC, whereit will periodically accept
batcheof OIDs. Therequirementsf theapplicationdeter
minethis placement.

For example,in amobilesocialnetwork, resolutionmust
occur within several minutes. This meansthat the client
mustrun collocatedwith the OID logging device, possibly
onthedevice itself. Becauseommunicatiorwith the bro-
ker overwirelessdataservicedike EDGE or GPRScanbe
expensve, this may not be the bestarrangementor appli-
cationsthatcantolerategreateresolutionlatencies.

In a missedconnectionmessagingystem,acceptable
messagéatenciesareon the orderof hoursor days.In this
casetheclientcanprobablyrunonahomePCwherecom-
municationwith the brokeris lessexpensve. Similarly for

le meta-datathe only lateng requirements that les be
taggedbeforetheuser rst searchegor them. This maybe
days,weeks,or monthsafteranOID is rst logged.



4 Conclusion

Presence-sharinig an emeging platform for location-
aware applicationssuchas le tagging,mobile social net-
works,andmissedconnectiormessagingHowever, appli-
cationsmust provide directbene t to usersfor their pres-
enceinformation. If theseincentivesdo not exist, services
arevulnerableto free-loadingandrisk collapse.Modeling
presence-sharingsan IteratedPrisoners Dilemmashows
that privagy risks provide userswith a strongincentive to
free-load. To realignindividuals' incentiveswith the goals
of applicationdesignersye proposeusinga trustedbroker
to transformpresence-sharinffom a Prisoners Dilemma
to atransactionaéxchange.
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