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Abstract

Presence-sharingis a promisingplatform for coopera-
tivelocation-awareapplications,but applicationsmustpro-
videdirectbene�t to users for their presenceinformation.If
not, theseservicesgiveusers strongincentivesto free-load
to avoidprivacyrisksandadministrativeburden.Modeling
presence-sharingasan IteratedPrisoner'sDilemmashows
that it is not sustainableunder theseconditions. Thus,to
createsustainablepresence-sharing, we proposeintroduc-
inga trustedbrokerto transformthegamefromaPrisoner's
Dilemmato a transactionalexchange.

1 Intr oduction

With the increasedavailability of BlueTooth-enabled
mobile phonesand PDAs, presence-sharingamong in-
dependent,mobile usersis emerging as a new location-
awareserviceon which to build mobile applications[13].
Example uses of presence-sharinginclude tagging data
such as digital images in support of identity-based�le
search,mobile social networks [6], and mobile messag-
ing servicessimilar to the ”missed connections”feature
on craigslist.com [11]. While presence-sharingis a
promisingplatform becauseof its decentralizedapproach
andeaseof deployment,usersof applicationsthat depend
on it must often confront the trade-off betweenexposing
themselvesto additionalprivacy risksandburdeningthem-
selves with the administrative overheadof managingthat
risk.

Mobile usersareunlikely to feel comfortableparticipat-
ing in systemswherestrangerscanwalk by andknow their
identity. A simpleapproachto privacy is to divide thenet-
work into thosewho aretrustedto know a user's presence
and thosewho are not, but this is insuf�cient. Thereare
situationswhereusersdo not want to risk leaving a trail
of digital footprints,even (andsometimesespecially!) for
their otherwisetrustedfriends.Thus,usersmustcraft poli-
ciesthat specifynot only who may seetheir presence,but

alsowhere andwhenthey may. Theserulesarea function
of social relationsthat are dif�cult to predict and change
over time. Managingrisk in suchan environmentrequires
continuoususerattentionandeffort.

Often compoundingthe trade-off betweenprivacy and
administrative burdenis the absenceof proportionalcom-
pensationfor thesecosts. Thereareapplicationsin which
userscanexpectsomedirectbene�t from sharingtheirpres-
ence,suchasin smartenvironments[3]. For others,suchas
usingpresenceto tag digital images,a user's presencedi-
rectlybene�tsothersbut not theuserherself.

This creates a strong incentive for users to free-
load by concealingtheir presenceto avoid the privacy-
administrationtrade-off while continuing to bene�t from
theservice.Presence-sharingis not sustainableunderthese
conditions,becausethesharedresourceis not fungible.Ac-
cessto the most altruistic users' datacannotcompensate
for thosewho withhold. Becauseof this, we believe that
applicationandsystemdesignersmust take an incentives-
compatibleapproachto presence-sharing.A participant's
incentivesto make her presenceknown to othersmustbe
alignedwith thegreatergoalsof theapplicationor system.

The rest of this paper is organized as follows: in
Section2 demonstratethe usefulnessof presence-sharing
by describingthree example applications; in Section 3,
we model presence-sharingas an Iterated Prisoner's
Dilemma [1] and argue that constrainingsharingthrough
brokeredpresence-exchangesis crucialfor creatingsustain-
ablenetworks;�nally , in Section4 wemakesomeconclud-
ing remarks.

2 Presence-Sharing

Presence-sharingis a subsetof location-awarenessin
whichcollocateduserstransmitshort-rangebroadcaststhat
identify themselvesto others. Figure1 shows sucha net-
work. This sectiondescribesthree exampleapplications
that rely on presence-sharing:�le tagging,mobile social
networking, and missedconnectionmessaging.Our pur-
poseis not to explorethespeci�c incentivesissuesof each



D
R

A
FTA

DE

C

B

B

B

BA

This �gure shows a presence-sharingnetwork in which nodesA andB aresharingtheir presence,but nodesC, D, andE are
not. Nodesrely on theshort-rangeradiobroadcastsof othersto know who is nearby.

Figure 1. Example Presence-Sharing Network

application,but ratherto demonstratethe rangeof useful
servicesenabledby presence-sharing.

2.1 File Tagging

We began thinking about presence-sharingbecauseof
an interest in identity-based�le search. Both commer-
cial [8, 14] and research[15] operatingsystemshave be-
gunto embracesearchasa�rst-classdataorganizationtool.
Thesesystemstypically rely on�le names,timestamps,em-
beddedkeywords,andcomputationalcontext [15] to build
their searchindexes. Unfortunately, there are occasions
whenconventionalsourcesof meta-dataare inadequateor
unavailable.

Onesuchoccasionis whenauserwantsto retrievemedia
�les basedon theidentity of their subject,suchas“�nd the
picturesof Bob.” Supportfor thiskind of searchis bothim-
portantandhard. Theportionof PCusers'datacomposed
of personalmulti-media �les suchas digital photographs
and video is growing exponentially [12] and at leastone
study of cameraphoneuse found that imagesof people
comprisedoverhalf of all imagestaken[10]. Furthermore,
media�les arenotoriouslydif�cult to index sincethey do
not containtext andareassignedopaquenamesby thede-
vicesthatcreatethem.

Presence-sharingcan automaticallyassignsearchable,
identity-basedattributes to images by associatingthe
presenceinformation available when a picture is taken.
MMM2 [2] comesclosestto this idea by using presence
to suggestuserswith whomto shareanimage.

A generalizationof the mediameta-dataapplicationis
usingpresenceto organize�les on mobile devices. Orga-
nizing �les on devicessuchasmediaplayers,PDAs, and
mobilephonesis cumbersomedueto fundamentalsizeand
form-factorconstraintsthatlimit devicedisplaysandinputs.
Searchcanamelioratethisproblembyallowingusersto cre-
atedatawithout worrying abouthow to organizeit, relying
insteadonsearchenginesfor retrieval. Ideally, ausercould
get out a device, do work with it, and then put away the
device, with all input dataautomaticallyorganizedby the
system. The email serviceGmail [7] is an exampleof a
similarapproachin anothercontext.

Presence-sharingcanbe a sourcehighly relevant meta-
data,particularly in mobile environmentswheredata's se-
manticsarecloselyrelatedto thephysicalcontext in which
it is created.For example,a workshopattendeemight take
notesduring a talk on her PDA. Using presence-informed
�le meta-data,shecould write thosenoteswithout worry-
ing aboutnaminga new �le or directoryandlater retrieve
her notesby searchingfor the nameof the speaker or the
namesof otherattendees.

2.2 Mobile Social Net working

Presence-sharingcanalsobe usedto createmobile so-
cial networks. Traditional social network websites,such
asfriendster.com or myspace.com , allow usersto
createpersonalizedpro�les thatarelinkedto their friends'.
This allows usersto �nd peoplewith commoninterestsby
browsing the pro�le graph. A mobile socialnetwork net-
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work provides similar opportunitiesto meet new people
only in physicalspaceratherthanover theInternet.

Social Serendipity[6] typi�es such a network. Each
Serendipityuser�lls outapro�le containingasmallphoto-
graph,interests,username,andlist of friends. Serendipity
alsoassociateseachpro�le with aBlueToothMAC address
andmobilephonenumber. In socialsituations,a Serendip-
ity server calledBlueDarlistensfor nearbyBlueTooth de-
vicesandusesthedevices' MAC addressesto look up their
associatedpro�les. If therearecollocateduserswith over-
lappinginterests,Serendipitysendsa text messagecontain-
ing thepro�le of eachuser'smatchalongwith asuggestion
thatthey meet.Basedonthepro�le' sphoto,ausermaythen
look for theirmatchin theroomandintroducethemselves.

2.3 Missed Connection Messaging

Our �nal exampleapplicationis missedconnectionmes-
saging. The term “missedconnection”is derived from a
featureof the popularwebsite,craigslist.com . This
serviceallows usersto postmessagesfor peoplethey en-
counteredin the recent past but were unable to speak
to at the time. Cities such as Boston, New York and
SanFranciscogeneratehundredsof missedconnectionson
craigslist.com eachday. Most postingsareromantic
inquiries,but therearealsorequestsfor lost items,suchas
“did anyone�nd the laptopI left in my taxi around2PM,”
andnoti�cations of found items,suchas“I found a setof
keysat thecoffeeshop.”

While popular, this serviceis by no meansideal. First,
userscanneverbesureif theirmessagehasbeenseenby the
intendedrecipient.Second,authenticatingrespondentscan
be dif�cult. It is not uncommonto seemessagesin which
a respondentis requiredto provide somedetail of the en-
counter, suchas“Youweremy waitress,pleasetell mewhat
I ordered.” Presence-sharingalong with a trustedservice
mappingdevicesto pro�les couldimprovebothproblems.

Userscouldrecordtheidentitiesof thedevicesthey came
into contactwith. Thenbasedon thepresenceinformation
recordedduringa socialsetting,they couldasktheservice
to route messagesto the ownersof eachdevice. To fur-
therensurethat themessagereachedthecorrecttarget,the
sendermight beallowedto browsethepro�les correspond-
ing to thedevicesshesaw or specifythat themessageonly
be forwardedto userswith speci�c attributes(maleor fe-
male,older or younger, etc.). This designcould alsosup-
port messaginguserswith indirect links. For example,a
taxi driver'spresencecouldbeusedto connecttheownerof
a lost laptopto thepassengersthatfollowedhim.

3 The Prisoner's Dilemma

To analyzetheincentivesfacedby presence-sharers,we
assumethat mobile usersare rational, but not malicious.
Userstry to minimizethecostof usingaservicewhile max-
imizing thebene�t they receivefrom it. Theprimarycostof
sharingone'spresenceis therisk of thatinformationfalling
into the wrong hands. Importantly, usersneednot be ma-
licious to be“the wronghands”sincethesensitivity of lo-
cationprivacy dependson time andplace. For example,a
teenagermaynot wanthis friendsto know thathe andan-
otherclassmatemetfor coffeeona Saturdaynight.

Wecanmodelpresence-sharingasaPrisoner'sDilemma
game. The most common variation of the Prisoner's
Dilemmais onein whichtwo agents,A andB , playagame
with two actions:cooperationanddefection. Dependingon
whatthey do, agentscanreceive four possiblepaymentsat
the conclusionof the game: t for “temptation,” r for “re-
ward,” p for “punishment,” ands for “suckered”,wheret >
r > p > s.

To play the game,both agentssubmit their action to a
refereewithout seeingthe other's. The refereethenhands
out paymentsdependingon theactionschosen.If A andB
bothchooseto cooperate,bothreceiver; if bothdefect,both
getp. If onedefectsandtheothercooperates,thedefector
is paid thegreatestamount,t, andthecooperative agentis
paidtheleastamount,s. Thepayoff matrix for this gameis
in Table1.

Whatshouldanagent's strategy be? If B cooperates,it
is bestfor A to defectsincea paymentof t is betterthan
a paymentof r. If B defects,it is alsobetterfor A to de-
fect sincea paymentof p is morethans. Thereinlies the
dilemma. A andB canboth achieve preferableoutcomer
throughcooperation,but their mutualdistrustleavesthem
bothwith p.

3.1 Incen tiv es in Presence-Sharing

In a presence-sharingnetwork, agentscooperateby re-
vealingtheir presenceanddefectby concealingit. b�

�;� ;�
denotesthe bene�t to agent� of knowing that someother
agent� is in place� at time � . c�

�;� ;� denotesthecostto �
of � knowing that � is in place� at time � . Finally, p�;� ;�

denotestheprobabilitythat� is in place� at time � . Thus,
p�;� ;� � c�

�;� ;� is theexpectedcost,or privacy risk, relative
to � incurredby � whenbroadcastingherpresencein � at
� . Similarly, p�;� ;� � b�

�;� ;� is theexpectedbene�t to � in �
at � if � cooperates.

There are scenariosin which c�
�;� ;� may be less than

zero.This happenswhen� bene�ts from � 's knowing that
� is in place� at time� . However, in mostcasesc�

�;� ;� � 0
andwe will assumethis for the remainderof our analysis.
Thisassumptionis reasonablefor theapplicationsdiscussed



D
R

A
FT

B C B D
A C A: r, B : r A: s,B : t
A D A: t, B : s A: p, B : p

This table shows the payoffs for variouscombinationsof
cooperation(C) anddefection(D) by agentsA andB . Pay-
offs are denotedby r for reward, p for punishment,s for
suckered,andt for temptation,wheret > r > p > s.

Table 1. Payoff Matrix for the Prisoner' s
Dilemma

in Section2: in �le tagging,usersonly bene�t from the
presenceinformationof others;in mobile socialnetworks
andmissedconnectionmessaging,usersbene�t from con-
tact with what is likely to be a small fraction of the entire
network.

Ourde�nitions leadto thefollowing payoffs for agentA
in place� at time � for a two-nodepresence-sharingnet-
work with agentB :

tA = pB ;� ;� � bA
B ;� ;�

rA = (pB ;� ;� � bA
B ;� ;� ) � (pB ;� ;� � cA

B ;� ;� )

pA = 0

sA = � (pB ;� ;� � cA
B ;� ;� )

If A joinsa largernetwork with membersin N , thenwhen-
ever A's time-spacecoordinatechanges,A plays jN j � 1
simultaneousgameswith eachmemberof N . Thus, for
eachtime increment,A's payoffs are

tA =
X

� 2 N

p�;� ;� � bA
�;� ;�

rA =
X

� 2 N

(p�;� ;� � bA
�;� ;� ) � (p�;� ;� � cA

�;� ;� )

pA = 0

sA =
X

� 2 N

� (p�;� ;� � cA
�;� ;� )

Reapplyingthelogic from theoriginal Prisoner'sDilemma
to thesepayoffs yields the sameresult: A will alwaysde-
fect.

We shouldexplain why administrative costsareabsent
from our model. The cost of selective accesscontrol is
dif�cult to quantify, but a policy basedsolely on user
identities—wherecooperationmeansbroadcastinga token
thatonly trusteduserscaninterpret—wouldhave theeffect
of shrinkingN . This might reducethe incentive to defect
sincea smallerN increasesthevalueof sA .

However, only perfectaccesscontrol canmake sA = 0
andtA = rA andenablecooperationin a singleroundof
the Prisoner's Dilemma. Furthermore,even if perfectac-
cesscontrol werepossible,its costwould almostcertainly

be non-zero,while the costof alwaysdefectingwould re-
main zero. Becauseof this, including administrative costs
in thesepayoffs would complicate,but notalter, our result.

3.2 Enabling Co operation

Althoughcooperationin a singleroundof thePrisoner's
Dilemmais impossible,Axelroddemonstratedthroughhis
computertournaments[1] that cooperationcan emerge if
thegameis playedover multiple rounds.This is calledan
IteratedPrisoner's Dilemma(IPD). In an IPD, agentsplay
aroundof thePrisoner'sDilemmaandrememberhow their
opponentbehaved. They thenusethis history in futureen-
counterswith thatagent.

In Axelrod'stournaments,agentsusingasimple“tit-for -
tat” (TFT) strategy consistentlyscoredthe highest. Under
TFT, anagentcooperatesthe�rst timeit encountersanother
agent,andthereaftersimply mimicswhat thatagentdid in
their previousinteraction.For cooperationto emergein an
IPD, usersmust be able to retaina history of their previ-
ousencounters.Otherwise,thegameis reducedto a series
of independent,singleroundPrisoner'sDilemmasin which
cooperationis impossible.Thus,for cooperationto emerge
in presence-sharing,we mustensurethreeconditions.

First, theremustberepeatinteractionsbetweenusers.If
usersseeeachotherat mostonce,therewill be no way to
punishdefectors.Luckily, mobileusersaresocialcreatures
andarelikely to move within a relatively small socialnet-
work [5].

Second,usersmustknow if their partnerhasdefected.
Becauseusersareindependent,we cannoteliminatedefec-
tion, but usersmustbeawareof whenit happens.If users
“sense”anotheragent,possibly by overhearingother ra-
dio transmissions,but receive nothingin exchangefor pro-
viding their presence,then it is clear that they have been
cheated.However, moresubtleformsof defectionarealso
possible.For example,a usercoulddefectby broadcasting
a falseidentity. In doing so, the defectorwould eliminate
any administrative costsandprivacy risks,while obtaining
thefull bene�t of theservice.

Finally, usersmustknow whodefected.Strongidentities
helpby disablingtheSybil attack[4]. Otherwise,TFT will
alway cooperateanddefectorswill never bepunished.We
can provide strongidentitiesthrougha public key infras-
tructure[9] or mobilephonenumbers.

Crucially, strong identitiesaloneare not suf�cient for
identifyingdefectors.This is dueto theuniquenessof pres-
enceasa sharedresource.AgentA cannotknow thatagent
B hasdefected,becauseif shedid, B 's presencewould
necessarilyhave beenrevealed.Knowing which agenthas
defected—asopposedto simply being out of broadcast
range—isequivalent to knowing their presence. This is
a contradiction. Thus, to enablecooperationandachieve
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B C B D
A C A: r, B : r A: p, B : p
A D A: p, B : p A: p, B : p

This table shows the payoffs for variouscombinationsof
cooperation(C) anddefection(D) by agentsA andB . Pay-
offs are denotedby r for reward, p for punishment,s for
suckered,andt for temptation,wheret > r > p > s.

Table 2. Payoff Matrix for a Transactional Ex-
chang e

sustainability, presence-sharingmustbe transformedfrom
aPrisoner'sDilemmato amoreconstrainedgame.Luckily,
regulating presence-sharingvia brokered exchanges pro-
videssucha transformation.

3.3 Presence-Exc hanges

Underapresence-exchangescheme,usersmovethrough
theworld periodicallybroadcastingtime-,place-,anduser-
speci�c opaqueidenti�ers (OIDs). To preserve users'pri-
vacy, OIDs must not directly identify their broadcaster.
They shouldonly beusefulonceresolvedto a strongiden-
tity. Furthermore,resolvinga singleOID shouldnot allow
a userto resolve pastor futureOIDs from thesamebroad-
caster. Of course,OIDsmustnotbecompletelyanonymous
either.

Becauseof this,resolutionspassthroughatrustedbroker
ratherthandirectly betweenusers. The broker is a single
entity known to all usersand reachableover the Internet
at a well known name,suchasbroker.cs.duke.edu .
Usersassumethat thebroker is well-behavedanddoesnot
sendincorrector maliciousmessages.Whena userwants
to resolve an OID, it registersits interestwith the broker.
Thebroker thenusestheseintereststo identify andpropose
potentialtradesbetweenusers.

Oncethe broker hasproposedan exchange,usersmust
weightheir individualcostsandbene�ts. In this new game,
usersstill cannotidentify defectors,but thebrokercanpro-
tectcooperativeusersin thefaceof defection.If thebroker
proposesanexchangeandoneuserdefectsandonecooper-
ates,thebrokerwill notforwardthecooperativeuser'siden-
tity to thedefector. This transformspresence-sharingfrom
aPrisoner'sDilemmato atransactionalexchange.Thepay-
offs for this new gamearein Table2. Note that userscan
now cooperatewithoutworryingaboutbeingsuckered.

Therearetwo primary considerationsfor designingthe
broker. First, at minimum the broker must map OIDs
to their broadcaster. Otherwise,it cannotcoordinateex-
changes.MappingOIDs to usersis alsocrucialfor prevent-
ing defectionby falseidentity. Second,while the broker
must know who wantsto exchangeresolutions,it should

Figure 2. Presence-e xchang e architecture

never know any location information related to the ex-
change.This is necessaryto preventthebroker from com-
piling long-termuserhistoriesand to remove what would
otherwisebe an attractive target for hackersandnosyad-
ministrators.

Therearealso interestingdesignconsiderationson the
users'side. Registeringinterestwith a broker mayhappen
at any time of a user's choosing,but what quali�es asan
acceptableresolutionlatency is applicationdependent.To
be�e xible enoughto servetheneedsof avarietyof applica-
tions,we caninsertan intermediateprocesscalleda client
betweenthedeviceandbroker. Figure2 showsonepossible
architecture.

The client is theonly entity that communicatesdirectly
with thebroker; it relaysinterestin OIDs to thebrokerand
is responsiblefor acceptingor rejectingtrades.The client
runsonbehalfof aparticularuser, andmayrunontheuser's
mobile device, whereit canacceptOIDs continuously, or
on the user's homePC, where it will periodically accept
batchesof OIDs. Therequirementsof theapplicationdeter-
minethisplacement.

For example,in amobilesocialnetwork, resolutionmust
occur within several minutes. This meansthat the client
mustrun collocatedwith theOID loggingdevice, possibly
on thedevice itself. Becausecommunicationwith thebro-
ker overwirelessdataserviceslike EDGEor GPRScanbe
expensive, this maynot be thebestarrangementfor appli-
cationsthatcantolerategreaterresolutionlatencies.

In a missedconnectionmessagingsystem,acceptable
messagelatenciesareon theorderof hoursor days.In this
case,theclientcanprobablyrunonahomePCwherecom-
municationwith thebroker is lessexpensive. Similarly for
�le meta-data,theonly latency requirementis that �les be
taggedbeforetheuser�rst searchesfor them.This maybe
days,weeks,or monthsafteranOID is �rst logged.
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4 Conclusion

Presence-sharingis an emerging platform for location-
awareapplicationssuchas�le tagging,mobile socialnet-
works,andmissedconnectionmessaging.However, appli-
cationsmustprovide direct bene�t to usersfor their pres-
enceinformation. If theseincentivesdo not exist, services
arevulnerableto free-loadingandrisk collapse.Modeling
presence-sharingasan IteratedPrisoner's Dilemmashows
that privacy risks provide userswith a strongincentive to
free-load.To realignindividuals' incentiveswith thegoals
of applicationdesigners,we proposeusinga trustedbroker
to transformpresence-sharingfrom a Prisoner's Dilemma
to a transactionalexchange.
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