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ABSTRACT

This paper presents the design and implementation of alfitsed
DoS defense system (Stoplt) and a comparison study on the e
fectiveness of filters and capabilities. Central to the Btdesign
is a novelclosed-contral open-servicearchitecture: any receiver
can use Stoplt to block the undesired traffic it receives,tiget
design is robust to various strategic attacks from milliohbots,
including filter exhaustion attacks and bandwidth floodittgeks
that aim to disrupt the timely installation of filters. Ouradwa-
tion shows that Stoplt can block the attack traffic from a feir m
lions of attackers within tens of minutes with bounded roatem-
ory. We compare Stoplt with existing filter-based and cdjigbi
based DoS defense systems under simulated DoS attacksaafs/ar
types and scales. Our results show that Stoplt outperfoxiatrey
filter-based systems, and can prevent legitimate commiimnsa
from being disrupted by various DoS flooding attacks. It @lat
performs capability-based systems in most attack scenabid a
capability-based system is more effective in a type of &tthat the
attack traffic does not reach a victim, but congests a linkeshby
the victim. These results suggest that both filters and dhipet
are highly effective DoS defense mechanisms, but neitheroie
effective than the other in all types of DoS attacks.

1. INTRODUCTION

Large-scale denial of service (DoS) attacks remain a setloeat
to the reliability of the Internet. Despite much improvedtsare
security, botnets are still getting bigger. In March 200 humber
of bot-infected machines tracked by a single group was estich
to reach 1.2 million[18]. In June 2007, a presentation framrt
Intelligence Inc. reported 48 million infected IP addresskserved
in a six month period [37]. In September 2007, the estimatenicf
the Storm botnet alone reached 50 million [17, 32]. It is drdis-
ing fact that the dark side possesses this vast amount ofutamgp
power: if each bot sends one full-sized packet per second0(15
bytes), the aggregated attack traffic from a 10-millionenbdtnet
would exceed 120 Gbps, sufficient to take down anyone on the In
ternet. The recent attacks on Estonia [25] are perhaps balsifi
of the iceberg on what attackers are capable of.
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does not desire to receive. Advocates of filters have ardwadda-
pabilities are neither sufficient nor necessary to comba"Tj6],

f_WhiIe proponents of capabilities “strongly disagree” [27]

As a first step towards reaching a consensus, we aim to under-
stand the roles of filters and capabilities: which one is aenedr
fective DoS defense mechanism? Ideally, to answer thistigues
one can systematically compare filter-based designs aradbitiap-
based ones. Unfortunately, this simple approach is noteviae-
cause capability-based systems [27, 38, 39] have been vexpro
much in the past few years, yet there lacks a comprehendiee fil
based architecture to compare with. The most complete work o
filters, AITF [5], has a few limitations that prohibit a faiompar-
ison between filters and capabilities. For instance, AlTHfies
the legitimacy of a filter request using a three-way handshak
the flooded link is outside a victim’'s AS, the three-way hdrade
may not complete because the handshake packets travessaibe
flooded link as the attack traffic, and filters may not be iteathl
Another filter-based system, Pushback [20], does not cdeiple
block attack traffic. Instead, it aims to rate limit the ak&maffic to
its fair share of bandwidth.

To address this issue, we first design and implement a secdre a
effective filter-based DoS defense architecture StoplopiEem-
ploys a noveklosed-controlndopen-servicarchitecture to com-
bat various strategic attacks at the defense system igselfto en-
able any receiver to block the undesired traffic it receivéslike
previous work [5], Stoplt is resistant to strategic filtehaxstion
attacks (8 4) and bandwidth flooding attacks that aim to priete
timely installation of filters. We implement the Stoplt d@sion
Linux using Click [15] and evaluate it on Deterlab [9]. Ouipexi-
ments suggest that Stoplt enables a receiver to block thesined
traffic from a few millions of attackers in tens of minutesuters
with 256K hardware filters and less than 200MB DRAM can block
the attack traffic from misbehaving hosts without inflictotgmage
to legitimate traffic.

The Stoplt design demonstrates the feasibility of a filtesdul
approach and enables a systematic comparison betwees §iftér
capabilities. We compare Stoplt with two well-known cagiabi
based systems (TVA [39] and Portcullis [27]) together witayp-
ous filter-based designs (AITF [5] and Pushback [20]) usis@ n

Many solutions have been proposed to battle the DoS problem simulations. We simulate how different systems performenner-

[2,4,5,8,14,20,21,27,30,33-36, 38, 39]. Yet there lacksrsen-
sus on how to build a DoS-resistant network architecture oAgn
various proposals, two schools of thought are particuletiigu-
ing: the capability-based approach [4,27,38,39] and tterfilased
approach [5, 20]. Both advertise to enable a receiver torobtiite
traffic it receives, but differ significantly in methodologyhe ca-
pability approach proposes to let a receiver explicithhauize the
traffic it desires to receive, while the filter approach prg®to
let a receiver install dynamic network filters that block ttedfic it

ious DoS attacks. The simulation results show that Stogfieu
forms AITF and Pushback in all types of attacks in terms of pro
tecting legitimate communications from being disruptedisTis
because it is designed to be resistant to strategic attankdjlters
can still be installed under those attacks, while otheresysteither
fail to install filters or do not entirely block attack traffitHow-
ever, Stoplt does not always outperform a capability-bagstem.

In the case that the attack traffic does not reach a victimcoo



gests a link shared by the victim, for instance, if the attmaKic
reaches a non-upgraded receiver, or the TTLs of the attaffictr
expire before it reaches the victim, filters are not insthled a
capability-based system outperforms Stoplt. This is beg@apa-
bilities robustly enable a destination to control the bulladink’s
bandwidth even if the attack traffic does not reach it.

These results suggest that both filters and capabilitiesiabte
choices to build a DoS-resistant network architecturépaigh nei-
ther is more effective than the other in all types of attacks.
DoS-resistant network architecture is likely to incorgeranulti-
ple mechanisms. We suspect that the combination of Stoplt an
capabilities would be the most effective solution, but ityba too
expensive in terms of deployment cost. On the other hanacime
bination of source address authentication, per-AS barttiviair-
ness, capabilities, and moderate bandwidth provision dvbalthe
most cost-effective solution due to the robustness of dhiped
and the relative simplicity of a capability-based desighis lour
future work to validate these hypotheses.

The rest of the paper is organized as follows. 8 2 defines the

design space of Stoplt. We provide the design, implememtatnd
evaluation of the Stoplt architecture in § 3 — § 8. We comphee t
Stoplt architecture with other DoS defense systems in § 90 § 1
discusses related work, and we conclude in § 11.

2. DESIGN SPACE
Before we dive into the design details of the Stoplt archites;

we describe the threat model the design aims to combat, the as

sumptions we make, and the design goals.

2.1 Threat Model

The key threat we are concerned with is the network resource

exhaustion attacks, in which compromised machines serkepac
floods to exhaust shared network resources such as link tdidw
and routers’ memory or CPU.

underlying network conditions on which this work may depend
These assumptions allow us to limit the scope of this work, bu
nonetheless we make the Stoplt design fail-safe: even iEsasa
sumptions do not hold, the damage is limited locally to whbey
fail, not globally.

« Securable Intra-AS Communications: We assume that com-
munications within an AS can be made secure if the AS desires
to do so. In particular, an AS may prevent source addres$-spoo
ing within its network using any anti-spoofing method such as
ingress filtering [11] or link-layer security protocols [1} can
ensure the integrity of communications between the rouers
servers under its administration.

= Attack Traffic Classification: We assume that it is possible
for an end system to detect and classify DoS flooding traffic,
although it is not guaranteed. We believe this is not an over-
optimistic assumption, because there is evidence thatsiatn
detection works to some extent, and reverse Turing tests suc
as CAPTCHA can distinguish bots from human users. Even
under a more pessimistic assumption that attack traffic reay b
come absolutely indistinguishable, a defense system #rat ¢
stop distinguishable attack traffic still raises the baratanich
successful attacks. Therefore, we think it is worthwhilexe
plore this design point.

* The Battle Ground: Defense and attack is an arms race. We
cannot predict accurately the growth of botnets, or the grow
of network resources and technology advancement. Thexefor
we choose to hypothesize the power on each side based on the
current best estimate. We assume that a DoS attack may énvolv
multi-million compromised machines; attackers may compro
mise a significant fraction of ASes, but not the majority df th
Internet. We also assume that routers and hosts have bounded
bandwidth, memory, and computation power. If those assump-
tions do not hold in the future, it requires future work to pida
the design to a different battle field.

We assume both routers and hosts can be compromised, but user

administered hosts are more likely to be compromised tharadqr-
administered routers and servers. Our design places meeirr
routers and servers managed by the network than end sysféens.
also assume that an Autonomous System (AS) is a fate sharihg a
trust unit. If one component in an AS (e.g., a router) is campr

mised, we consider the AS as compromised. A compromised host

can inject arbitrary traffic into the network. A compromisé8
can not only inject traffic, but also eavesdrop, modify, agcdrd
the traffic that it forwards. A compromised AS that is on the fo
warding path from a source to a destination is referred tonas a
on-path attacker or otherwise an off-path attacker.

While we cannot foresee all types of DoS flooding attacks, we
focus on two general ones:

Destination Flooding Attacks: Attackers send traffic floods to
a destination in order to disrupt the destination’s commaidns.

Link Flooding Attacks: This type of attack aims to congest a
link and disrupt the legitimate communications that shheelink.
The destinations of the attack traffic will not attempt topstbe
attack traffic. This could happen in many scenarios such as: 1
the attack traffic is diffused among a large set of destinatieach
receiving only a small amount that is not worth blocking; B¢ t
attack traffic's TTLs expire before it reaches the destorej 3) no
hosts are residing at the destination addresses; 4) theatests
have not deployed a DoS defense system; 5) or the destinatien
compromised machines that coordinate the attacks.

2.2 Assumptions

« Upgradable Components: We assume that both router and
host software can be upgraded, but we do not assume special
(e.g., tamper-proof) hardware upgrade. Some may consiter t
assumption is unrealistic, but we prefer to work out an archi
tectural design with this underlying assumption, becafide-i
ployed, an architectural solution has the advantage oéptioig
everyone.

« Feasible: The design should be efficient such that it can be im-
plemented on high-speed routers within the reach of theeptes
or foreseeable future technology. For this reason, we wainst
the Stoplt design not to involve public key cryptography mpe
ations at packet forwarding time for their high processiogtc
We also avoid per-flow state in the network.

« Dependable Routing:We assume that the BGP routing system
can be made to correctly forward packets towards theirmgesti
tions. While presently prefix hijacking attacks do occur, we
consider it a separate problem from DoS attacks.

2.3 Goals

Under the above assumptions, we aim to achieve the following
design goals:

- Effective (8 3): If a receiver can detect attack traffic, the Stoplt
architecture should enable it to stop the traffic withouidtifig
damage on other legitimate hosts using network filters.

* Resistant to Strategic Attacks (8 4) A main challenge in
building a DoS defense system is to secure the defense system

We make a few assumptions about other design modules and the itself. Unavoidably, attackers will aim to defeat or abusede-



Meaning

Hs | Source host

H, | Destination host

R | Access router of the sourdd,

R, | Access router of the destinatidt,;

Ss | Stoplt server aH;’s AS

Sy | Stoplt server aH;’s AS

T, | Afilter's block period

The longest block period allowed by an AS

T; [ The duration of a flow cache

Filter request limit in a duration to detect malicious s@src
N | Filter request limit to detect malicious ASes

Fs | The maximum number of filter® has

N, [ The number of attacker-triggered filter replacement® at
N. | The maximum number of unacknowledged filters

Figure 1. Notations used to describe the Stoplt design. We esthe
same symbol that refers to an entity to refer to its IP address

Figure 2: This figure shows the Stoplt architecture, and how ades-
tination H installs a filter to block the attack flow (Hs, Hy) from a
sourceH;. The dashed circle represents an AS boundary. Each AS has
a Stoplt server that sends and receives Stoptlt requests, drhosts can
only send Stoplt requests to their access routers.

fense system. We refer to such attacks as strategic attééks.
aim to make Stoplt resistant to strategic attacks as welless D
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Figure 3: The format of various Stoplt requests. The notati;n (X —
Y ) on the left side of each Stoplt request specifies the source cdesti-
nation IP address of a Stoplt request.

tion address fields, as such filters are available at wiredspéée
discuss how to prevent source address spoofing in § 4.1.

Each AS has a Stoplt server that handles filter requestst- Inte
domain filter requests can only be sent from one Stoplt saéover
another. The Stoplt server acts as an automated abuse tcdnisc
a logical module, and could be implemented on a router, oorun
multiple machines for load balancing and fault tolerance.

A Stoplt server needs to know other Stoplt servers’ addsetese
send a filter request. The Stoplt design uses BGP to publighitSt
servers’ addresses. An AS encapsulates its Stoplt senadiess
or address prefix as an optional and transitive BGP attriibub@e
of its address prefix announcements. When other ASes reitigve
announcement via BGP, they learn the Stoplt server's asldves
that AS. A router can be configured with the address of its own
AS'’s Stoplt server to send or verify a filter request.

A Stoplt server obtains both BGP and IGP feeds from the rgutin
system using passive listening sessions with BGP and |Gienou

tination and Link Flooding Attacks. In § 4, we describe those It learns the Stoplt server's addresses of other ASes fror? BG
attacks and mechanisms to combat them. A|though we Cannotfeeds, and the addresses of the routers in its own AS and ¢he pr

claim or prove that we have considered all possible attagks,

fixes they originate from IGP feeds. It can use this infororato

have included as many as we can think of, and to the best of our l0cate the access router of an indicted local source in afdtpiest.

knowledge, our listis much more complete than that consitier

by previous filter-based designs [5, 20].
- Fail Safe (8 5): If filters fail to install, either due to the fail-

ure of attack detection or because some design assumptions d

not hold, Stoplt should limit the impact of the failure, andp
vide gracefully degraded service to legitimate communoat
In addition, it should not make legitimate hosts worse oéfrth
without it, either in its failure or normal operation mode.

= Incremental and Incentive-compatible Deployment (§ 7)The
Stoplt design must enable incremental deployment, andgov
immediate benefits to early adopters.

3. STOPIT OVERVIEW

For clarity, we first describe the high-level Stoplt arcbitee.
This basic design is vulnerable to strategic attacks. Iméhe sec-
tion, we describe those attacks and how to secure Stoplt timaiee
attacks. Figure 1 lists the notations used to describe thigrleWe
will also define them when we first refer to them.

3.1 Components

Figure 2 depicts the Stoplt architecture. A dashed cirgheere
sents an AS boundary. Stoplt is designed as an infrasteustrr
vice (in analogy to DNS or email service). When a destinafibn
detects the attack traffic from a sourlg, it invokes the Stoplt ser-
vice to block the attack flowH, Hg) for a desired period of time
Ty. The Stoplt design filters packets using the source andrdesti

3.2 Interactions

We carefully design the protocol to install a filter to pretear-
ious attacks at the Stoplt system. The novelty of this deisidgimat
the control channel is closed in the sense that each paiterfict-
ing peers know the identities of each other, yet the systéowsl
any destination to block the attack traffic from any sourdgufe 2
illustrates the steps to install a filter:

1. A destination hos#,; that wishes to block an attack flow
sends a host-router Stoplt request to its access rduier
This request includes the attack flow’s source and desbimati
IP addresseq:H, Hq) and a block period.

2. The access routdi, verifies this request to confirm that the
sourceH is attacking the destinatiol; and sends a router-
server request to the AS’s Stoplt senf&y. The verification
involves sending end-to-end Stoplt request#to(§ 4.6).

3. The Stoplt serveS; in the destinationH;'s AS forwards
an inter-domain Stoplt request to the Stoplt setygin the
sourceH,’s AS to block the flom( H,, Hy) for T seconds.

4. The source Stoplt servél; locates the access routBy of
the attacking sourcél;, and sends a server-router request to
the access router. A Stoplt server ignores inter-domaiplSto
requests that block itself to prevent deadlocks.

5. In the last step, the access roufeyr verifies the Stoplt re-
quest, installs a filter, and sends a router-host Stopltagtqu



Mechanism Function Novel | Section
Piggyback messages in BGPSecurely and efficiently exchange Stoplt Servers’ addsessd establish pair-wise keys Yes | §3.1
Secure filter swapping Mitigate destination-side filter exhaustion attacks Yes | §4.4
Random filter replacement | Mitigate source-side filter exhaustion attacks Yes | 845
Shadow filter Mitigate source-side filter exhaustion attacks 8§45
Passport Prevent source address spoofing §4.1
Source-based authentication Authenticate without cryptography §4.6
Source-based fair queuing | Provide guaranteed bandwidth for Stoplt servers and otbed gources §5

Figure 4: Summary of mechanisms used in Stoplt.

to the attacking sourcél;. After receiving this request, a
compliant hostH installs a local filter to stop sending to
H,. If Hs does not stop, it will be punished by (§ 4.5).

Figure 3 shows the format of various Stoplt requests. Eagh St
plt request specifies the attack flow’s source and destimé@d-
dress(Hs, Hy), and a block duratioffy. If either H, or Hq is
in the IP header, a Stoplt request’s payload does not duglita
for efficiency. The design allows the block peri@i to be on the
same order as the time it takes to repair a compromised hgst, e
one day. Each AS can have a local lirit,... on how long it will
block a flow to mitigate issues such as collateral damage=cilos
dynamic host address allocation. Similar to ICMP, the Stpps-
tocol uses a raw IP header and has its own protocol numbeh Eac
node must verify that a Stoplt request comes from the riget pe
before it honors the request. Otherwise, a malicious hogtuse
Stoplt to block other hosts’ traffic. We describe how to antluate
each type of Stoplt request in § 4.6.

4. SECURE STOPIT

The basic Stoplt design is vulnerable to various stratettpcies,
which include:

« Source Address Spoofing Attacks (8 4.1)Attackers may spoof
source addresses to evade attack detection and filtering.

Resource Exhaustion Attacks (§ 4.2 — § 4.5Attackers may:

1) flood filter requests to overload routers or Stoplt seiyes
cessing power so that legitimate requests cannot be pextess
2) send packet floods to cause filter requests to be discaoded s
that filters cannot be installed; 3) exhaust routers’ filsgrshat

no filters are available to block their DoS flooding traffic.

Blocking Legitimate Traffic Attacks (8 4.6): Attackers may
use the Stoplt service to block other legitimate nodesfitraf

This section describes how we design Stoplt to combat those
attacks. The security analysis of Stoplt is shown in § 6.

4.1 Passport for Source Authentication

The Stoplt design uses a secure source authenticatiomsyste
Passport [19] to prevent source address spoofing. Eachtpzeoke
ries a Passport header to prove the authenticity of its soade
dress. An attacker can not spoof its source address to etiad& a
detection or filtering. A trustworthy source address alscizely
reveals the origin of an attack packet and enables the nletiwor
block the attack traffic close to its source. Although Stopédty use
any source authentication architecture such as the seifyoeg
address architecture [3], using Passport has the advatitagthe
source authentication overhead is equivalent to the chifyaler-
ification overhead of a capability-based system [39], a& luse
symmetric key cryptography. This feature facilitates cudg on
comparing filters with capabilities, as Stoplt's packetwarding
overhead is comparable to that of a capability-based system

For completeness, we briefly summarize how Passport works,
and refer interested readers to [19] for more details. W@riligress

filtering, Passport ensures that no host or AS can spoof the ad
dress space of an AS that deploys Passport. Similar to thenktt
routing architecture, Passport authenticates sourcessies at two
levels: intra-domain and inter-domain. At the inter-domkgvel,

a source AS stamps a sequence of Message Authentication Code
(MAC) into a packet, each generated with a secret key shaitbd w
an AS on the path to the destination. The border router of each
AS on the path checks the corresponding MAC to cryptographi-
cally verify the source AS of the packet before the packetmsrits
network. A packet with an invalid MAC will be discarded at the
destination AS, and is discarded or demoted at an interrieedia.

Two ASes obtain the pair-wise secret key used for sourceeatith
cation by piggybacking a standard Diffie-Hellman key exdsim
their BGP announcements. At the intra-domain level, Patsse
sumes that each AS can use any internal mechanism suchassngr
filters [11] to prevent source address spoofing.

4.2 Closed Control to Mitigate Request Floods

As shown in Figure 2, the Stoplt architecture ensures thatir
or a Stoplt server only receives Stoplt requests from eiheral
node in the same AS, or another Stoplt server. This desigeptre
a router or a Stoplt server from wasting its computationsbueces
to process filter request floods from unknown addresses. #rou
or a Stoplt server can be configured with the addresses afdéd |
hosts, routers, or other Stoplt servers from which it wittet Sto-
plt requests, and discard other requests without proapseam.
If discarded requests from unknown addresses are clasagiatt
tack traffic, a node can use the Stoplt service itself to btbekn.
If requests from legitimate addresses overload a routersenzer,
the node can use local scheduling algorithms to fairly pseteose
requests, or discard mishehaving peers’ requests tenigorar

4.3 Guard Stoplt Requests from Packet Floods

If attackers are able to congest both directions of a batkn
link, inter-domain Stoplt requests from a destination A& smurce
AS could be lost due to the flooding attack. The Stoplt design
is able to protect an inter-domain Stoplt request in thisane,
because Stoplt servers’ addresses are known to routersGia B
Routers can separate Stoplt servers’ traffic from othershrstf-
fic. As we will soon describe in § 5, this can be done either via
hierarchical fair queuing [7] or hierarchical rate limiin

4.4 Confirm Attacks Before Taking Actions

A compromised destination may initiate a futile filter regu®
block a legitimate source’s traffic to itself. Large botnetay use
these futile requests to launch filter exhaustion attaakis, wigger
inter-domain request floods. For instance, they may fird §éer
requests to block a legitimate host that co-locates withrapro-
mised host and exhausts the filters at the hosts’ access.rdtie
compromised host can then send attack traffic, but the acoetes
has no filters left to block it.

To prevent this type of attack, the Stoplt design verifies tha
host H; is sending undesired traffic to a destinatiflp before it



installs a filter. Three nodes independently confirm thistethey
proceed to the next step. Each node represents a sepasatédiu
main:; the destination’s access router, the source’s acoessr,
and the source itself.

4.4.1 Confirm Attacks By a Destination Router

As described in § 3, to block a malicious souide, a destina-
tion H; sends a Stoplt request to its local access roRier R,
must confirm thatH is sending undesired traffic tH, before it
forwards the Stoplt request to a local Stoplt server.

f—1—ok—3—k 4ok 1 ok—3—f— 8 —| Bytes

Hy&>Ry [Type[ Ty I He I#Retx ITimestampI Hashie, ]

Figure 5: The format of a filter replacement message.

shows the format of a filter replacement message. The message
includes a# Retx field that records how many times a filter has
been replaced, and the lower 24-bits of a router’s localgtarap.

This filter replacement protocol ensures that a router cam co
firm an attack with bounded memory, because if a maliciouscgou

The Stoplt design uses three mechanisms: flow cache, end-to-does not stop, a router will catch its attack flow in its flow feac

end Stoplt requests, and local filters, f&y to confirm thatH s is
attackingH,4. R, uses a flow cache to verify thaf; has sent some
traffic to Hy recently. A flow cache records the flows a router for-
wards in the pasTy seconds. An access router keeps an incoming
flow cache as well as an outgoing flow cache.

If R4 finds the flow(Hs, Hy) in its incoming flow cache, it fur-
ther checks whethefl; is misbehaving. To do so, it installs a local
filter (H,, Hy) and sends an end-to-end Stoplt request directly to
H,. This request useH; as its source IP address to facilitdfe’s
verification. This source IP address “spoofing” should bevedid
by an AS because in a senBg owns its stub network’s addresses.
In the Stoplt design, a compliant hagt, must stop sending tél 4
after receiving a legitimate end-to-end Stoplt request.dbes not
stop, Ra's local filter will catch the traffic fromH; to Hy. This
confirms thatH is sending undesired traffic tH,, and R4 pro-
ceeds to send a router-server Stoplt request.

R4 may not have enough local filters to verify all Stoplt reqaest
it receives, if the number of attacking flows is large, e.g-nillion
bot machines attack every host on a /24 subneRlfreplaces an
old filter before the requested blocking peridgl expires, a mali-
cious source may pretend to stop after an end-to-end Stpiest
and attack a destination afté, replaces its filter. R; may fail
to catch this behavior and send end-to-end Stoplt requgats &
block the source. Consequently, malicious sources maym@to
send attack traffic without being blocked.

when a host resubmits a filter replacement message. Ther route
will proceed to the next step. If it takds end-to-end Stoplt re-
quest retransmissions to confirm an attack, then after atined
re-submissions of a filter replacement message, a destinat-
cess router will confirm the attack and send a request to d@gliSt
server.

4.4.2 Confirm Attacks by a Source or Source Router

As described in § 3, a filter request initiated by a destimatio
will eventually reach the source host's access roiiter In the
Stoplt design R also verifies thafs has sent attacking traffic to
H, before it proceeds to block the flof, Hy). This verification
prevents a malicious destination AS from wasting the soaccess
router’s filters. It uses the same flow cache mechanism ashysed
R, to verify that H; has sent some traffic tél;. If it catches
the attack flow(Hs, Hy) in its flow cache, it installs a filter and
sends a router-host Stoplt requesto. Similarly, when a source
hostH receives an end-to-end Stoplt request, it verifies thatst ha
sent some traffic td7,; using a local flow cache before it blocks its
traffic to Hy.

4.4.3 Bounded Flow Cache Memory

In the Stoplt design, a flow cache’s size can be bounded becaus
the cache only needs to last for a few secoriflg) to tolerate a
round trip delay. Note that a destinatiéfy’s attack detection mod-

To address this problem, we design a secure filter replademen ule may take longer tha#iy to identify an attack sourcé&l,. Af-

protocol that enables an access router to deterministicatich a
misbehaving source even if it runs out of filters. The key ide@
use an unforgeable filter replacement message to recoftaéan
state. When a router receives a new Stoplt request and ibruirof
filters, it randomly replaces an existing filtdd s, H4) with the new
one, and sends the hddt; a filter replacement message. If the host
H, continues to receive the attack traffic fraf,, H, resubmits
the router’s filter replacement message. This messagetovee
router that it has processed a Stoplt request fidmbefore, i.e.,
the router has sent an end-to-end Stoplt requesitaising Hy's
address. If the router catches the floi,, H,) in its flow cache
again, it shows that, has not stopped after the previous Stoplt
request. The router may immediately take the next stepradtim,
sends a Stoplt request to the Stoplt server, or retransméad:to-
end Stoplt request té; in case the previous one is lost.

Re-submissions of the filter replacement messages muspbe se
arated by the flow cache lendih so that a router can trust that the
flow (Hs, Hq) caught by its flow cache corresponds to new traffic
from Hs to Hy. A router can enforce this interval by including
a timestamp that specifies the time it sends the filter replace
message.

A router includes a keyed hash in a filter replacement message

to make it unforgeable. The key is only known to the routeglits
and changes over time for improved security. A router seffiliea
replacement message with high priority as the link from theer
to a destination may be congested before an attack stopsteFsg

ter the detection, as soon as the destination receives a aeketp
from the attack source, it may immediately send a Stopltesgu
Therefore, as long as the flow cache lasts longer than theitime
takes to forward a filter request from a destination to a soora
source’s access router, the attack flgii,;, H4) will be found in a
flow cache.

Aflow cache can be implemented using a circular buffer of sloo
filters, a technique also used in [31]. A bloom filter has nsdal
negatives. A router can always catch an attack flow in its flow
cache as long as the round trip delay is less thian We are not
concerned with the small percentage of false positivesaum it
occurs rarely and randomly, and can only happen when a roadici
hostH, wants to block its own traffic, and at most wastes one router
filter.

SupposeT’y 5 seconds. A node may use three 2.5-second
bloom filters to implement a flow cache. Even if we assume arout
may receive minimum size packets (40 bytes) at 1Gbps, artd eac
packet is from a different flow, one bloom filter with 32MB mem-
ory can record traffic flows for 2.5 second with a false positiate
less tharb.7 < 107°. It takes at most 96MB memory to implement
one flow cache.

4.5 Manage Source Router Filters

In the Stoplt design, an attack floi¥,, H4) is blocked at the
access routeRR; of the attack source. A key challenge it faces
is how to block all attack flows without collateral damagehiét



router R has insufficient filters. This may happen, for instance,
if a compromised host on the router’s subnet attacks a lange n
ber of destinations, or a compromised destination AS selfaigea
number of Stoplt requests to block a legitimate source host.

In this sub-section, we describe how we address this clggdlen
For clarity, we first describe the design assuming destinatiSes
are not compromised. We then describe how to cope with compro
mised destination ASes.

4.5.1 Aggregate Misbehaving Sources’ Filters

In Stoplt, if a router runs out of filters, it first reduces them
ber of filters for a mishehaving ho#fs by aggregating them into
per source and destination-prefix filters in the forn{ &%, H4/1).

It may choose the length of the prefi>according to its available
filters. This filter aggregation may harm misbehaving hosigit-
imate traffic to destinations that do not request to blockthgro-
viding incentives for users to patch their compromised rirash

Stoplt uses either of the two following conditions to deteis-
behaving hosts. First, a hosf; is considered misbehaving if it
does not stop sending to a destinatiliy after its access router
R, has installed afiltefH s, Hq). This is because a compliant host
will stop sending undesired traffic aft&; sends a Stoplt request to
it during filter installation (Step 5 of the Stoplt protocastribed
in 8 3). Second, a hod¥ is considered mishehaving if its access
router R, receives a large number of Stoplt requests to block its
flows. This is because a legitimate host will comply to an &nrd-
end Stoplt request sent by a destination’s access routep Sof
the Stoplt protocol described in § 3) and will not trigger essive
Stoplt requests. Stoplt uses two configurable parametegsium-
ber of Stoplt requestd’; received to block a source in a duration
T;, e.g., 10 million per day, to separate legitimate hosts fnusbe-
having ones. If a routeR, receives more thaV; Stoplt requests
in T; to block a hostH,, H; is considered misbehaving, and the
router Rs may aggregate its filters.

4.5.2 Avoid Responding to Malicious ASes

If compromised destination ASes exist, a router may errosigo
classify a legitimate host as misbehaving. For instancenapco-
mised AS may send a packet that triggers a reply (e.g., Piag, T
SYN) to a legitimate host, and then send an inter-domainI8top
request without first sending an end-to-end Stoplt requeshe
host. If compromised ASes successfully send more tNarilter
requests in the duratidfi;, a router may mis-classify a legitimate
host as misbehaving.

To address this problem, we design an algorithm for hosts to
detect malicious ASes and refrain from responding to thermo#t
H, can detect a malicious AS from the missing of legitimate end-
to-end Stoplt requests. If it repeatedly receives initadiets from
an AS'’s address space that trigger reply packets, and thauter+
host Stoplt request from its access router to block a flowimesto
the AS, it concludes that the AS is misbehaving. It can dedtest
pattern by caching the source addresses of the incomingsaitk
which it responds. When it receives a router-host Stopliest it
will find the malicious destination’s address in this paaethe. A
few missing end-to-end Stoplt requests may be due to packst |
but if it receives a large numbeN) of router-host Stoplt requests
from an AS, it should stop responding to any initial packeinfr
that AS. An AS can provide an address-to-AS mapping serace t
enable its hosts to associate an address with an AS.

An AS should set the parametel, N,, andT; to accommo-

as misbehaving even if 10K ASes are compromised and intend to
frame the host in one day, which is unlikely to happen in tharne
future. In addition, each AS can adjust, N, and7; to adapt to
future attack scenarios.

4.5.3 Random Filter Replacement

Aggregating misbehaving hosts’ filters only partially aekles
the filter exhaustion problem. Routers may still run out défs,
because the Stoplt request limiV§) for each host must be set to
a large value to avoid misclassifying legitimate hosts. Whtés
situation occurs, the Stoplt design uses a random filteacephent
policy to prevent a host from repeatedly attacking a destina
When a router receives a new Stoplt request, it randomlyacegl
an old filter of a non-misbehaving host with the new one. Aeout
does not replace a misbehaving host’s filters, but aggreghem
if it runs out of filters.

This random replacement algorithm ensures that a malitiosts
cannot repeatedly attack a destination without being dzagymis-
behaving. This is because right after a malicious Hdstattacks a
destinationH 4, it will trigger a Stoplt request. To repeatedly attack
the same destination without being caugtit, must either wait for
its filter to expire, which means it has stopped the attackxbaust
the router’s filters to make its filtgfH,, Hq) replaced. However,
it can at most triggefV; Stoplt requests in a peridt} to exhaust
router filters. Therefore, it will either be caught as misbehg
when it is caught sending to a filter, or when it exceeds itstlim
N¢. In either case, a router will not replace its filters any more

We analyze how many times a malicious host may successfully
attack a destination before it is caught or uses up its Stepliest
limit. Suppose an access routBg hasF; filters. After a source
H, attacks a destinatioff4, the router installs a filte(H,, Hq).

To attack H,; again without being classified as misbehavii},
triggers N, new Stoplt requests. Suppose the router has run out of
filters, and it performsV, random filter replacements. The proba-
bility that a previously installed filtetH, Hy) is replaced is:

1—(1—1/F)N @

This is the probability that the ho&f; can attackd; again without
being caught as misbehaving.

After the hostH attacksH, again, the filte H,, Hy) will be
re-installed. To repeat the attackl,; must trigger new Stoplt re-
quests. For simplicity, suppose it triggers the same nurobéy,
requests before it attack$,; again. Then the probability th&f is
not caught after attacking, for k times is(1 — (1 — 1/F,)™a)%,
Since the total number of Stoplt requests it triggers musebs
than Ny andk x N, < Ny, if a source chooses a smalldt,, it
has a higher probability being caught after one round othkitd
it chooses a largeN,, the maximum number of roundsit can
attack is reduced. In § 8, we use both experiments and asatysi
show that wherF is 10M andN is 10M a day, a malicious source
on average can only attack a destination less than thres irday.
A similar analysis can be done if we assume the attack tasget i
destination prefix{y/l, not a single destinatiofl4, or there are a
few (a) colluding compromised hosts on a router’s subnets. In the
former case, the probability of being caught after attagldny pre-
viously attacked address /! is the same. In the latter case, the
colluding hosts’ total Stoplt request limitis increased to N, but
the probability of any one being caught after attacking @ipresly
installed filter is not changed.

If a router uses hardware filters for line speed filteringfiitsrs

date a worst case estimate on the number of compromised ASesmay be much less than 10M. High-speed routers often usefferna

The present Internet has less than 30K ASes. If wé\set 1000,
Ny =10M, andT; = 1 day, a legitimate host will not be classified

Content Addressable Memory (TCAM) to filter, but a TCAM chip
is limited to at most 256K filter entries [26]. This problermdae



addressed using shadow filters, similar to the technique ns&]
except that we assume that a router also has limited slow myemo
A router uses hardware filters to block misbehaving hosdfit;
and shadow filters to catch misbehaving hosts. When a roeter r
ceives a Stoplt request, it installs and replaces hardwiaeesfias
described above. In addition, it installs a shadow filterténsiow
and large DRAM memory. When it receives a new Stoplt request t
block (Hs, Hg), and it finds the same floWH s, H) in its shadow
filters and the attack flow in its flow cache, it concludes tHatat-
tacks H, again after its hardware filtdif{ s, H) is replaced. The
router can classify the source as misbehaving. If a routmives

AS may replay an end-to-end Stoplt request, as the sourberaut
tication system that Stoplt uses only prevents attackersmohe
forwarding path of a packet from re-injecting the packetfrather
network locations. If an on-path AS attacker replays an oltH&®-
end Stoplt request to block the flqil s, H4) after the block period
has expired, it can block the communication fréfa to H, longer
than whatH,; desires. We are not concerned much with this type
of attack, because an on-path attacker can always discamhttk-
ets fromH, to H; (e.g., TCP SYN/ACK, or the capability return
packets in a capability-based system) to disrupt their conica-
tions. But our design includes a timestamp field in an endri-

two Stoplt requests to block the same attack flow before a flow Stoplt request (Figure 3) to mitigate this attack. A souresy rop-

cache expires, it does not use the second Stoplt requeslito tine
source, as it could be triggered by the same attack traffic.
A router randomly replaces a shadow filter when it runs out of

tionally verify the timestamp and discard very old Stophuests,
e.g., older than a few hours. If a source (or a destinatios)cha
completely out of sync clock, the source may erroneouslyadlcs

slow memory. The above analysis on how often a source can at-an end-to-end Stoplt request, but this error at most triggeiinter-

tack a destination before it is stopped still holds. If a evutses 8
bytes to store an attack flow and 8 bytes to store the expiratiol
installation time of a shadow filter, it can store 10M shaddters
in less than 200MB memory.

One design detail worth mentioning is that Stoplt makes & hos
explicitly acknowledge a router-host Stoplt request. @tlee, if
a request is lost, a legitimate host may be misclassified abani
having. A router will not consider a host as misbehaving kit
caught to send traffic to an unacknowledged filter but willkee
a maximum unacknowledged filter limiY,, to prevent malicious
hosts from never acknowledging a Stoplt request. If a host#-
knowledged filters exceefY.,, the router temporarily disconnects
the host until all filters are acknowledged. Hosts need tp ktkeir
acknowledged but non-expired filters persistent acrossotsband
query the router to acknowledge their unacknowledged $iltdren
they are back online. With a reasonably sméll, a router can keep
all unacknowledged filters within bounded memory.

4.6 Authenticate Stoplt Requests

The Stoplt design must prevent an attacker from blockingrmoth
legitimate hosts’ traffic. To achieve this goal, the desigal#e
each node that receives a filter requést,, H,;) to authenticate
that the request is sent by the correct entity as describ&d3n
and the entity owns the addreB%. We describe how each type of
Stoplt request is authenticated.

4.6.1 End-to-End Stoplt Requests

A host Hs must verify that an end-to-end Stoplt request is sent
from the |P addres&l; before it blocks its traffic td,;. The Sto-
plt design uses address-based authentication to verifythbare-
quest is fromH,: if the source IP address of an end-to-end Sto-
plt request isH4, then H, trusts that it is sent from the IP ad-

domain Stoplt request to stop the source. Note that an dnepat-
promised AS cannot modify an end-to-end Stoplt requestuseca
the integrity of the first eight bytes of a packet’s payloadrisured
by Passport [19].

4.6.2 Inter-domain Stoplt Requests

A Stoplt serverS, that receives a request to block (H,, Hq)
from another Stoplt serve$; must verify that the request is sent
by S4, and the IP addresH,; is in Sy's AS’s address space. The
Stoplt design uses cryptographic authentication for thippse be-
cause address-based authentication is insufficient f@rakrea-
sons. A compromised AS on the path may modify the content of
inter-domain Stoplt Requests. A source AS’s Stoplt senay not
trust that a destination AS has prevented source addresrgpm
its network, and it does not wish to waste its filters if a malis
node in a destination AS can spoof its Stoplt server’s addres

Each Stoplt server obtains the same pair-wise secret kayaith
AS'’s border routers obtain using Passport [19}. uses the key it
shares withS, to compute a MAC over the content of the Stoplt
requestn: M ACk.(m), and then attaches the MAC ta. S,
recomputes\/ ACk_, (m) to verify thatm is sent bysS,.

A timestamp field and a nonce are used to prevent replay at-
tacks. Stoplt servers synchronize their clocks using NT3P¢2an
external time source. A Stoplt server only accepts a requiist
a timestamp that is within a small window of its local timeg.ea
few minutes, and uses a local cache to remember the noncas it h
seen within the small time window.

After S, verifies that a request to blo¢iis, Hy) is from Sg, it
further verifies whethef; and H, belong to the same AS; can
verify this using the address-prefix-to-AS mapping obtdifrem
its BGP feeds. IfS; and H, belong to the same AS; considers
the Stoplt request valid, and forwards it to the access raftthe

dressH,. Address-based authentication is a weak authentication indicted source.

scheme, but it suffices for this purpose, because Stopltsiscoan
a secure source authentication architecture that ensoyescale
outside the source or destination AS can not spoof the IPeaddr

4.6.3 Intra-domain Stoplt Requests
As we assume that an AS can secure its intra-domain commu-

of Hy. Only compromised routers inside a source or a destina- nications (8 2.2), intra-domain Stoplt requests, inclgdinuter-

tion AS may spoof a Stoplt request with the source IP addkess
In this case, the source AS or the destination AS is considase
compromised. The Stoplt design does not intend to provide no
interrupted communication between a pair of hosts if eitiast's

server, server-router, router-host, host-router reguestn be au-
thenticated using any local security mechanism. They may us
address-based authentication, since an AS can securehitsrke
to the extent that there is no source address spoofing. If a nod

access AS is compromised, as a compromised access AS may causreceives a Stoplt request to block the floW,, H,;) from a valid

more harm such as discarding its hosts’ traffic. Note thatapro-
mised host in a source or a destination’s AS cannot spoof @tSto

peer’s IP address, it trusts that the Stoplt request isratgd from
the IP addres#{,. For instance, in Figure 2, if a Stoplt servgy

request because we assume a compliant AS can prevent Internareceives a Stoplt request from the source IP addResand R, is

source address spoofing (§ 2.2).

the IP address off;'s access routerS, considers the request as

A compromised AS on the path from a destination AS to a source legitimate.



If an AS desires to further secure the communication between
the nodes within itself, it can use a cryptographic autheriton
scheme similar to those used in an intra-domain routingopobt
(e.g. MD5 authentication as used in OSPF [24]) or IPsec [@3] t
secure the communication between a router and a Stopltrséiwve
shown in Figure 3, a router-server or a server-router Stepjtest
may include optional authentication information. The caumina-
tion between an access router and a host can be secured lising a
layer security mechanism such as 802.1X [1].

5. FAIL-SAFE

The previous section describes how we design Stoplt to comba
various attacks that prevent filters from being installedwiver,
regardless of how hard we try, filters may fail to install when
source AS is compromised and ignores filter requests, onglai
link flooding attack when destinations of the flood fails tdiate
Stoplt requests.

For simplicity and feasibility, the Stoplt design uses &iehi-
cal fairness, the same mechanism used in a capability-lmsed
tem [39], to gracefully degrade when filters are not insthllé
router either uses two-level hierarchical weighted faieujng to
allocate its bandwidth among ASes and then among hostsnwithi
the same AS queue, or uses a two-level rate limiters. For téie fi
level resource allocation, as there are less than 30K ASe¢keon
present Internet, it is feasible for routers to maintainA8rstate.
For the second level allocation, if a router has insufficiguntues
or rate limiters to separate every host in an AS, it randonalshles
different hosts from the AS into the same queue or rate limée
in stochastic fair queuing [22], except that a Stoplt sesveaffic
is always separated from an AS’s other hosts’ traffic, and by
given a larger share. Legitimate hosts in an AS that harbams ¢
promised hosts may suffer from collateral damage, but wakthi
such damage could incentivize an AS to clean up its network.

Another approach to fail-safe when a compromised source AS
does not respond to Stoplt requests is to install Pushhistek fd-
ters. Afilter request is propagated from an access routebooder
router, and from a destination AS to its upstream provided, $0

PROOF. Source authentication preverfs-ffom spoofing other
hosts’ source addresses. Therefdfg,cannot overload other routers
and hosts by flooding Stoplt requests towards them, as they ca
fairly allocate their processing power to Stoplt requesianfevery
source address. Moreovef] —tannot prevent others’ Stoplt re-
quests from being transmitted by congesting a link, beceusgers
can use source-based fair queuing to give each sourcerighfaie
bandwidth. O

PROPERTY 5. With or without colluders, a compromised host
H5tannot continuously send attack traffic to a victhfiy by ex-
hausting filter slots on its access routgg.

PROOF This is proved by § 4.5. 1

PROPERTY 6. A destination access routét; can block unlim-
ited number of attack flows towards its hosts with a limitechbar
of filter slots.

PROOF This is proved by § 4.4. (1

PROPERTY 7. If AS™is compromised, traffic fromi.S™tan
only consumed S s fair-share bandwidth on any link.

PROPERTY 8. A compromised A8S dan only request to block
aflow(H,, Hy) if: 1) Hy is a host insided S F-and 2) H, has sent
packets taH ;.

PROPERTY 9. A compromised ASLS tan only send cross-
domain Stoplt requests to other Stoplt servers or any solbose
H, that has sent packets tSs hosts. Any other cross-domain
Stoplt request fromi S s discarded by a protocol-compliant re-
ceiver.

PROPERTY 10. A compromised A& S -dannot prevent others’
Stoplt requests from being accepted.

on. We assume that ASes are much less likely to be compromised ProoE Asﬁannotspoof other ASes’ source addresses. There-

than hosts. Therefore, the benefit of avoiding per-flow fitate in
the network outweighs the disadvantage of not completelgkihg
compromised ASes but limiting them to their fair shares afda
width. However, if in practice it is desirable to entirelyobk a
compromised AS, Stoplt can be extended to support Pushback fi
ters. We defer the detailed design of this extension to éuork.

6. SECURITY ANALYSIS

This section lists the security properties of Stoplt. We taime
proof for the properties that are simply part of the desiguagp-
tions or design choices.

PROPERTY 1. A compromised host’ “¢annot evade detection
or filtering by spoofing its source address.

PROPERTY 2. A compromised hosgi [-¢an only request to block
a flow (H,, Hy) if: 1) Hy is the same agl};-and 2) H, has sent
packets toH -

PROPERTY 3. A compromised hod¥ [¢an only send Stoplt re-
quests to its access routé, or any source hosk that has sent
packets taH Any other Stoplt request froid 1% discarded by a
protocol-compliant receiver.

PROPERTY 4. A compromised host/ —¢annot prevent others’
Stoplt requests from being accepted.

fore, similar to a compromised ho#f ;' AS-tannot overload
other hosts and routers by flooding Stoplt requests towéuels t
nor can it prevent others’ Stoplt requests from being tratiechby
congesting a link.

PROPERTY 11. A compromised A3LS =tannot replay Stoplt
requests from one Stoplt server to another.

PROOF. This is proved by § 4.6.2. ]

PROPERTY 12. A compromised A%.S~¢an only replay end-
to-end Stoplt requests within a short time frame.

PROOF. This is proved by § 4.6.1. ]

PROPERTY 13. As long as a legitimate source had&t, follows

the Stoplt protocols, it will not be mis-classified as mali re-
gardless how the attackers behave.

PROOF This is proved by § 4.5. 1
PROPERTY 14. Non-end-to-end Stoplt requests have guaran-
teed bandwidth on any non-access link.

PROOF This is proved by § 4.3. (1



Figure 6: The network topology used in our experiments.
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Figure 7: Access Router Prototype

7. DEPLOYMENT

The Stoplt design aims to facilitate incremental deploynaeml
incentivize early adoption. Each AS can independentlyaegto-
plt and benefit from it. To deploy Stoplt, an AS needs to upgrad
its border routers to use Passport for source authenticasade-
scribed in [19], upgrade its access routers to support Stapd
install a Stoplt server. It also needs to enable a hieraatpier-AS
and per-host resource allocation scheme at its congeste li

An AS that deploys Stoplt can block attack traffic from ASextth
also deploy Stoplt. It can also authenticate the sourceeadds of
the traffic from Passport-enabled but not Stoplt-enabledsAghd
queue or rate limit their traffic separately. Attack traffiorh a
Passport-enabled but not Stoplt-enabled AS only condgestsaf-
fic from the same AS, incentivizing the AS to adopt Stoplt.

A Stoplt-enabled AS cannot authenticate the source adeseds
the traffic from ASes that do not deploy Passport. It shoukeugu
or rate limit the traffic from all non-upgraded ASes as onéfitra
aggregate. Attack traffic from those non-upgraded ASes naay o
whelm legitimate traffic from those ASes, providing inceas for
ASes to adopt both source authentication and Stoplt.

A transit AS that is unlikely to originate attack traffic omgeds
to deploy Passport to authenticate source addresses afeirierd
the hierarchical resource allocation scheme at its coaddstks.
We think it has incentives to deploy these mechanisms t@ptiie
traffic from Passport-enabled customers, because otherdisS
flooding attacks will inflict damage on all its transit traffic

A server host that wishes to stop undesired traffic needs-to up
grade to support Stoplt. A client host does not need to uggrad
support Stoplt, if it is unlikely to be attacked or comproetddo at-
tack other hosts. However, a router may aggregate a noradedr
client’s filters if it does not stop sending undesired trafffter a
destination requests to block it. When this happens, atolidh
notice and should upgrade to support the Stoplt protocosancte
authentication. An upgraded host will not respond to antererd
Stoplt request with a demoted or without a Passport headeaLise
the source address of this request might be spoofed.

8. IMPLEMENTATION

We implement a prototype of the Stoplt design on Linux using
Click [15] and test its performance using Deterlab [9]. Ténsl-
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Figure 8: The time it takes for a victim to block various number of
attackers.

uation aims to answer the following questions: 1) Can Stsigip
multimillion-node attacks with bounded router filters? 2MHlong
does it take for Stoplt to stop such attacks? 3) What is theqes
ing overhead of Stoplt requests?

For quick prototyping, we implement the Stoplt protocol op t
of UDP. A Stoplt server is implemented as a user-level appba.

As shown in Figure 7, the access router’s packet filteringtion,
the destination-side logic, including the host-routerpBtoequest
processing and the secure filter replacement protocol apéeim
mented using Click in the Linux kernel for better performanthe
source-side logic, including the server-router Stopltuesy pro-
cessing and router-host Stoplt request processing areimgpited
as a user-level application. We have not implemented flohesc
using bloom filters in this prototype, but this simplificatishould
not affect the results, because as we will soon explain, tigeb
neck in our experiments is not the access router’s kernelssing
module. The Click implementation modifies the IPRoute Talde
ment. The authentication function in an inter-domain Stogrjuest
or in a filter replacement message is implemented using UHASH
AES and the first UMAC construction as described in [16].

In the first experiment, we evaluate whether Stoplt can stayet
scale DoS attacks when a destination’s access router hasdédxb
number of filters, and if it does, how long it takes to stop an at
tack. The experiment topology is shown in Figure 6. This topo
ogy emulates an attacker's AS and a victim's A%. and R3 em-
ulate border routers, an; and R4 emulate access routers that
implement the Stoplt protocol. Each AS is also configuredh it
Stoplt server that processes inter-domain Stoplt requésis sin-
gle attacker machine emulates 1 to 10 million attackers hylisg
packets with source addresses distributed within a /8 addree-
fix. Attack packets are all destined to the victim. The vicéither
sends a fresh Stoplt requestRa, or resubmits a filter replacement
message after a flow cache expiration inteffal = 5 seconds.
R4 sends three end-to-end Stoplt requests to confirm an ateack b
fore it sends a Stoplt request to its local Stoplt server. Adreler
routersR, and Rz should be performing the source authentication
task as described in [19]. We have not integrated this part thie
Stoplt implementation, but source authentication is netlibttle-
neck in our experiments: traffic volume through and Rs is less
than 300kpps, which is much lower than the source autheiatica
throughput according to [19].

The victim’s access routeR, is configured with 256K filters,
emulating a limited number of hardware filters. Each emdiate
tacking source stops after it receives a Stoplt request fRonThus
Ry's filter table size does not affect the results. Figure 8 show
the time it takes to stop an attack with various number otchta
sources. Each attack repeats 10 times, and the error barstisbo
standard deviations of the stopping time. As can be seep)t$$o
able to stop all attack flows. The rout&u has successfully con-
firmed up to 10 million attack flows with only 256K filters. The
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Figure 9: This figure shows the probability that a misbehavirg host
will be caught if it does not stop attacking a destination, ad the average
number of times it can attack the destination in one day. The axis is
the maximum number of times it can attack the destination bebre it
triggers more than N ; Stoplt requests. The daily Stoplt request limit
is Ny = 10 million, and the router’s filter limitis Fs = 10 million.

time it takes to stop an attack grows proportionally with tiuen-
ber of attackers. Note that this time does not include thecktt
detection time, as we assume attack detection is a sepasitnd
module (8 2.2).

The blocking rate roughly corresponds to 6000 attackersger
ond. This rate is primarily limited by the victim, becauseeiteives
and sends filter replacement messages and Stoplt requestsrin
space, and at the same time, receives flooding packets. \iée not
that the Stoplt agent on the victim can send out roughly 28l&-me
sages per seconds. As in our implementation, the rdReetrans-
mits an end-to-end Stoplt request up to three times befeanids a
request to its Stoplt server, and the victim needs to senctot
request and resubmit three filter replacements to stop ¢aekaig
source. Thus, it can stop at most 28/4=7K attackers per de&in
the same time, it also discards some of the filter replacemest
sages from the routeR4, because it is receiving attack packets at
the same time and cannot keep up with the incoming packet rate
Despite the low blocking rate, a victim can still stop a 10kom
node attack in less than 30 minutes.

Figure 9 shows the probability that a misbehaving sourcauglat
in the above attacks for various valueskof The lines are plotted
using the analysis in Eq 1. Each point is obtained using thelte
from 100 runs for eack vglue. For eaclt, the probability of be-
ing caught is calculateghas , Y;/100, and the average number of
attacks is calculated as ,.S;/100. As can be seen, the experi-
mental results match well with the analysis. Wher= 2, after
an attacker attacks a victim once, even after it triggers illom
Stoplt requests, it still has more thas% probability to be caught
if it attacks the victim again. In contrast, if we use a detieistic
first-installed-first-replaced policy, the attacker wiive zero prob-
ability to be caught. Whek = 3, the average number of times it
can attack a victim before it is caught is maximized to 2.44,ib
will be caught more than 85% of the times.

We have also benchmarked the processing overhead of various
Stopltrequests. In our tests, one PC equipped with an AM2@pt
285 Dual Core 2.6GHz CPU and 2GB memory acts as a Stoplt
server or access router, and another PC is used to generate va
ous Stoplt requests. These two PCs are connected through a Gi
gabit Ethernet. Our benchmark shows that a Stoplt servaisnee
455ns to process an inter-domain Stoplt request, and arssicce
router needs 410ns to process a secure filter replacemesagees
Our throughput test shows that a Stoplt server’s througtsplirn-
ited to be around 250kpps. This is because of the kernel ard us
space switching overhead, not the cryptographic operstidme
in-kernel filter replacement messages can be sent and eecatv
658kpps.

9. COMPARING EFFECTIVENESS

To gain insights on how effective Stoplt performs relatved
other DoS defense systems, we compare Stoplt with two well-
known capability-based DoS defense systems TVA [39] anttBlis
[27], and two existing filter systems: AITF [5] and Pushba2@][

We implement Stoplt and other systems in ns-2, and simulate h
effectively each system combats various DoS flooding astack
large topologies. Note that this section does not simullite &x-
haustion attacks. They are studied in part in the previoctose

9.1 Methodology

Ideally, we would like to simulate various systems on anrimgée

Next, we evaluate whether an access router can catch a misbescale topology and vary the number of attackers to millidde-

having source if the source does not stop attacking a déstina

In these experiments, we let the attacker machine firstlattae
victim, and then attack a large number of fresh destinatiorex-
haust its routerR,’s filters. R: is configured to have 10 million
filters. To save experiment times, we install a packet captgent

at Ri that intercepts the attack packets to fresh destinatiods an
immediately installs filters aR:. R1 implements the random fil-
ter replacement algorithm as described in § 4.5.3. We ppeHate

all R1’s 10 million filters to emulate a filter exhaustion attaclg.e.
other compromised hosts and ASes have exhausted the sdiilter’
ters by colluding with the attacker. The daily Stoplt reduesit

Ny is set to 10 million. We first choose, the maximum number
of times an attacker can possibly attack the victim befotgggers
more thanV; Stoplt requests, and then choose the number of fresh
destinationgV, that an attacker should attack in one round to min-
imize its probability of being caught at the end of the attadkach
run finishes if eitheR; catches the attacker as mis-behaving, or the
attacker has triggered; Stoplt requests. For each rirwe record

a binary variabley;. It is set to 1 if an attacker is caught before it
triggers more thaiV; requests. Otherwis&; = 0. We also record
the number of times); that the attacker can successfully attack the
victim before one experiment finishes.

fortunately, our simulator is incapable of simulationshas tscale.
Instead, we generate AS-level topologies from BGP tablepdym
and simulate each AS as one node. We randomly mark an edge AS
as hosting attackers or not. If a node is marked as hostiagkaits,

it floods the aggregate attacking traffic of all attackerhmAS.

Our results only measure the performance of hosts in legiém
ASes that do not have attackers. We believe this is a valifbper
mance metric because a solution that sacrifices the penfienaf
hosts in “clean” ASes to improve that in ASes that harborcates
does not reward ASes that maintain a clean network, and ss les
desirable. We assume that attackers are not uniformlyitaliséd
among all ASes based on data shown in [28, 37]: [37] shows that
in a six month period, only half of the ASes on the Internetare
served to host bot machines; and [28] shows that Bobax dismees
concentrated on a few IP address ranges. One plausiblenexpla
tion is that unpatched pirated Windows operating systengintie
unevenly distributed.

Topologies: We use a realistic simulation topology from the
BGP table dump obtained on Aug 1st, 2007 from a RouteViews
server. Realistic topologies are desirable because TVAFAand
Pushback’s performance are path dependent. We construet a d
rected graph using the reverse AS paths seen from the RewtsVi
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Figure 11: One-way Link Flooding Attacks. The simulated bardwidth is 1Gbps.

server. This topology contains about 26K nodes and is siill t
large for ns-2 simulations. We randomly sample a branchhaat
less than 2000 ASes, which is roughly the maximum size we can
simulate. We refer to this topology as the sampled topolddye
sampled topology has 1691 ASes, approximately 1/20 of the si
of an Internet-scale topology.

Attacks: We simulate both destination flooding attacks and link
flooding attacks. In a destination flooding attack, we cohmec
victim to the sampled topology via a bottleneck.

We intend to simulate scenarios that IKI0OM compromised
hosts on the Internet attacking a victim behind a bottlemanling
from 10Mbps to 1Gbps. Since we only have 1/20 of the topology,
we scale the number of attackers to 1/20 of the number wednten
to simulate: 50C500K, and similarly, the bottleneck bandwidth to
500Kbps [CE0Mbps. We set the ratio of ASes that have attackers

to be at most 2/3 among the edge ASes in the sampled topology.

This corresponds to at most 1000 attacker ASes. If the nuatber
attackerse in a simulation is less than 1000, we randomly sam-
ple x edge ASes from the sampled topology to be ASes that host
attackers (i.e., attacker ASes). dfexceeds 1000, the maximum

500 [5M colluders on an Internet-scale topology with P®Z30K
attackers on our sampled topology.

Implementations: AITF is implemented as described in [5]. A
victim uses the last six router addresses in the recorddd qgat
tion to describe an attack flow. Pushback is already officiiaH
cluded in ns-2 and is implemented as described in [20]. Rsute
recursively sends rate limiting requests to their upstreanters
if a downstream bottleneck is congested. TVA is implemertgd
in [39]. TVA uses path identifiers to approximate an unspbiafa
source identifier and hierarchically queues capabilityiest pack-
ets on path identifiers. We also implement an enhanced wersio
TVA+ that uses the same source authentication system tbpttSt
uses to prevent source address spoofing on its request tlaauahe
uses a two-level (per-AS and then per-source) hierarchjcale
on its request channel. We compare TVA+ and TVA to show the
benefit of unspoofable source addresses. Source authinticaa
capability-based system is only required for the slow retjaban-
nel. Therefore we think it is feasible to combine capaleititand
source authentication. Portcullis is implemented as if. [Rffer-
ent from Stoplt, Pushback, TVA, and TVA+, Portcullis usemeo

number of attacker ASes, we randomly sample 1000 edge ASes agutational puzzles to implement per-host fairness, ratem per-

attacker ASes, and let each attacker AS originate the aftaffic
for /1000 attackers. To make our simulations finish within a rea-
sonable time, we bound the maximum total attack traffic to@@ 1
times the bottleneck bandwidth. Therefore, each attackedssat
10Kbps (except for Portcullis, which we will soon explair).an
attacker AS simulates/1000 attackers, its aggregate sending rate
is 10Kbps times:/1000.

We also simulate one-way and two-way link flooding attacks. |

network fairness. A capability request packet that solvesose
difficult puzzle is forwarded with higher priority. In ourrmaula-
tions, a Portcullis attacker does not send constant rateifigdraf-
fic. Instead, it adjusts its sending rate and puzzle leveddbas the
total number of attackers involved in an attack and the &otitk
bandwidth. For instance, if 10M attackers attack a 100Mluies
neck, each attacker only needs to send 0.5 bits/s to corgEstit
request channel of the link. An attacker will solve a 640esec

the one-way attack, we have a sink node on the same side of thepuzzle and sends it with a 40-byte packet. Our implementatio

bottleneck as the victim. Attackers on the sampled topology
send attack traffic to the sink node without being detectadhé
two-way attack, we have a large number of colluding attacker
the same side of the bottleneck as the victim. Attackers ewother
side of the bottleneck may send attack traffic to those cefsid
without being detected. At the same time, the colluders neag s
reverse direction attack traffic to the other attackers. Weilate

assigns a packet's priority based on the per-bit puzzlecdiffj.
Otherwise, an attacker can send at an even slower rate.

Metrics: We use legitimate hosts’ TCP transfer performance to
measure the effectiveness of a DoS defense system. Duriaty an
tack, each legitimate AS has one user that sends 20KB TCP®-tran
fers one by one to the victim. A TCP transfer is aborted if itroat
finish within 25 seconds, simulating an application timeotiis



timeout is also necessary to make the simulations finishéasan-
able amount of time. We use the ratio of completed transfeds a
the transfer time averaged over the completed transfetsegsetr-
formance metrics. TCP SYN retransmission timeouts aretdimni

to 1 second to speed up the simulations. One run finishes when a
legitimate ASes have tried three transfers. We adjust timeben

of simultaneously active legitimate ASes based on the sitedl
bottleneck bandwidth to avoid congestion among legitivdeges.

9.2 Destination Flooding Attacks

Figure 10 shows the results for the destination floodingck#ta
The results for Stoplt are steady state results after thelattaffic
is blocked. In Figure 10(a) and 10(b), the simulated bantiwiisl
1Gbps. AITF cannot finish after the number of attackers edsee
1M, as the three-way handshake messages to install filtedsstr
due to the DoS flooding attack. After the number of attackers e
ceeds 1M, Portcullis does not finish within 25 seconds. lagite
users may eventually finish if they wait longer and retranshair
request packets with increasing puzzle difficulties, beytfimeout
in our simulations. TVA and Pushback have similar resubtsdbise
both ensure per-path fairness. TVA hierarchically queuepath
identifiers on its request channel, while Pushback recelsssends
rate-limiting messages to a router’s upstream routersngdopath
may get a smaller bandwidth share. Therefore legitimatesubat
are far away from the victim may not finish their TCP transfers

Both TVA+ and Stoplt can finish all TCP transfers, outperform
ing other solutions. TVA+ does well because legitimate sisee
isolated from attacker ASes via hierarchical fair queuany] have
sufficient request channel bandwidth. In Figure 10(c), wg tae
simulated bottleneck bandwidth from 10Mbps to 1Gbps, amd-co
pare TVA+ with Stoplt. Only Stoplt can finish all TCP transfer
because the attack traffic is completely blocked, dematirsgrshe
advantages of a filter approach. With TVA+, each attackerstiéin
send request packets. When the number of attackers is laige,
sufficient to congest a slow link’s request channel.

9.3 One-Way Link Flooding Attacks

Figure 11 shows the results for one-way link flooding attatks
our simulations, attackers launch the maximal-damagelatihat
is, if their traffic to the victim is blocked, they send attacéffic
to the sink node on the same side of the bottleneck as thervicti
Otherwise, they attack the victim directly. As can be selea pter-
formance of Stoplt is affected, but other systems’ perforoeare-
mains unchanged. With Stoplt, TCP transfer times increase t
seconds, because filters are not installed and the attdfik tam-
petes for bandwidth with the legitimate traffic. The trangfme
does not increase after the number of simulated attackeeeds
100K, because at this number, we have populated all ASesdhat
have attackers. Other schemes have similar performancesii d
nation flooding attacks and one-way link flooding attacks.

Figure 11(c) compares different file size transfer timeshims
the difference between TVA+ and Stoplt. Although TVA+ does
not entirely block the attack traffic either, the attack ficabnly
competes for the request channel bandwidth. The authamatfit
is not affected. For large files, the file transfer time is gigantly
shorter than that in Stoplt.

9.4 Two-Way Link Flooding Attacks

In these experiments, active attackers are on both siddseof t
bottleneck. We refer to attackers on the same side of thiehettk
as a victimcolluding attackersor colluders and those on the op-
posite side as the left-side attackers. Similarly, lefiesattackers
and colluders attempt to launch the maximal-damage attaaur
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Figure 12: Two-way link flooding attacks.

simulations, left-side attackers send attack traffic tdnlboé victim
and their colluders. If their traffic to the victim is blocketiey use
all their attack bandwidth to send attack traffic to theilwdérs to
congest the link. At the same time, the colluders also sevetse
flooding traffic. We fix the simulated left-side attackers k,&nd
vary the colluders from 500 to 5M.

Figure 12 shows the simulation results. Stoplt's perforoean
is not affected by the attack, because it queues packetsl loase
source addresses. Colluders do not affect a legitimatésisaand-
width. Pushback’s performance degrades significantly shah
less thant0% of the TCP transfers finish. This is because Push-
back installs destination-based rate limiters and attertpfairly
allocate a destination’s bandwidth share among all sendietse
presence of; colluders ande left-side attackers, the victim only
obtainsl/y fraction of the bottleneck bandwidth. This bandwidth
is further divided among all legitimate users antkft-side attack-
ers, each obtaining less thah fraction of the bottleneck band-
width. The finished transfers have a short transfer time dube
on-off behavior of rate limiters: if a legitimate user isesit for
a while, a router cancels its rate limiter temporarily, atedTiCP
transfers can finish quickly. TVA+ and TVA's performance chedp
as well, because they queue authorized traffic based omdtsti
addresses. The victim now only obtaihgy fraction of the bottle-
neck bandwidth. But this bandwidth is shared by legitimaers
only. Thus, most of their TCP transfers still finish with inased
transfer times. Portcullis cannot finish its TCP transfersduse the
left-side attackers’ puzzle level exceeds 25 seconds. A#rhot
finish because three-way handshake messages are lost arsl filt
are not installed.

10. RELATED WORK

The design of Stoplt is motivated by the criticisms on calitézs
[6] and an earlier filter design AITF [5]. Stoplt and AITF eropl
a few common design mechanisms, such as filters at edge ASes,
flow cache, and filter aggregation of non-cooperating saurBet
the novelty of Stoplt lies in the carefully designed conttbannel
(8 3) that enables filters to be installed during DoS flooditacks,
the source authentication mechanism that enables prelte&sen§
based on source and destination addresses despite sodressaol
path prefix spoofing attacks (8 4.1), the filter exhaustiongarton
mechanism that enables routers with a few hundred megabf/tes
memory to defeat strategic attacks from multimillion-ndx¢nets



(8 4.4, 8 4.5), and the fail-safe mechanism that does notviavo
filter installation in the core of the network, nor blocks wffic
from a source AS that fails to respond to filter requests (§T9).
the best of our knowledge, AITF does not achieve these goalsru
similar attacks.

Pushback [20] uses rate limiters to reduce the attack ttafits
fair share, but it does not completely block it. Other praesise
special host hardware [29] to install filters or use a newrhge
addressing architecture [3] to prevent source addressingoat-
tacks. Stopltdoes not require host hardware upgrade, asdwes
the Internet’s hierarchical addressing architecture. Alaekholing
method [12] discards attack traffic as well as legitimate one

This work is our first step towards building a DoS-resistagtt n
work architecture that can protect anyone on the Intermet,chf-
fers in goals from other work [2, 8,10, 14,21, 30, 33-35].

11. CONCLUSION

This works aims to understand the effectiveness of filteds an

capabilities in battling DoS attacks. In the paper, we presiee
design and evaluation of Stoplt, a filter-based DoS defeysters.
Stoplt enables a receiver to install a network filter thatksothe
undesired traffic it receives. Its design uses a noladed-control
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