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Fig. 11. Average and maximum number of messages sent per failure per link
when each link randomly fails and recovers.

This convergence time indicates that TIPP has the fast conver-
gence property of a link-state routing protocol: the convergence
time is proportional to the message propagation delay.

Next, we look at the message overhead of TIPP. In our simu-
lation, we let a bidirectional link randomly fail and recover. Link
failures may happen concurrently. Link failure and recovery is
modelled as a sequence of on/off events. Each on/off event lasts
for a uniform randomly distributed time. The percentage of the
off period is the link failure rate. We count the total number of
messages and bytes triggered by the failures and average them
over the number of failures and the number of links. We also
record the maximum number seen on a link, and average it over
the number of failures. Fig. 11 shows the message overhead
when there are multiple link failures. The link failure rates are
5% and 10%, respectively. As can be seen, the average message
overhead per link is very low, demonstrating that TIPP messages
are propagated in controlled scopes. If a message is propagated
globally, a failure and a recovery event will generate four mes-
sages (two for each direction of a connection) on a link. In our
simulations, the largest average number of messages received by
a link over multiple failures is less than 2, indicating that there
is no message churning.

C. Setup Latency Incurred by Reactive Failure Detection

The basic mechanism we provide for route availability dis-
covery is a combination of proactive and reactive notiPcation.
We analyze how connection setup latency is affected by the
reactive failure notiPcation scheme. Our analysis assumes a con-
servative approach for failure detection and handling: a user de-
pends on the basic proactive and reactive notiPcation mecha-
nisms to detect route failures, and will re-send a packet along a
different route if he discovers the original route is unavailable.
This conservative assumption gives us an upper bound on the
connection setup latency.

Intuitively, if routes are highly available, then most likely a
packet will reach its destination the Prst time when a user sends
it. So reactive notibcations will not signiPcantly affect connec-
tion setup latency. We use a simple analytic model to test the
above hypothesis. Assuming failures on different routes are in-
dependent and identically distributed, the process of success-
fully sending a packet may involve a random number of failed
trials, and one success at the end. The failed trial may end with
a router notiPcation or a timeout. This process can be modeled
as a negative multinomial distribution [19]. The analytic model
can be found in a longer version of this paper [67].

We can numerically compute the distribution of the connec-
tion set up latency I. This latency includes the NRLS query la-
tency, the failure detection and retry latency, and Pnally the la-
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Fig. 12. Cumulative distribution (P | X )and the complementary cumula-
tive distribution (P | > X ) of the connection set up latency | , with 1% route
failure probability, 80% NRLS cache hit rate, 100 ms round trip delay, 3 seconds
timeout value, and 3-level of NRLS name hierarchy. The fraction that a failure
is detected by router notiPcation is varied from 90%, to 50%, and to 10%. The
rest of failures are detected via a timeout.

tency to send a connection setup packet such as a TCP SYN.
Fig. 12 shows the cumulative distribution and the complemen-
tary cumulative distribution (P{I  x}) of the connection set
up latency, with 1% route failure probability, 80% NRLS cache
hit rate, 100-ms round trip delay, 3-s timeout value, and 3-level
of NRLS name hierarchy. We vary the fraction that a failure is
detected by a router notiPcation from 90%, to 50%, and to 10%.
The rest of failures are detected via timeout. The NRLS cache
hit rate is set according to the study that shows the DNS cache hit
rate exceeds 80% with a time-to-live Peld as short as 15 minutes
[34]. The failure rate is set according to the studies that show
the route failure rate in the present Internet is less than 1% [18],
[38]. With a 1% route failure rate, the connection setup time is
mostly affected by the NRLS cache hit rate. Nearly 80% of the
connections that have a NRLS cache hit can send their packets
successfully within a round trip time, and nearly 99% of them
can send their Prst packets successfully within three round trip
time.

VI. PoLICY EXCEPTIONS

Our design is optimized for the common case that a do-
main-level route is valley-free, but it also works when there
are nonvalley-free transit policies. Non-valley-free routes are
represented by a sequence of addresses. A nonvalley-free route
can be broken into shorter route segments, with each route
segment being valley-free. For instance, in Fig. 2, if the domain
Ry is willing to provide transit service between its provider
By and its peer R , then the route between Bob and Alice
Ny, - Ry - By - R - R — N is a policy-allowed
nonvalley-free route. It can be broken into two valley-free
segments: Ny - R; — By — Reand Ry - R — N . Each
valley-free route segment can be represented by two addresses.
The nonvalley-free route can be represented by concatenating
the encodings of the two valley-free segments. For instance,
the route segment from Bob to Ry Ny — Ry — By — Ry can
be represented by 1:1:1::1000 and 1:2::/32; the route segment
from Ry to Alice R — R — N can be represented by
FFFF:1::/32 and FFFF:2::1::2000. The nonvalley-free route
Ny, - Ry - By - Ry - R — N can be represented
by a routing header with a total of four addresses: 1:1:1::1000,
1:2::/32, FFFF:1::/32, and FFFF:2::1::2000. The brst two ad-
dresses will be placed in the source and the destination address
Peld. When a packet with the routing header arrives at R,
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the next two addresses will be shifted to the source and the
destination address Peld.

The advantage of this representation scheme is that only do-
mains that have special nonvalley-free transit policies need to
turn on the source routing option. Routers in other domains can
ignore the option, and forward packets using only the source
and the destination address in a packet header. More details on
the nonvalley-free route representation and forwarding schemes
can be found in [67].

We do not provide separate mechanisms for users to discover
nonvalley-free routes. Domains such as R, may use TIPP to
propagate its special transit policies to its neighbors. Users may
also store nonvalley-free routes at their NRLS servers. We note
that TIPP and NRLS do not guarantee that users can discover
all possible routes, because TIPP messages do not propagate
globally. However, our design isolates route discovery as an in-
dividual module, and allows users to use general mechanisms
for route discovery. For instance, a provider that offers non-
valley-free transit service may advertise its service on its web
page. It is out of the scope of this paper to study those general
mechanisms.

VII. RELATED WORK

At a high level, related work falls into three categories: scal-
able routing schemes, routing architecture proposals, and cur-
rent route selection technologies.

A. Scalable Routing

Scalable routing schemes aim to reduce the amount of
routing state a router keeps. The well-known schemes include
the cluster-based hierarchical routing [36], the landmark hier-
archical routing system [60], geographical routing [20], and
hybrid routing [58]. However, the goals of these routing sys-
tems are fundamentally different from us. We aim to provide
a feasible and scalable approach to support user-controlled
routes, while they aim to reduce the size of routing tables, or
the number of routing updates, and do not necessarily support
user-selected routes.

Provider-rooted hierarchical addressing has long been pro-
posed to scale the Internet routing [14], [21], [22], [61]. Our de-
sign builds on the idea of hierarchical addressing, but we devel-
oped a complete routing system that supports user route choice.

B. Routing Architecture Proposals

Nimrod [9] proposes to use a map-distribution mechanism for
a source to discover network topology and to use virtual circuit
to set up routes. However, Nimrod does not address how to bt its
design into a policy-rich inter-domain routing environment. In
contrast, our design is optimized to Pt into the Internet routing
environment, and preserves the packet-switched feature of the
Internet.

The inter-domain policy routing (IDPR) protocol [55] pro-
poses to use a domain-level link state routing protocol to dis-
tribute the domain-level topology to route servers of each do-
main. A source sends a route request to a route server to obtain
a domain-level route. Our work does not need a global link state
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routing protocol for a user to discover routes, and does not re-
quire the presence of a per-domain route server.

The scalable inter-domain routing architecture [16] proposes
to use a BGP router® routing information base and to Rood
a route request from a destination to a source to assist a user
to discover multiple routes from the destination to the source.
We design a new protocol TIPP to assist route discovery. TIPP
has less overhead than the [Rooding-based query approach, and
allows a user to discover more routes than what is present in a
router® BGP table.

TRIAD [11], [26] is an Internet architecture that provides ex-
plicit support for content routing. Packets could be routed by
names, rather than by IP addresses. NIRA is designed to handle
IP layer routing and addressing issues. The design goal is fun-
damentally different. TRIAD includes a wide-area relaying pro-
tocol (WRAP) [47] that provides extended addressing and im-
proved loose-source routing. NIRA follows the good lead of
WRAP to use the path-based addressing scheme.

Feedback-based routing [68] proposes to use a domain-level
link-state routing protocol for edge routers to learn domain-level
topology. An edge router selects a route to reach a destination,
monitors the route condition, and switches to a different routes if
the route fails. In contrast, our work does not require global link-
state routing. We can leverage the route monitoring algorithm
described in this proposal for rapid route fail-over.

Platypus [46] is designed for the case that users have con-
tractual agreements with many ISPs. A user attaches a crypto-
graphic hash value in his packets as a proof that he has purchased
service from an ISP. NIRA assumes the bilateral contracts and
treats valley-free routes as the common case.

The HLP proposal [58] intends to improve the scalability of
BGP. HLP uses a mixture of a link-state routing protocol and a
path vector routing protocol to provide fast routing convergence.
The goal of NIRA is essentially different. NIRA aims to allow
users to choose provider-level routes, and includes a protocol
TIPP that distributes routes and topology information to users
for them to choose routes.

We note that NIRA and the IPv6 site multihoming proposal
[32], [41] share some similarity. The IPv6 proposal also gives
multiple addresses to a multihomed site. A key difference be-
tween NIRA and the IPv6 proposal is that NIRA considers the
address selection problem as a path selection problem. It pro-
vides necessary topology information for users to select a path.
The protocol TIPP propagates topology information associated
with addresses to users. This allows a user to map an address to
a provider-level route, and to choose an initial source address
that is failure-free. Moreover, NIRA uses both the source and
the destination address to forward a packet. This allows a user
to control the domain-level route, including both the part of the
route in the sender® access network, and the part of the route in
the destination® access network. In contrast, the IPv6 proposal
does not change the routing paradigm of the Internet. Routes
are chosen by routers, and forwarding is destination-based. As
a result, the source address of a packet inf3uences the return
path a packet takes, but does not determine the outgoing path
the packet follows. An end host Pnds a working path by ex-
ploring address pairs [4], [6] without knowing the providers the
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addresses map to. Further, NIRA allows a user to choose beyond
the Prst hop provider.

C. Current Route Control Technologies

Both commercial route control products [33], [50] and
overlay networks [3], [51], [56], [59] offer route selection
service to some extent. Route control products are limited
to selecting the next hop provider for outbound trafbc, and
cannot choose beyond the Prst hop provider. Moreover, they
are generally not affordable by individual users or small sites.
An overlay network has a limited scope. Only nodes on an
overlay network can control their paths by tunnelling traffc
through other nodes on the overlay network. Our work aims at
providing a long term solution to support user route selection.
We introduce changes at the network layer, and once deployed,
all Internet users are able to benebt from our design.

Consumers today can manually select providers in the cel-
lular phone and telephone markets. In contrast, NIRA provides
protocols to inform a user of the available routes so that provider
selections can be done by software at a Pne granularity, such as
at the granularity of per connection or per application.

VIII. CONCLUSION

Giving a user the ability to choose domain-level routes has
the potential of fostering ISP competition to offer enhanced ser-
vice and improving end-to-end performance and reliability. We
present the design of NIRA, an inter-domain routing system
that practically supports user choice. The design of NIRA ad-
dresses a broad range of issues, including ISP compensation,
scalable route discovery, efPcient route representation, fast route
fail-over, and security. NIRA supports user route choice without
running a global link-state routing protocol. Our design splits an
end-to-end route into a sender part and a receiver part, and uses
an address to represent each part. A user can choose routes by
choosing addresses. As both the source address and the desti-
nation address are used for forwarding, packets with arbitrary
spoofed source addresses will be dropped, and will not be for-
warded to their destinations. NIRA includes a protocol TIPP
that propagates to a user his addresses and the topology infor-
mation associated with his addresses. Our evaluation suggests
that NIRA is practical. It supports user route choice with low
overhead.
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